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AHHOTALIUS

B cratbe paccMaTpuBaCTCAd MCTOJ aHaIn3a BJIUAHUA OTACIbHBIX apCHAATOPOB HAa U3MCHCHUA nokasareJjei
TOproBo-passiekaresbHOro 1entTpa (TPLL). Ananuzupyrorcest cyniecTByIomue HoAX0Abl K (GaKTOPHOMY aHAIU3y
CpeaHux 3Ha‘~IeHI/II7I, BBIABJISICT HMX HCEAOCTATKH, a TaKKE Mpeajaracrcsa HOBBIN METOA, OCHOBAHHBIN Ha
HUHTErpaJibHOM METOJIC (baKTOpHOFO a"anm3a. OnucaHHBIN METOA IMO3BOJACT KOPPECKTHO YUYUTHIBATH BJIWAHUC
apeHAAaTOPOB Ha COBOKYIHEIC MOKA3aTENH, YCTPAHsI OMNOKH TPaIWIHOHHBIX MeToauK. [lomxon mpumMeHNM He
TOJIBKO K aHaJIN3y HaHHbIX TPL[, HO U K Apyrum C(bepaM, TaKHUM KaK OLCHKA NPOU3BOAUTCIBHOCTH, 3aTpaT HA
MPUBJICUCHUC KIHMCHTOB W YACIBbHBIX pPACXOdOB PECYypCOB. MGTOI[ IIpoCT B pean3allikd U MOXKCT OBITH

HCIoab30BaH B Bl-cucTtemax 1A ruOKOro aHaIu3a JaHHBIX.

ABSTRACT

The article examines a method for analyzing the impact of individual tenants on changes in the performance
indicators of a shopping and entertainment center (SEC). Existing approaches to factor analysis of average values
are analyzed, their shortcomings are identified, and a new method based on the integral factor analysis method is
proposed. The described method accurately accounts for tenants' influence on aggregate indicators, eliminating
errors inherent in traditional methodologies. This approach is applicable not only to SEC data analysis but also to
other fields such as performance evaluation, customer acquisition cost assessment, and resource consumption

analysis. The method is easy to implement and can be used in Bl systems for flexible data analysis.
KiroueBble c10Ba: TOProBO-pa3BIICKATENBHBINA IEHTP, (AKTOPHBIA aHANM3, CpenHui uek, Bl-cucremsl,

AaHAJIMTUKA JaHHBIX.

Keywords: shopping and entertainment center, factor analysis, average check, Bl systems, data analytics.

BBEJEHUE
VYnpasnsromas KOMITaHUS MTOCTOSTHHO
aHAITU3UPYeT NI TENbHOCTh TOPTOBO-
pa3BiIeKaTeNbHOrO IeHTpa. KadecTBeHHBIM aHaIu3
MO3BOJIIET TOBBICUTh TOYHOCTh  IUIAHUPOBAHUS,
MOATOTOBKM  OlOJKeTa, a Takke MpUHUMATh

B3BEIICHHBIE YIIpaBieH4deckue pemeHus [1]. B obmem
clydae aHAIWTHKa CBOJWTCS K OTBETaM Ha [Ba
BOIpOCa: KaKk M3MEHWINCh MokazaTtenu Bcero TPL[ u

Kak HM3MEHUIUCH IMOKa3aTeIn KOHKPETHBIX
apeHAaTopoB. B 4YHCIO OCHOBHBIX TIIOKa3aTelnei
BXOJIT:

® ApeHIHBII 10X0/

eToBapoobopoT

ellocemnaemMocTh

oKOJIM4ECTBO YEKOB
oCpenHuii yek

o Jloms maTexeit B ToBapoobopote

IIpuy w3MeHeHMM TOKazaTens  HEoO0XOIUMO
BBIZICTUTH (DAKTOPBIL, 32 CUET KOTOPBIX 3TO MPOU3OLLIO,
npuuéM 3TH (aKTOpsl MOTYT OBITh PaA3IUYHBIMH:
U3MEHEHHE TOTOfBI, 3KOHOMHYECKOHl CcHUTyanuw,
HacelleHuss ropojaa, WHQpacTpyKTypsl (Hampumep,
CTPOMTENIECTBO JOPOTH, XHJIOIO KOMIUIEKCa OKOJIO
TPLI) u T. . Ho B TPL] mo6o#i moka3aTtens BEepXHETO
YPOBHsI CKJIaJbIBa€TCsl U3 IOKa3aTeleldl KOHKPETHBIX
apennatopoB. Hanpumep, ecnu Beipyuka TPLI Beipocna
Ha 10% — 53TO0 He 3HAYUT, YTO BCE APEHAATOPHI
BeIpocd Ha 10%, T. K. KaXIblii U3 HUX BBIPOC MO-
pa3HOMY, a HEKOTOPBIE JJaKe YTaNH.

Jlns 00BEMHBIX TOKa3aTelield BIMSHUE KaXKI0TO
apeHJaTopa BBIYHCINTH JOBOJBHO TMPOCTO (Ha
npuMepe H3MEHEHHS TOBapooOOpoTa K MPOIIIOMY
TOJY):

[Bxnao apendamopa 6 usmenenue TOJ] = ([TO apendamopa 6 nosom 200y] —
[TO apenoamopa 6 npowiom 200y]) / [TO mopeoeozo yenmpa 6 npoutiom 2o0y]

Ho ecnu peub u€T 0 NpOU3BOIHBIX NMOKA3ATENSX,
TO pacu€T 3HAUYUTENBHO YclloKHsAeTcsa. Hampumep,
eciu B TPILl cHusmics cpeiHudt 4yek, TO 3TO He
00s13aTeTbHO O3HAYAET, YTO Y BCEX apEeHIATOPOB OH
cHu3mics. Bo3MmoxxHa cuTyauus, Opu  KOTOPOH
Ha00OpOT, BCE apeHAATOPhl COXPAaHWIN CPETHUN YeK
Ha ypOBHE MPOIIIOTo roja (MiIu Ja)ke YBETUIHIIN ), HO

OIIMH W3 apeHJaTOPOB C HU3KHM CPEIHHUM YCKOM
CYIICCTBEHHO YBEIHYHI KOJHMYECTBO YEKOB M TAKHM
0o0pa3oM  «pa3MBUD»  COBOKYIHBIA  ITOKa3aTellb.
Cpemuuii  4yek  BblUMCIIETCS 1m0 (dopmyde
[mosapoobopom] / [konuuecmeo uexos], dhopmymna
COJICP)KHT JICJICHUE, YTO HE MO3BOJISIET MCIIOJIb30BaTh
TakoH e TOoaXoJ K aHanmu3y. BwiBectn dopmymy
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MOXKHO C TIOMOIIBIO HECIIOKHOTO alre0panveckoro
npeoOpaszoBanwust [2]. [Jyist oOmiero ciryyasi CpeHUHN Y€K
BBIUHUCIIACTCS 10 hopMyJie

n
(k) — Z=170
S n ¢ M
1= i
rue:
T - ToBapooGopor i-ro apenzatopa B k-M nepuoze
i p P p P Y
Cl.(k) — KOJTMYECTBO YEKOB i-ro apeHaaTopa B k-M nepuose
Jnst 3anaun (pakTOPHOTO aHaIM3a CPAaBHUBAIOTCSA JIBA IIEPHOJI, TODTOMY
k € {0,1}; 0 — 6azosniii iepuos, | — HOBEI TIEpUOL
n — o011Iee KOJIMYECTBO apeHIaTOPOB.
CoOTBETCTBEHHO, CPEeIHUI YeK i-T0 apeHaaTopa B nepuose k paBen
k)
T(
k) _ i
S0 = c® (2)
i
Jouns i-ro apenaaTopa B 00I1IeM KOJINYECTBE YEKOB B repuoje k ects
k)
c!
k) _ i
w; - n C(k) (3)
J=1%j

CoBOKYIHBIN CpEeHUI YEK MOXKHO IepEnUcaTh TaK:

n
sk = Z w®s® (4)
i=1

Torna u3amMeHeHHe COBOKYITHOTO CpeIHero 4eka c neprojaa 0 Ha mepruon 1 ecTb:
n n n

AS = S _ g0 — Z w®s® _ Z w@s© = Z(Wi(l) sP— w®@s@Y (5)
i=1 i=1 i=1
I[0621BI/IM U BBIYTEM ﬂOHOHHHTeHBHBIﬁ YICH C COXPAHCHUCM PABCHCTBA:
n
AS = Z(Wi(l) s w®s @4y OO, 050y (6
i=1
Yupoctum:

n
D, @ 0) 0) (1 (0)
a5 = > w6 =5 + sOw® - w®) @)
i=1
OtcroJia eCTeCTBEHHBIM 00pa3oM IMoitydyaeTcs (popMysia 15l BKJIaAa i-ro apeHnaropa B odliee H3MEHEHUE
CpPE/IHEeTO YeKa:
— D DO_ ©,, @ (O]
AS; = w7 (sp =8 )+ s (wp T —w ) (8)
CMBICT 3TOH POPMYIIBL:
1.w§1) (sgl) - SEO)) — 3¢ ¢eKT U3MEHEHHsI COOCTBEHHOI0 CpeHero Yeka i-ro apeHaaTopa, B3BelleHHbIi
Ha ero HOBYIO /10110 B 00111eM KOJIMYecTBe YeKOB.

2.s§0) (WEI) - WEO)) — 3(pdexT H3MeHeHMsI [0JM i-ro apeHjaaTopa B 00lIeM KOJIHYECTBE YEKOB,
B3BellIeHHBbIH Ha ero CTapblil CpeIHui YeK.

JIOCTOMHCTBO TaKOTO Pa3ioKEeHUs 3aKJII0OYAETCS B TOM, UTO BCe BKIaAbl AS; CyMMHUpPYIOTCS CTporo B AS. Oty
(hopMyIly JIErKO BBIBECTH, JIETKO peajn30BaTh B JIIOOOM aHAIMTHYECKOM HPWIIOKEHUH (B 4acTHOCTH excel),
MO3TOMY ONHCAaHHBIHN MOAXO]] 9aCTO MCIIONIB3YeTCA aHAINTHKAMU B Pa3INYHbIX 00IaCTsIX, I/ €CTh HOTPEOHOCTh
B (haKTOPHOM aHAJIM3€ OTHOCUTENBHBIX MTOKa3aTeeH.

OpHako, y MeTo/a €CTh CYIIECTBEHHBIH HEJOCTaTOK, KOTOPBIH CBOJUT Ha HET BCE €T0 NPEHMYINECTBA.
PaccMoTpuM TabamIly C MOKa3aTeIsIMU IIATH YCIOBHBIX apeHIaTOPOB:

2023 2024
ITokazarenn Brusiue
TO UYeku Cp. uex TO Yexu Cp. uex

Hroro: 9000 000 56 500 159,29 10 100 000 98 364 102,68 -56,61
Apennatopl 500 000 10 000 50,00 100 000 18 364 5,45 -7,83
Apennarop2 1500 000 1500 1 000,00 100 000 1700 58,82 -25,53
Apennatop3 5000 000 15000 333,33 5800 000 17000 341,18 -29,53
Apennarop4 2 000 000 30000 66,67 4000 000 60 000 66,67 5,27
Apennarop5 100 000 1300 76,92 1,02
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VY nepBbIX TpEX apeHAATOPOB CPEIHUI YEeK CHU3WICS, YTO KOPPEKTHO OTpakaeT (DAaKTOPHBIN aHalu3.
Apenpatop #4 xapakTepHu3yeTcsi HU3KUM CPEJHUM YEKOM M CaMbIM OOJIBIINM KOJIMYECTBOM YEKOB; IIPH 3TOM OH
B/JIBOE YBEJIMUMJI CBOU MOKa3aTenu. JIerko mpoBepUTh, 4To 0€3 BIMSHUS €ro U3MEHEHUN CpeTHUH YeK COCTaBUII
651 118,48, To ecTh ero BIMsSHUE OTPHLIATEIBHOE, OJTHAKO (hopMyna roBoput 06 ooparHoM. To ke camoe Kacaercs
apeHnaropa #5 — 3TO HOBBIA apeHIaTOp C HU3KUM CPEIHHUM YEKOM (HIIKE CPEIHEro 1o BHIOOPKE), M JIOTUYHO
MPEANOI0KUTh, YTO €r0 BIWSHHAE JOJDKHO OBITh OTPHILATENbHBIM, OJHAKO (opMmyrna maéT MONOKHTENbHOE
3HAYCHHE.

Takum 00pa3oM, 3TOT MOAXOX TOAWUTCS TOJNBKO U MPUONU3UTCIHFHON OLEHKH (PAaKTOpOB M B OONBHICH
CTEICHH MOIXOAUT AJIsl HA0OPOB NAHHBIX C HU3KOH BOJIATHIIBHOCTBIO.

ITosToMy YacTo HCTIONB3yeTCS APYTOH IMOAXOM: AT KaXKAOTo apeHIaTopa IMocIeJ0BaTEIbHO MOICIHPYETCs
CHUTyalsl, IpH KOTOPOH €ro MoKa3aTelnH OCTalNCh HEM3MEHHBIMH, B TO BPEMs KaK IIOKa3aTENM OCTAJIbHBIX
apeHnaropoB u3MeHuIHCh [3]. Hanpumep, mis apennatopa #1 B 2024 rogy ToBapooOOpOT COXPAHMIICS HA YPOBHE
500000, xonruecTBo YekoB ocTanock 10000, a y ocTanbHBIX apeHIATOPOB HUYETO HE IOMEHAIOCh. B a3ToM ciyuae
cpennuii uex TPI] cocraun 116,67, uto Ha 13,99 menbiue peansHoro (102,68), mostomy BiausHIE apeHaaTopa #1
cocraBuiio -13,99. Tabnuia, 3amoaHeHHAS TAKUM 00pa30M, BBITJIAIUT TaK:

2023 2024
Iokazarenn Bmsiaue
TO Yexn Cp. gex TO Yexn Cp. "ex

Hroro: 9 000 000 56 500 159,29 10 100 000 98 364 102,68 -38,44
Apenparopl 500 000 10000 50,00 100 000 18 364 5,45 -13,99
Apenpnatop2 1500 000 1500 1 000,00 100 000 1700 58,82 -14,47
Apennarop3 5000 000 15000 333,33 5800 000 17000 341,18 6,17
Apenpnatop4 2 000 000 30 000 66,67 4000 000 60 000 66,67 -15,80
Apennarops 100 000 1300 76,92 -0,34

@dakToOphl XOPOIIO OMUCHIBAIOT BIUSHHE, OJHAKO HMX cymMMma (-38,44) He paBHa 0OIIEMYy OTKJIOHCHHUIO
cpentero ueka (-56,61), 4To CHIKAaeT pelpPe3eHTATHBHOCT pacuéra. [[pyruM HEIOCTaTKOM IOIXOJa SBIIETCS
€ro TPyROoEMKOCTh — PacuéT NPUXOJUTCS BBINOJIHATH B IIUKJIE, M NMPH OOJBIIOM KOJMYECTBE APEHAATOPOB 3TO
MOXET 3aHATh IUIUTENbHOe BpeMs. KoHeuHo, mepByro mpoOieMy MOXKHO PElINTh HOPMHPOBAaHUEM, BTOPYIO —
HCIIONIb30BaHUEM COBPEMEHHBIX BBIUMCIMTEIBHBIX cpeacTB (Hanpumep, excel). Ho, kak mpaBmiio, apeHIaTops! B
0T4éTax KIacCH(UIIMPOBAHbI IO KAKUM-TIHOO NMpHU3HAKaM (B 3aBHCUMOCTH OT ILIOIIAIH, TOBAPHOH KaTEropuu u
Ip.), U TpHU TNOATOTOBKE OTYETOB HOPMHUPOBAHME IMPHUIAETCA BBHINONHATH CTONBKO pa3, CKOJBKO KaTeropui
UCTIONB3YETCS IS OTOOPaXKEHHSI.

Lens maHHOM pabOTBHI — NPEATIOKHUTH HOBBIM MOAXOX K (aKTOPHOMY aHAIU3y, KOTOPBIH OyAeT JHIIEH
OTIHMCaHHBIX BBIIIE HETOCTATKOB.

OCHOBHASA YACTD

O003HauYMM HCKOMBIH MMOKa3aTelb Kak R;, a Tak)ke BBEJAEM BCIIOMOTaTeIbHbIH MOKa3aTelb a;:
W (k)
G
j=1%j
TJIe j = IOPSIIKOBBIN HOMEp apeHIaTopa. 31ech U gajnee OyIeT UCTIONB30BaThCS B CUTYalUAX, KOT/Ia B pacuéTe
0 i-My apeHIaToOpy HyXHO OyIIeT UCIOIh30BaTh MIOKA3aTEeIIN BCEX apCHIATOPOB.
[okazatenp a; HE IMEET CAMOCTOSTEILHON IEHHOCTH, HO 00JIaJaeT TOM e pa3MEPHOCTHIO, UTO U CPETHHN
YeK, W TOJUYMHSETCS TEM € 3aKOHOMEPHOCTSIM: PAcTéT MPU YBEIMYEHUH TOBApOOOOpOTa, MaNaeT MpH
YBEIMUEHUU KOJIMYEeCTBA YEKOB. {71 MPOCTOTHI 0003HAYMM €ro Kak «HOPMHPOBAHHBIN» uek. Ilokaxem, 4To

CyMMa HOPMUPOBAHHBIX YEKOB PaBHA cpe):[HeMy ueky TPII:
n

(k)
Z () _ z T Z ZL 17T, — s (10)
C(k) n C(k) C

J 17 j=1%j =1 1 =17
CremoBarenbHO, €CITH PA3IOKHUTh Ha cbaKTopH M3MEHEHHEe HOPMHPOBAaHHOTO dYeKa, cymMMma (haKTOpOB
COBMAAET C M3MEHEHHEM CpemHero 4dexa. Jmsd pemieHus 3afaddl BOCIOJIB3YeMCS KIacCHYeCKOH (Gopmynoi
MHTETPAIBHOTO METO/a (PaKTOPHOTO aHanw3a s mojenu Buga f=x/ (y + z) [4]:

N 11
f= Ytz (11)

Ax y® 4z
AS = 5 a! y<0>+ o| 12)
Af = (of - Axf)A +A (13)
Af =f = Ayf) 7/ (14)

Ay + Az
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rue
oA, f — n3MeHeHne 3Ha4eHUsI QYHKIMH, 00yCIOBICHHOE U3MEHEHHEM X
A, f — M3MeHeHHe 3HaUeHUs PYHKIMH, O0YCIOBICHHOE H3MEHEHHEM Y
oA, f — m3MeHeHue 3HaueHHsT PYHKIMH, 00YCIOBICHHOE H3MEHEHUEM Z
J1nst HOpMHPOBAHHOT'O YeKa YUCIHUTEIND (X) OyAeT cOOTBETCTBOBAThH ToBapoobopoty (T;), mepBoe ciaraemoe
3HaMeHartels (y) — KOIH4IeCcTBY 4eKoB apeHaaropa (C;), BTopoe cilaraeMoe 3HaMeHATeNs (Z) — KOJINIEeCTBY YEKOB
BCEX OCTabHBIX apeHaatopos (L; = X7, C; — C;). Jlng ynobeTsa hakTophl, 3aBUCSANIME OT 3TUX apryMEHTOB,
0003HaYMM OTHOMMEHHBIME HHACKCAMU: A a;, A a; u A;q;
Jlnst Havasa onpeieNuM BIMSTHUE H3MEHEHUs TOBapooOopoTa i-ro apeHaaTopa:
AT, | c?+ 1V ;
@c +aL) Moy @] 4

Ava; =

Ynpoctum popmyiry:
AT;

c
Atai = E*ln W (16)

B 3namenarene COOCPIKUTCA AC, IMO3TOMY najJbHEHIIne pacCyXacHus CIpaBEIJIUBLI TOJIBKO IS CHTyaIIHfI,
xorga AC ne paBHO 0. L[anee ONpeacINM BIIUAHUC U3MEHCHUA KOJIMYECTBA YCKOB 1-ro apenaaropa:
Aai - Aa(t)l
——F—F AC; (17
A (17)
dDopMyna IJIA TPETBETO Q)aKTopa (BJ'II/I?[HI/IC YEKOB OCTaJIbHBIX apeHz[aTopOB) OTJIMYACTCS TOJIBKO OOHUM
MHOXUTEIIEM:

Acai =

Aai — Aa(t)l AL (18)
AC :
W3 aroit (bOpMyJ'ILI CJIIEAYCT, YTO UBMCHCHHUC KOJIMYECTBA YCKOB JII000T0 ap€HOIATOPOB OKAa3bIBACT BIMAHUC
Ha 1-TO apeHaaropa. CJ'I@,I[OBaTeJ'IBHO, CIIpaBCIJINBO U O6paTHOC: - ApCHAATOP OKa3bIBACT BIMAHHUC HA KAXKIO0T0
N3 OCTAJIbHBIX. HepermmeM IMOCJIECJHIOIO (I)OpMyJ'IyZ

Ma; =

Aai - Atai
Alai = T (AC - ACl) (19)
Aa,- - Atai - Aai - Atai
Mgy = == Y AG - == 4G (20)
=1

Takum 00pa3oM, COBOKYITHOCTh (DAKTOPOB, CBA3aHHBIX C KOJHMUYECTBOM UCKOB, OMUCHIBACTCS CyMMOI
n
Aai — Atai
Aa; + Aca; = ———10y AG (21)
AC :
Jj=1

B 3TOM paBeHcTBEe PUCYTCTBYIOT MHIEKCHI 1 — BRIOPAHHBIA apeHIaTop, U j — BCE apeHIaToOphl, BKIIOYas i.
[ HarasgHOCTH M300pa3yM MPaByro 4acTh ATOTO PABEHCTBA B BHJE TaOIUIIBI:

: Apennarop (1) Apengarop (2) Apengarop (j)
Apenmarop (1) (Aa;-Acaq) * AC;/AC (Aa;-Acaq) * AC,/AC (Aas-Aray) * AC;/AC
Apenmarop (2) (Aa,-Acay) * AC,/AC (Aa,-Acay) * AC,/AC (Aay-Acay) x AC;/AC
Apennarop (i) (Aa;-Aca;) * AC;/AC (Aa;-Aca;) * AC,/AC (Aa;-Aa;) * AC;/AC

Kaxnast s4eiika TaOIUIBI CONEPKUT aKTOp, MTOKA3BIBAIONINNA, KAKOE BIMSHHUE Ha 1-TO apeH/aTopa 0Ka3ajo
M3MEHEHHE YeKOB j-ro apeHnaTopa. [Ipu i=j ato dakrop A.a;. CyMMa oCTAIBHBIX SY€EK CTPOKU COJCPIKUT (hakTop
Aa;.

B T0 ke Bpemst Kax bl cTOI0e TaOIHUIIBI COAEPKUT COBOKYITHOCTD (DaKTOPOB BIIMSHHMS j-TO apeHiaTopa Ha
Kaxaoro i-ro apenzaropa. CymMma KaxIoro cTosiOua TaONuIbl COAEP)KUT COBOKYITHOE BIIMSIHHE, KOTOPOE
M3MEHEHNE YEeKOB apeH/IaTopa j OKa3bIBAEeT Ha BCEX apeHIAaTOPOB, TO eCTh Ha Bech TPLI.

[MockonbKy (akTop TOBapooOOPOTa MPOUHIEKCHPOBAH TOJIBKO 110 1 (A, a;), €ro BIMsSHHUE 3aBUCUT TOJBKO OT
apeHzaTopa i, Ho He OT Ipyrux apeHaatopoB. CiemoBaTenbHO, pa3Mep ero BiausHus Ha TPLI Takoii ke, kak Ha
CaMOro apen/1aTopa, a HCKOMBIH MOKa3aTeNb R; OyIeT IpeacTaBIATE COO0H CyMMy M0 j-My CTOJIOILY IUTIOC (paKTop
Aca;. Jlns ynoOcTea nanbHEHIIEH 3aMMCH MHIAEKCHI i ¥ j MOYKHO MOMEHSATH MECTAMH.

u Aaj — Ataj
R, = Aa; + AC; * Z — @)
j=1

Brinecem AC 3a ckoOku:
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AC;
R, = Aa; +EZ(Aa]- — Aq;) (23)

IIpocymmupyem Aa;:
AC; Z
Ri= Awa;+ 7% | da— Z(Ataj) (24)
j=1
[oncrasum Aa(t);:
AC; = <1)
Ri= Bea;+ 7 Aa—Z( c<0> (25)
j=1
BeiHOCHM 32 CKOOKH OOIIHI MHOKHTEIB!
C; c<1>
Ri= Aa;+ <=+ | Aa = n |~ ACZ(AT) (26)
Ynpoctum:
AC; cw AT
RL-= Atai+ E* Aa —In C(O) C (
[loacraBum 3HaueHue A, aq;:
_ AT | CV  Ac cw AT
Ri= 3¢ cw| tac s\ A~ njzo|
Packpoem ckoOku:
_ AT COl Ac; AC; | cw
Ri= 20 Mco| Y ac * 2 ac * M ew| *ac P
Brmecem AC 3a ckoOKu:
@® @®
AT,-*lnC + AC; * Aa — AC; *lnC £
c© cO|*AC
R = v (30)
Beinecem norapugm 3a ckoOKu:
@
(AT — AC; * AT) S|+ ac, * Aa
AC c©
Taxoke 3HaueHHE (aKTOpa MOXKHO BHIPA3HUTh B MPOLICHTAX:
s
R(5w 1)
[Tpumenum 3Ty hopMyIly K TECTOBBIM JAHHBIM:
2023 2024 Busitue
[Nokazarenn Bnusinue o ’
TO UYeku Cp. uex TO UYeku Cp. uex %o
Hroro: 9000000 | 56500 159,29 10 100 000 98 364 102,68 -56,61 -36%
Apennaropl 500 000 10000 50,00 100 000 18 364 5,45 -19,52 -12%
Apennarop2 1500 000 1500 | 1000,00 100 000 1700 58,82 -18,88 -12%
Apennarop3 5000000 | 15000 333,33 5800 000 17000 341,18 7,19 5%
Apennarop4 2000000 | 30000 66,67 4000 000 60 000 66,67 -24,52 -15%
Apennarop5 100 000 1300 76,92 -0,89 -1%

Teneps 3HaueHNS QaKTOPa OTIMIHO XapaKTEPHU3YIOT MPOM30IIeANIe n3MeHeHns. Hanpumep, y apenaaropa
#3 cpennuii 4ek Boitne cpeaHero yeka TPII, komn4ecTBO 4eKOB YBETUUUIIOChH, TIOATOMY BIUSTHUE MOJIOKHUTEIHHOE.
Hosggrlit apernaTop #5 ¢ HU3KUM CPEIHNM YeKOM pa3MbLI Iokaszarens TPLI, ero BiusHue OTpHIIATENBHOE.

OTaenbHO CTOMT YHNOMSIHYTH, YTO JIaHHBIH IOJXOJ KOPPEKTHO palboTaeT ¢ TpyNIamMH apeHaTOpOB.
IIpencraBuM, uTO mepBBIE J1BAa apeHATOpa BXOAAT B rpymmy 1, a ocraBmmecs B rpynmy 2. Torna 3HaueHus
(baxTOpOB 1O TpynIaMm OyayT paBHBI cyMMe (pakTOpOB 110 apeHaTopaM, BXOSIIUM B TPYIIITY:
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2023 2024 Brmstaue
Tokasarens Brnsiaue o
TO Yekn | Cp.uek TO Yexn | Cp.uek Yo
Uroro: 9000000 | 56500 159,29 10100 000 98364 | 102,68 -56,61 -36%
I'pynmal 2000000 | 11500 173,91 200000 20 064 9,97 -38,40 -24%
I'pyrma2 7000000 | 45000 155,56 9900 000 78 300 126,44 -18,21 -11%
3AKIIOYEHHUE WepapxXuii, YTO JeNlaeT €ero He3aMEHHMBIM IIpH

OnucaHHBII TOAXOA TMO3BOMSET YHPOCTHTH  HCIONB30BaHWHU B Bl-cuctemax [5], rme moip3oBartens
paboty no aHamu3y mokazateneil TPL. Ho oH Takke  CcaMOCTOSTENBHO  MOXET  YOPABIATH  CTETEHBIO
NPUMEHUM K JII000H cdepe esTeIbHOCTH, KOTOpas — IeTaJH3alld OTIETOB.

TpeOyeT W3yYeHUs OTHOCHUTEIFHBIX MOKa3aTeleH.

Hampumep, ¢opmylly MOXHO HCHONB30BaTh IS JIUTEPATYPA

OIICHKU U3MEHEHUI: l.LAanpees B. JI. AHamu3 ¥ NpOTHO3UPOBAHUE
®IPOU3BOJIUTEIBHOCTH TPyAa IKOHOMHYECKUX mokaszareneit. — CI16.: [Tutep, 2019. —
®CTOMMOCTH TIPMBJIEYEHHUS KIMEHTOB 384 c.
eBPEMEHH BHITIONHEHHS 3aKa30B 2.1Imuar C. @DaxkTOpHBIA aHANU3: TEOPHUS U
ey ICIIBHOTO PACXO/A TOIUIHBA npaktuka. — M.: Opaiit, 2017. — 312 c.

3Xuwmn T., Bectopyk P. Mapkerunarosas
CTpaTerys: SKOHOMHUUYECKUI aHanu3 pemernunii. — CII0.:
Iurep, 2015. — 480 c.

4Tonmyoosna C. A., bapamor II. B.
WHterpansHelii  MeTon  (AKTOpPHOTO aHanm3a B
SKOHOMHYECKHX HCCIENOBaHMAX // DKOHOMHKA |
aHanmu3 faHHBIX. — 2018. — Ne4. — C. 45-59.

5.HoBuxkoB . A. buznec-ananuruka:
WHCTPYMEHTBI M TEXHOJIOTMU OOpa0OTKH NaHHBIX. —
M.: Uudpa-M, 2022. - 298 c.

SUT. II.

B o6mem ciyuae mpemiaraemas  METOJAMKA
MO3BOJISIET AHAIN3UPOBATh W3MCHEHHs IOKa3aTeneit
MEXKIY IBYMSI COCTOSHHSIMH CHUCTEMBI, MIOITOMY OHA
MOXET OBbITh MpPHUMEHEHa HE TOJBKO JJIs aHAIu3a
OTKJIOHEHUSA MEXIY IBYMs IMEPUOLAMHU, HO U IIPH
cpaBHEHHH (haKTa C IIAHOM.

MeTo mpoCT B peanu3aliii, KOPPEeKTHO paboTaeT
¢ BhIOOpKaMH JIFO00r0 pasMepa U ¢ JIF00bIM HaOOpOM

VJIK 512

CBOVICTBA KOD®®UIIUEHTOB PA3JIOXEHAA OTHOIMEHMUS MTOJIMHOMOB HA
SJIEMEHTAPHBIE IPOBA

Ulepesosnuxos E.H., *Illaxosa E.A.
Y Kano. ¢puz.-mam. nayx, doyenm, Boenno-xocmuueckasn axademus um. A.D. Mooicatickozo.
2 Kano. mexu .Hayk, doyenm, Boenno-xocmuueckasn akademus um. A.@. Mooscaiickoeo.

AHHOTAIUA
B pabore paccMmaTpuBaioTCsl CBOWCTBa KO3((HIMEHTOB pPAa3JI0KEHWs OTHOIICHHWS IOJMHOMOB Ha
JNeMeHTapHble JpoOu. JlokaszaHa ieMMa ompeensiomas Kod(QQUIMEeHTbl pa3loKeHus 4Yepe3 KOPHH H
KO3(1)(1)PIHI/I€HTLI TOJIMHOMOB, PE3YyJIbTAaThl KOTOpOfI HCHOJIB3YIOTCA [JId BbIBOJAa aCUMIITOTHUYCCKUX Bpra)KeHI/Iﬁ
pellaKkCalMOHHBIX MOJIYJICH XapaKTepH3yONHX 1e(hOPMAIIMOHHBIX MPOIIECCH B MOJUMEPHBIX BOJIOKHAX.
KiroueBble cJioBa: CBOWCTBA KO3(G(GHUIIMEHTOB Pa3JIOKCHHS OTHOIICHHS MMOJIMHOMOB, aCHMITOTHYCCKHE
COOTHOILIEHUS PEIAKCAUOHHBIX MOAYJIEH.

1. Paznoxenue oTHomeHusi noauHomoB P, (x), D,,(x) Ha djieMeHTapHbIe APOOH

Pa®) _ 1om A
Dm(x)  Co &l (x-x) '

n<m+1 1)

HCTIONB3YeTCsl TPU BBIYUCICHUHM HWHTETPAJIOB OT APOOHBIX (YHKIWH, TpH OOpamieHnu mpeoOpa3oBaHUH
Jlartaca, ipu pacueTe CIEKTPOB JMHAMHYECKUX crucTeM [1-3].

2.ITokazxkeM, 4T0 KO3 PUIHEHTHI Pa3io:keHUus: A;00J1a1a10T PSIAOM MOJIE3HBIX CBOICTB BhIPaKeHHbBIX
cJieayrouei JeMmMoii

JlemMa: eciy OTHOIIICHHE OJIMHOMOB IIEJIOYNCIICHHBIX CTETIEHEH MOYKHO MIPECTaBUTh B BUIE PA3IOKCHHS
Ha 3JIeMeHTapHbIe 1podu (1), To 11 k03¢ PUINEHTOB pasioxkeHus Aj IMEIOT MECTO CIIEIYIOIINEe COOTHOUICHUS:

a) Z?=1Ai =By, , b) Z?=1Ai/xi = —Cy - B, (0)/D,,,(0) ,

P (x;) Co (x=x) P (%)
A= - i . 2
C) i Hi:ﬁ(xi_xﬁ) [ Din(x) o ( )
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IMokaxxem 310: mOMUHOMBI Pp (X), D (X) uMeroT 061uii B
P(x) = Xk=1 kan—k , Dy (x) = Xk, Ckxm_k , 3

Ecnu{x;}- muoxectBo kopHe#i nommHoma D (cpeid KOTOPBIX MOTYT ObITh M KOMILIEKCHBIC)

Dy (x) = Co [Ti21(x — x1) (4)
To u3 (1) w1 nonmHoma P nmeem
P(x) =X 4 Hzlaci(x - xﬁ) : (%)

W3 (5) Ha OCHOBaHMH TEOPEMBI O EAMHCTBEHHOCTH MOJTMHOMHUAIBHOTO TIPEICTABICHNS (DYHKINH, CpPaBHUBAS
(5) m (3) u mpupaBHHBas KOX(PQHUIMEHTH IPU CTAPIICH CTEIEHH IIONyYHM IEepBOE COOTHOIIeHHEe 3 (2)
i=14; = By.
Bropoe cooTHomeHue (0) aBToMaTnuecku cienyet u3 (1) mpu x=0.
ITpu x=X; ( u-ToMy KOpHIO nosrHOMa D ) B cymme (5) octaercsi 0HO cliaraeMoe NpOHOpLUOHATBHOE A
Torna, ¢ yueroMm (4), nist koapdunnenra A morydaem

Pn(xy) Co-(x—x;)Pn(x)
A= . 6
i H?ﬂ(xi—xﬁ) [ Dy () x=x; (6)

T.o. teMMa 1oka3aHa.

3.Mcnonb3yeM pe3yabTaThl JIEMMBbI IS TIOTYYESHHs

ACHMITTOTHYECKUX COOTHOIICHUN I PElIaKCAI[MOHHBIX MOJMYJICH XapakTepU3yHNIUX aehOopMaiiOHHBIC
MpOoLIECCHI B TonuMmepax [3,4].

B [3,4] nokazaHo, 4To mpoliiecc peakcaluy HanpsHKeHUH U MOJI3YYecTd B OTHOMEPHBIX TOJTUMEPHBIX
o0pa3max onpenessieTcs: BRIPaKeHISIMA

o(x,t) = Exe(x, t) + fj;o dy fot dt-AE,(x —y,t — 1) - 0,¢(y,T) ; (a)

e(x,t) = Doa(x,t) + [*7dy [, dv - AD,(x — y,t = 1) - 6(y,7) .(b) ©)

B (7) o - MexaHWYeCKOE HANPSDKCHUE, € —OTHOCHTENbHAs nedopmarnms, AE,
-peakcupyronias 4acth MOIyJs HanpsbkeHuid, ADy - perakcupyromas yacte Monynst monsydectd. s
MPOCTEUIINX PEKUMOB 1e(hOPMUPOBAHHS

e(x,t) = h(h(x) , olx,t) =ggh(t)h(x) ,

(rme h - pynxumun Xesucaiina, €, , 0, -HavaIbHbIE 3HAUEHUS Te(HOPMAIIIH U HAMIPSKECHUS) U YCPETHEHUSTIO
JutiHe o0pasia-L , peakcarmoHHbIE MO IPUHUMAIOT Bu [2,3]

+00 1—e kL

Eo—E,
E () =Ew+=—= [ —3

[(Eo=1xee?fldk (@)

1 r+oo 1-elkl
D‘r(t) = DO +;f—oo k2L

3 98 Zgt

[Zher 2 (1 - %) ake ) (®)

Ey o » Do -HauaJbHEIC M PAaBHOBECHBIE 3HAUEHHS MOZYJeH, Z,K — mapameTpsl npeobpazosanns Dypre —
Jlammaca. y, , @, BecoBbie K03 uiueHTH B (8) ABIAIOTCS KOAPPHUIMEHTAMA Pa3IIOKCHUS OTHOIIICHUS
noauaoMoB (P/D)12

- {Pl(z)(z—za)} 05 = [Pz(l)(z_zl?) o)
a = ’ - '
0@ S, B 2@ lyeyy

B (9) D12 criekTpanbHble TOJMHOMBI MPOLECCOB PENaKCallu M TON3YYeCTH, Zy g-COOTBETCTBEHHO KOPHH
CIIeKTpasbHBIX moauHOMOB D1 [3].

Monynu penakcaliy ¥ NOJI3Y4eCTH JTOJDKHBI YAOBIETBOPSATh aCHMITOTHYECKHM COOTHOILICHUSM

limE,(t) = Ex, (@) , UmE.(t)=E, (b)
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gimDr (t) =D,

© . LmD® =D, (@)

.(10)

JeiicTBuTenbHO: U3 (8) cieayer, yUUThIBas , YTO IS YCTAHOBUBIIKXCS PEIKMMOB PENAKCAIMHU U TOJI3yYECTH
(Rezqup <0) [3] coorHomienme (10,8 ) BBHIMOJHSETCS ABTOMATHYECKH. TakKe ABTOMATHYECKH BBITIONHIETCS
coorromrerwe (10,d). Coorromenus (10,b,C) BEITOMHSAIOTCS TIPU JOTOTHUTEIBHBIX YCIOBHUAX

1% - -
g:l)(azl , DoZ?;=1_—l;=Eool—E01.

(11

Z

[Mokaxem, ©croNb3ysl CBOICTBA KO (GHUIIMEHTOB Pa3I0KEHUS OTHOILIEHUS HOJIMHOMOB (2), uyTo ycnoBus (11)

JIEWCTBUTENLHO UMEIOT MecTo . 13 (2,a) 11t ko3 duumeHTos x, ,

Yae1Xa =By =c1?0; +c36, =1

Qg M. [3] nomyuum

) Z??:l ¢ﬁ = DO' . (12)

U3 (2,0), ¢ yaeToM ABHOTO BHaa MoJuHOMOB P2, D7 (Cm.[2]) cremyer

% P2(0) - -
it <—_Zl;) - DZ(O) = Ex' = Eq” = Do = Do (13)

Ba)kxHO€ acCUMNITOTHYECKOE COOTHOLIEHHUE AJIs PETaKCAllMOHHBIX MOJYyeEH.
JIOTIOTHUTENBHBIM PE3yJIBTATOM COOTHOIIEeHUs (12) sBisercs ompenelncHHEe MOJEIbHBIX MapaMeTpoB —
BEPOSATHOCTEH paclpeneeHus II0TOKA UMITyIbca 110 MOJICKYJIIPHBIM LeNsM — KaHaiaM (6, , 0;) , C1,2 - CKOPOCTH

MepeHOCa UMITYJIbCa 11O MOJICKYJIAPHBIM LCIISIM.

{C%@l + C%ez = 1

91+92=1

3akniouenue:

1.B pabote paccMOTpEHBI CBOICTBa
K03 (PHUIUCHTOB Pa3I0KCHUST OTHOIICHHS TOJTHHOMOB
Ha  DIIEMEHTapHBIe  JApoOH, JOKa3aHa  JieMMa
ompeensonmas  Ko3QOUIHNEHTE Pa3IoKeHus UYepes
KOPHH TOJIMHOMA 3HAMEHATES.

2.BelpakeHnss  KO3(QQUIIMEHTOB  pas3ioXKEeHUS
NPUMEHSIOTCA Ul TIOJyYeHUS aCHMITOTHYCCKHUX
COOTHOIICHUH penaKcaoHHbIX MoJyneit

XapaKTepU3yILIMX Ie(OPMAIIMOHHBIE TPOIECCH B
OJTHOMEPHBIX MMOJMMEPHBIX CHCTEMAX.

3.KoaddunmeHTsI Pa3IoKeHus TaKKe
HCIIOJIB3YIOTCS [Tl BBIBOJA MOJIENILHBIX [apaMeTpOB-
BEPOSITHOCTEN pPAaCIpeIe/ieHUus] MOTOKA HMITYJIbCa T10
MOJIEKYJISIPHBIM LEMSIM-KaHaIaM.

:912— 022

2
ci—1

(14)

2_2
€1—¢2

JlutepaTtypa

1.Kopu I'., Kopn T., CipaBoYHHK 10 MaTeMaTHKe
JUI1 HAayYHBIX paOOTHUKOB W HHXCHEPOB, M.
Hayka, 1970, (720).

2.Kypom A.I'.,Kypc Bricmieii anreopsr, M. Hayka,
1965.

3.IlepeBo3nukoB E.H., CkBopuos I'.E.,lunamuka
BO3MYLIEHUI U aHAJIU3 YCTOMYMBOCTH HEPABHOBECHBIX
cuctem, CIITO, Cankt-Ilerepoypr, 2010,(139).

4. TlepeBo3nmkoB E.H., Cremamknna A.C.
HeycroitunBoct  neopManiioHHBIX TPOIECCOB B
JIMHEWHBIX  TMOJUMEPHBIX  CHUCTeMax, BecTHHK
KazaHckoro rocynapcTBEHHOTO YHHBEpPCHTETa HM.
A.H.Tynonegra, 2022, Ne2,(32-36).



Eepasutickuti Coro3 YueHbix. Cepus. mexHuUdYeckue u gpuauko-mamemamuyeckue Hayku. # 2(127), 2025 11

HOMINbIOTEPHBIE HAVKH H HHOOPMATHHA

UDC 004.42:336.71

THE EVOLUTION OF IT INFRASTRUCTURE IN BANKS:
FROM TRADITIONAL SYSTEMS TO FINTECH

Bolgov S.
Murmansk Arctic University
Murmansk, Russia

IBOJIIOLUS UT-UHOPACTPYKTYPbI B BAHKAX:
INEPEXO/J OT TPAAUIIUOHHBIX CUCTEM K ®PUHTEXY

bonzoe C.H.
Mypmanckuti Apkmuyeckuti Yuusepcumem
Mypmanck, Poccus

ABSTRACT

This article examines the evolution of IT infrastructure in the banking sector, focusing on the transition from
traditional centralized systems to modern fintech architectures, including microservices and cloud technologies.
The key drivers of this transition, such as enhanced flexibility, scalability, and integration with new digital services,
are discussed. Special attention is given to security issues, regulatory risks, and challenges related to integrating
old and new technologies. The article explores the prospects of using technologies like artificial intelligence,
machine learning, blockchain in the future development of banking IT infrastructures. Examples from major banks,
such as JPMorgan Chase and Bank of America, are used to illustrate the challenges and benefits of digital
transformation.

AHHOTAILIUS

B craree paccmarpuBaercst sBomouus WT-uHGpacTpyKTypbl B GaHKOBCKOM CEKTOpE, aKIEHTHUPYETCs
BHMMAaHHUC HA NEPEXOAC OT TPAAUINOHHBIX NEHTPATU30BAHHBIX CUCTEM K COBPEMCHHBIM @HHTGX-apXPITeKTypaM,
BKJIIOYasd MUKPOCCPBUCHI U 001a4HbIE TEXHOJIOTUH. OLIeHI/IBaIOTCﬂ KIITOYEBBIC ,IlpaﬁBepr OTOT0 Iepexoaa, TaKue
KakK ITIOBBINICHHUEC FI/I6KOCTI/I, MaCH.ITa6I/IpyeMOCTI/I U UHTCrpanud ¢ HOBBIMH L[I/I(prBLIMI/I CCpBHUCAMMU. Ocoboe
BHHUMAaHHUC YIACIICHO np06neMaM 6630HaCHOCTI/I, PEryIATOPHBIM PUCKAM U BbI3OBAM MHTCIpAlMN TPaAUIHUOHHBIX
H COBPEMCHHBIX TEXHOJIOTHIA. PaCCManI/IBaIOTCﬂ MNEPCOCKTHUBbBI HCIHOJIb30BAHUA TaKHUX TEXHOJOTUH Kak
WCKYCCTBEHHBIH WHTEIUIEKT, MAIITHHOE 00ydYeHne, OJOKYCHH B KOHTEKCTe Oyaymiero pa3Butus 6aHnkoBckux NUT-
uHppacTpyKTyp. B cTathe aHamu3upyroTCs mpUMepsl KpymHeimnx 6ankoB, Takux kak JPMorgan Chase u Bank
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Introduction

Deep innovation in contemporary banking is
driven by the accelerating evolution of fintech
technologies, increasing user expectations, and the
tightening of regulatory standards. Traditional banking
IT infrastructure, based on centralized monolithic
systems, does not possess the capacity to meet the
demands of flexibility, scalability, and integration of
new digital services. In this case, IT infrastructure has
been compelled to be rethought by the arrival of novel
data management models, process automation, and
cybersecurity and thereby allow organizations to
resolve modern-day challenges and solidify their
competitive standings.

One of the most notable tendencies in banking IT
infrastructure is the evolution from monolithic legacy
systems towards microservices and modular
architectures allowing faster development, reduced
operational expenses, and increased reliability of
financial services. APIl-based development is the

driving force of this tendency since it guarantees the
integration of banking platforms with fintech
ecosystems and third-party developers. In addition to
this, interest is growing in technology innovations such
as artificial intelligence (Al), machine learning (ML),
and distributed ledgers that will shape the future of
financial services.

This article is focused on the research of
evolutionary changes in banks' IT infrastructure,
analysis of key drivers of the transition towards fintech
models, and consideration of promising areas in the
development of banking technologies. System and
comparative methods are used in this work for an
analysis that will enable one to find patterns of digital
transformation in the banking sector.

Main part. Traditional banking IT systems:
architecture and limitations

Conventional banking information systems are
usually centered on centralized and monolithic
architectures: all functions, from transaction processing
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to customer data management, are one big system.
Systems of that architecture have dominated banking
since the very first day of automated banking due to a
high level of control and stability combined with
relatively small requirements for scalability and
flexibility. However, during the last years they have
started to face a number of significant limitations that
seriously hamper the banks' ability to adapt to rapid
market changes.

One of the major limitations of centralized
systems is that they are not very scalable. As the
volume of data grows, so does the load on the
infrastructure; traditional systems become increasingly
difficult to maintain. Increasing the capacity of such a
system requires either the expansion of existing servers,
which often leads to a significant increase in equipment
and maintenance costs, or the implementation of more
complex virtualization and distributed computing
mechanisms that are not always justified in terms of
profitability [1]. This makes it very difficult for the
banks to be responsive to changed user requests, such
as an increase in the number of online transactions or
the introduction of new financial products.

Moreover, classic systems are rather inflexible. It
is pretty difficult to make them work with some sort of
new technology. For innovative solutions like Al or
ML, one would need to edit software solutions that are
already up and running-which in the case of centralized
systems often becomes really burdensome and costly.
This shows characteristics of the monolithic
architecture that these systems used, with strong
interdependencies that make it difficult and hazardous
to change or update in terms of disturbing other
functions of the system. With this view, and as a reason
for banks to implement new technology while adapting
to new sets of regulatory environments, they are made
to carry out resource-intensive and costly reforms. The
time that this requires adds to the length and reduces
overall competitiveness.

An example of these constraints is the situation
with some of the largest USA banks, such as
JPMorgan Chase in 2023. Their modernization
program included multi-year investment in cloud
infrastructure, Al, and ML to develop real-time data

processing and security. This technology change was
aimed at reducing operating costs, enabling faster
decision-making, and creating a new customer
experience. But this change came at a high immediate
cost and operational disruption, particularly during the
integration process [2].

Another critical limitation of legacy banking IT
systems is external system integration. The current
operations of banks require interaction with a large
number of partners, like fintech institutions, regulators,
and other financial institutions. Core systems are
inadequately integrated with external systems, and it is
hence hard to implement API-centric solutions as well
as make the processes slower for interacting with
external services. It creates unprecedented regulatory
risks and hinders accelerations of innovations such as
open banking, which require massive flexibility and
compatibility to interact with multiple partners within
the ecosystem.

Thus, long-established banking IT infrastructures,
while historical and solid, cannot anymore respond to
all needs of today's financial markets. They face
scalability limitations, an inability to embed new
technology, and issues with guaranteeing cooperation
with partners. That, in turn, implies moving to more
modern architectures, such as microservices and
modular systems, with the potential to evolve faster and
lower development and maintenance costs.

Technological transition: key drivers and
challenges

Banks are moving away from older IT systems to
more flexible and scalable setups. The shift is not
straightforward and is complex, with compelling
reasons and challenges. The most compelling reasons
for the move are to improve how well they operate,
speed up the launch of new services and products, and
collaborate more effectively with external partners in
the fast-changing fintech landscape.

Among the major drivers for this technology
transition is the need for scalability. Classic
centralized architectures do not easily scale-up with
fast increases in transaction volumes or when the
number of users (fig. 1).
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Figure 1. Comparative mapping between monolithic architecture and microservice architecture [3]

Microservice architectures allow banks to flexibly
scale individual components of the system without
having to rewrite or rebuild the entire infrastructure.
This makes banks more flexible and responsive in the
face of growing data volumes and user demands.

Another factor in the change is the bank's need to
reduce the time to market for new products. With
legacy systems, making a change or implementing a
new function is very labor-intensive and has a long lead
time, since the change affects the entire system. In a
competitive market where speed is essential, using
modular and microservice architecture allows new
services to be built and delivered rapidly. Furthermore,
applications of technologies like the API-first approach
and open banking give rise to more opportunities for
interaction with external developers and fintech
startups, which lead the innovation processes to
accelerate faster [4].

But the technological change is also associated
with a number of significant factors. One of them is
making new technologies compatible with legacy
systems. New solutions must be integrated into existing
platforms, and it may become a problem, particularly if
legacy systems are monolithic central architectures.
Banks are forced to overcome the problem of parallel
running of new and old solutions, which is expensive in
terms of integration and modernization. This process
can also lead to temporary disconnection from
customer services, which threatens the reputation and
financial position of the bank.

Another major challenge is ensuring security in
the context of the transition to more open and connected
systems. The implementation of open banking, in

which banks make their data available to third-party
developers via API, creates new risks to information
security [5].  While open interfaces facilitate
innovation, they also increase vulnerability to
cyberattacks, data leaks, and other security threats. For
example, in 2023, a number of large banks in the USA,
including Wells Fargo, faced data leaks due to
unreliable integration with external fintech platforms,
which caused public concern and required enhanced
data protection measures [6].

Another very big challenge is regulatory
compliance. Moving to new technologies and shifting
to more flexible architectures will make the banking
industry follow international and local data security and
protection standards with painstaking care. Considering
the current trend of increasing regulation within the
fintech sector, such as GDPR (General Data Protection
Regulation) requirements in Europe or CCPA
(California Consumer Privacy Act) in the USA, a bank
is obliged not only to provide data security but also to
follow all the regulations and standards. It means that
banks should have not only technical experts but also
lawyers who would monitor changes in legislation and
adapt technologies to new conditions.

Thus, this transition in technology toward flexible
and more innovative architectures of the banks would
help them increase their scalability, fasten up their
development, and reduce operation costs. Anyway, all
the processes above come along with the set of
difficulties like integrating old and new technologies,
securing the data, and finally reaching all standards
prescribed by regulations. This might need an
integrated approach, involving substantial investment
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both in the development of technological tools and
expert people to run those systems.

The future of bank IT infrastructure in the
context of fintech

Technological evolution suggests that in the
future, the IT infrastructure for banks will be based on
modularity, flexibility, and openness principles. The
most exciting area would be the development of Al and
ML as part and parcel of operations. Al and ML allow
automation of data processing processes, predict
financial risks, and improve fraudulent act detection. In
this context, Al is allowed to analyze huge volumes of
real-time transaction data for anomalies that prevent
fraud from occurring in the first place [7]. An example
of such use is the implementation of ML and Al
algorithms in the largest USA banks, such as Bank of
America, to strengthen security systems and improve
customer service [8]. This move allowed Bank of

America to reduce fraud investigation-related
operational costs and improve customer service
through more timely and accurate alerts.

In addition, with the emergence of distributed
ledgers such as blockchain, the banks will be capable
of changing radically the accounting and interaction
with counterparties' strategy. Blockchain technologies
can provide transparency and data immutability, which
is essential for preserving trust in financial transactions.
These technologies guarantee the potential of forgiving
transactions, reducing their processing time and
lowering the operational expenses cost. Going forward,
when the scalability of blockchain is improved, banks
will reduce infrastructure expenses drastically and
speed up financial transactions that will make finance
cheaper and easily accessible to the end users. Another
key contributor towards future bank IT infrastructure
expansion is the usage of edge computing (table 1).

Table 1.

Technologies and their impact on the future of banking infrastructure

Technology Characteristics

Impact on IT Infrastructure

Al .
processing.

Automation of processes, analytics, big data

Increased operational efficiency, cost reduction,
improved risk prediction.

Micro-services components with API.

Breaking applications into independent

Enhanced flexibility and scalability of
infrastructure.

Distributed ledgers for increasing transaction

Ensures security, reduces intermediary costs, and

Blockchain : .
transparency and security. speeds up transactions.
Cloud Storing data and running operations on the Reduces physical infrastructure costs, increases
technologies cloud. availability and flexibility.
Edge Processing data is closer to the source of Reduced latency, improved transaction speed, and
computing generation. enhanced customer experience.

In the long term, edge computing is bound to
become inseparable from the future of banking IT
infrastructure. Indeed, edge computing enables the
processing of data to be performed closer to its origin
and source. In particular, real-time work with customer
requests and transactions faces critical delays in
information processing. Unlike the solutions that
centralize data, edge computing minimizes delays and
increases the reliability of the systems when there is a
high volume and velocity.

The future of banking IT infrastructure will
therefore be determined not only by the need to
integrate with innovative technologies, but also by the
desire to increase the speed and efficiency of
operations, as well as to ensure greater security and
transparency of financial services. Key aspects will be
Al, ML, blockchain, which, combined with modular
architectures, will create the foundation for a new
generation of banking platforms.

Conclusion

Transition of traditional banking IT systems to
fintech architectures forms part of the integral digital
transformation of the financial industry. Major
challenges include modernizing legacy infrastructures,
integrating new technologies such as Al, blockchain,
assuring security and regulatory compliance. Yet even
with these difficulties, microservice architectures, API-
first approach, and open ecosystems create great
opportunities for much-needed improvements in terms
of agility, scalability, and speed of innovation.

The future of banks will be driven not only by the
technological transformation but by the evolution of the
role of banks in the financial ecosystem. New
technologies will show new ways to improve customer
experiences, enhance operational efficiency, and
reduce risks. The successful integration of the same in
the long run will ensure the sustainable development of
the banking sector in the digital era with safer, more
accessible, and transparent financial services.
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ABSTRACT
This article analyzes architectural approaches to building highly available distributed systems within the
context of modern cloud infrastructures. The relevance of the study stems from the need to ensure uninterrupted
service availability and minimize downtime, which is particularly critical given the continuous increase in user
requests. The novelty of this work lies in a detailed examination of the integration of microservice patterns,
replication methods, and automated cluster management technologies, which enable systems to adapt to peak loads
and recover quickly from failures. The study describes mechanisms of active and passive replication, load
balancing, and the use of decentralized storage architectures. It also reviews scholarly works dedicated to scaling
methods that support high performance and service resilience. Special attention is paid to strategic aspects of
microservice architecture that ensure modularity and autonomy of individual components. The aim of the article
is to systematize the most effective solutions and demonstrate how their synergy contributes to achieving a high
level of availability. To achieve this, the study applies comparative analysis, content analysis of sources, and a
historical-analytical review. The conclusion summarizes findings confirming the effectiveness of the presented
tools. This article will be of interest to architects, developers, and researchers involved in designing reliable

distributed systems.

Keywords: high availability systems, microservice architecture, replication, fault tolerance, scalability,
consensus protocols, load balancing, distributed databases, cloud infrastructures, monitoring.

INTRODUCTION

The relevance of this topic is driven by the rapid
growth in demand for uninterrupted service availability
amid ever-increasing system loads. Both users and
organizations now expect systems to withstand peak
traffic and consistently deliver high-quality service.

The purpose of this article is to identify and
consolidate the key architectural solutions that enable
high availability and fault tolerance in distributed
systems.

To achieve this goal, the following objectives are
addressed: — Analyze the mechanisms for fault
tolerance and consensus that ensure consistent data
states even in the event of partial failures; — Describe
horizontal and vertical scaling techniques, as well as
distributed caching and sharding; — Examine
microservice patterns and orchestration tools that
simplify the management of large clusters and provide
flexible service adaptation.

The novelty of this study lies in the
systematization of approaches that were previously
considered in isolation, and in their practical synthesis
for designing highly available architectures.

MATERIALS AND METHODS

The research draws upon scientific and analytical
works focused on the design of highly available
distributed systems. A. Andhavarapu [1] reviewed

modern approaches to fault tolerance in distributed
databases, emphasizing multi-leader replication
strategies and their impact on response times. N.
Badwaik [2] examined architectural solutions that
enhance scalability and reliability through horizontal
and vertical scaling patterns. P. Chandra [3] focused on
architectural principles for achieving a balance between
strong consistency and high availability. S. Choudhary
and R. Kumar [4] explored service continuity during
failures, detailing failover mechanisms and various
models of fault-tolerant configurations. F. Dai, M.A.
Hossain, and Y. Wang [5] investigated the evolution of
parallel and distributed systems, highlighting modern
technologies that enable stable performance under high
load. V. Iancu and N. Tépus [6] proposed decentralized
structures based on distributed hash tables, which
promote load balancing and high failure readiness. S.
Lee and T. Jeong [7] focused on large-scale distributed
systems operating in real time and methods for
optimizing inter-node network interactions. I. Ortiz [8]
examined strategic design aspects of modular
microservices, emphasizing their  autonomous
development and scalability to maintain system
availability. S. Saeed and J. Bauer [9] presented
mechanisms for building low-latency and fault-tolerant
systems in cloud environments, with monitoring and
rapid recovery systems playing a central role. Lastly, P.
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Ts and D. Devaka [10] provided a detailed case study
on implementing scalable and highly available
architectures  for  e-Governance  applications,
demonstrating the advantages of using distributed
clusters in private cloud environments.

A comprehensive set of research methods was
used in the preparation of this article:

1.Comparative analysis, which enabled the
comparison of various authors’ approaches to ensuring
high availability, and revealed common trends and
differences in the application of replication and load
balancing techniques.

2.Content analysis of scientific sources, which
facilitated the systematization of key ideas proposed by
researchers and the identification of the most relevant
tools and solutions for maintaining fault tolerance.

3.Historical and analytical review, covering the
evolution of distributed systems and their transition to
cloud infrastructures, offering insights into the
development of contemporary principles for designing
highly available systems.

4.Generalization and synthesis of the obtained
data, which allowed for the construction of a
comprehensive view on the application of microservice
architectures, replication methods, monitoring, and
scaling practices necessary to ensure uninterrupted
operation of distributed services.

RESULTS

Architectural approaches to building highly
available distributed systems rely on principles of
scalability, flexibility, and fault tolerance, which are

-
Y Server Cluster

-

-

Load Balancer
APl Gateway

especially critical for today’s cloud-based and
enterprise infrastructures. In an environment of
constantly increasing demand and the need for
uninterrupted  service delivery, a well-designed
architecture becomes the key factor in achieving high
availability. Core mechanisms include replication,
distributed processing, and automated failover to
backup nodes, which collectively help avoid system-
wide outages and minimize downtime [1].

A central aspect of such systems is their ability to
maintain stable performance under growing user traffic
or during abrupt traffic spikes. Research highlights
models of horizontal and vertical scaling, as well as
combined approaches that leverage both increasing the
number of nodes and enhancing the capacity of
individual servers or containers [2]. Microservice
patterns are widely adopted due to their ability to
support the independent development and updating of
components, simplifying maintenance and reducing the
risk of single points of failure [8]. Each microservice
can operate autonomously and be scaled based on
specific needs.

The diagram below (see Figure 2) expands a
scalable and highly available model through
microservices in a clustered arrangement. At the client-
facing layer, user traffic reaches a load balancer that
distributes incoming requests among active API
gateway instances. That gateway operates as a single
access point for internal services, handling routing,
access control, rate limitations, and observability-
focused metrics.

-----------------

/ \Ex:ernai DB Clusler/ \
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7

Figure 1 — Microservices-Based High Availability Architecture with Service Mesh and External Database
Replication (compiled by the author based on his own research)



Eepasutickuti Coro3 YueHbix. Cepus. mexHuUdYeckue u gpuauko-mamemamuyeckue Hayku. # 2(127), 2025 17

Behind that gateway resides a server cluster
composed of autonomous microservices, for example
Service 1 and Service 2. Each one scales horizontally
and exchanges data via efficient RPC protocols
supported by a service mesh component. That layer
provides resilience enhancements, including circuit
breaking, automated retries, and telemetry gathering.

An in-memory cache, such as Redis or
Memcached, stands between microservices and the
data tier to accelerate performance and relieve stress on
the database. Repeatedly accessed details get retrieved
directly from that cache, lowering response times and
elevating user satisfaction.

Long-term data storage remains in a separate high-
availability database cluster, separated at a logical level
from the primary compute cluster. The database system
follows a primary-replica configuration, with a master
node assigned for write operations and replicas
handling read queries while acting as fallback nodes in
case of disruptions. Such a layout strengthens fault
isolation, improves data durability, and allows
independent management of database infrastructure
without interfering with application deployments.

If a node fails or becomes unreachable, the SLB
stops routing traffic to it and automatically redirects
requests to a healthy replacement. As demand
increases, additional servers can be added to the group,
and the SLB will begin utilizing the new resources
without requiring reconfiguration. When session
persistence (sticky sessions) is necessary, the service
ensures that subsequent requests from the same user are
directed to the same server. This approach facilitates
balanced traffic distribution and improves overall
system fault tolerance [10].

To enhance failure resilience, various data
replication strategies are employed, including multi-
leader schemes where multiple nodes can accept writes
simultaneously and then synchronize their change logs
[1]. This reduces response times and increases overall
system resilience, as the failure of one replica can be
quickly mitigated by switching to another [4]. A key
enabler of this process is the consensus protocol, which
ensures data consistency and allows the system to
maintain a synchronized state across replicas despite
delays or node failures [3].

Stream processing plays a vital role by enabling
real-time data handling and immediate detection of
potential anomalies (e.g., overloads or failures) as they

begin to emerge [9]. Event-driven architecture is often
used in this context, where key operations are
asynchronously propagated throughout the system
using pub/sub mechanisms [7]. This increases the
flexibility of distributed solutions and eliminates the
need for synchronous blocking in high-volume data
scenarios.

To handle high loads while maintaining low
latency, sharding and distributed caching are widely
adopted. Sharding involves dividing a database into
logical segments (shards) and distributing them across
different nodes, which enables even load distribution
and efficient data volume management [6]. Caching
systems reduce redundant access to primary storage,
accelerate access to frequently used data, and serve as
an additional buffer layer between applications and the
database [5].

An equally critical factor is the organizational and
technical preparedness for failures. According to
several studies, a high level of resilience is achieved
through regular stress testing, continuous monitoring of
system metrics, and the implementation of automatic
recovery mechanisms that respond immediately upon
detection of failures [3]. Modern solutions increasingly
rely on container platforms and orchestration tools
(such as Kubernetes and Docker Swarm) for
centralized cluster management, automated scaling,
and simplified deployment of microservices [8].
Closely tied to this are configuration management
systems (e.g., Ansible, Terraform), which help
minimize human error and ensure consistent settings
wherever needed [4].

Network interaction also requires particular
attention. In highly available architectures, load
balancers play a crucial role by distributing incoming
requests across multiple nodes and monitoring their
health in order to quickly remove any faulty node from
rotation [10]. In  geographically distributed
infrastructures, low-latency topologies and adaptive
routing algorithms are increasingly used to take into
account current network conditions and user locations,
enabling optimal traffic distribution [7].

To better illustrate the practical approaches used
in the development of highly available distributed
systems, two summary tables below describe specific
patterns, technologies, and scaling strategies. The
information has been synthesized from a number of
sources, particularly [2], [4], [7], [8], and [9].



18

Espasutickuti Coto3 YueHbix. Cepus: mexHU4eckue U (usuko-mamemamuyeckue Hayku. # 2(127), 2025

Table 1

Patterns and Mechanisms for Building a Highly Available Distributed Architecture

(Source: synthesized by the author based on [4; 9])

Pattern/Mechanism Description

Advantages

Possible Limitations

Multiple nodes handle requests
concurrently and synchronize
data in the background.

Active-active
replication

- High availability- Instant
failover- Minimal
downtime

- Complex configuration-
Requires additional
network resources

Redirects traffic and processes to
backup resources upon failure of
a primary node or region.

Failover controller

- Automated recovery-
Reduced downtime

- Requires precise
monitoring setup- Risks
with failover logic

Each node can perform write
operations and reach consensus
across nodes.

Multi-master
replication

- Faster write operations-
High fault tolerance

- Complex consensus
algorithms- Potential
version conflicts

Distributes incoming traffic - Increased throughput- - Requires extra
Load balancing across cluster nodes for even Reduced latency- Flexible | infrastructure- Continuous
workload. scalability health checks needed
Real-time system metric analysis - Early issue detection- - Possible false positives-
Automated . . .
monitorin using tools (e.g., Prometheus, Faster response- Supports Requires continuous
g Zabbix). bottleneck prediction oversight
Table 2, titled “Scaling and performance of strategies that allow distributed systems to maintain

maintenance techniques”, draws on developments and
cases from [2], [7], and [8]. It provides a brief overview

stable response times and reliability under increasing

load.

Scaling and Performance Maintenance Methods
(Source: synthesized by the author based on [2; 7; 8])

Table 2

Method Brief Description Pros Cons/ Implemgntatlon
Considerations
Vertical scaling Increasing th_e hardware_ - Simple implementation- No | - Hardware limits- Potentially
(Scale Up) resources of a single machine need to rework architecture costly
(CPU, RAM, SSD)
soaling (Scse | andgisuiosing losd among | -GN lxibiy: Linear | BRI
g 9 g performance growth potential gemer q
Out) them balancing
Dividing a database into logical | - Load reduction on individual - Complex query logic-
Sharding segments (shards) on different nodes- Enables independent Needs a clear sharding and
nodes scaling replication strategy
Caching . _ - Reduced access latency- - Requires a solid cache
C Use of in-memory distributed : AR
(Distributed stores (e.g., Redis, Memcached) Offloads primary database- invalidation strategy-
Caching) - ’ Faster response Potential RAM overload
. Centralized container cluster - Simplified deployment- - Requires orchestration
Automatic . ) : - .
. management and scaling (e.g., Resource isolation- expertise- Adds abstraction
orchestration . ;
Kubernetes) Responsive to demand and complexity

Together, these tables reinforce the broader
concept of building highly available systems,
emphasizing the importance of well-structured
replication, fault-tolerant protocols, and efficient
scaling. The described patterns and methods make it
possible to achieve high availability metrics while
maintaining performance during spikes in traffic or
partial component failures.

In a related study the authors conducted a
quantitative evaluation using two linear graphs to
assess operational performance under failure
conditions [12]. The first graph (see. Figure 1)
measures the percentage of time systems remained
operational under various failure scenarios. Data
indicate that for node failures, active-active
configurations achieved 99.99% uptime, while active-
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passive  setups, synchronous replication, and
asynchronous replication reached 99.85%, 99.95%, and
99.90% respectively. Under network partitions, active-
active configurations recorded 99.80% uptime;
asynchronous replication outperformed both active-

passive (99.75%) and synchronous replication
(99.70%). Similarly, during database failures and
sudden traffic surges, the measured uptimes

consistently favored active-active configurations.

Scenario

B Active-Active (%)

100,2

100,0

99

o

99,

[=)]

99,4
Node Failure

Synchronous Replication (%)

B Active-Passive (%)

99,85 99,85
99,8
99,75

Network Partition

Database Failure  Sudden Traffic Surge

Figure 1. Uptime Percentage Analysis [12]

The second graph presents the number of
successful requests processed per second across
comparable scenarios. Under node failure conditions,
active-active configurations processed approximately
2000 requests per second, outperforming active-passive
(1800 req/s), synchronous replication (1900 reqg/s), and

asynchronous replication (1950 reqg/s). During sudden
traffic surges, the active-active setup reached 2100
reg/s, significantly exceeding the throughput of active-
passive (1900 req/s), synchronous replication (2000
req/s), and asynchronous replication (2050 req/s).

Chart Title
== Active-Active (req/s) == Synchronous Replication (req/s) == Active-Passive (req/s)
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2100

2000 2000

1800 1800 1850 1900
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Database Failure Sudden Traffic Surge

Figure 2. System Throughput [12]
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These findings substantiate the  superior
performance and recovery efficiency of active-active
configurations in  high-demand  environments,
providing objective evidence for improved fault
tolerance and responsiveness in distributed systems.

In conclusion, modern architectural approaches to
highly available distributed systems represent a
combination of technological and organizational
strategies: a microservices model, distributed data
storage and processing, proactive monitoring
mechanisms, and well-planned replication and scaling
techniques. The implementation of multi-layered fault-
tolerance strategies ensures that systems can continue
operating even after the failure of certain components.
Moreover, the adoption of event-driven architecture
makes systems more adaptable and responsive to
external changes [9]. All these methods are integrated
within orchestration and configuration management
environments, which guarantee state consistency and
optimal resource utilization [2]. As a result, a highly
available distributed system provides a reliable
foundation for businesses capable of meeting the
demands of the modern market and sustaining high

operational loads without compromising service
quality.
DISCUSSION

The analysis of the reviewed studies demonstrates
that the choice of specific technological tools—such as
orchestrators, containers, or service meshes—is not
always the decisive factor for the success of a highly
available distributed system. A critical role is played by
the flexibility of the development team’s organizational
structure and the ability to implement changes quickly
without major downtime [3; 8]. Current practice shows
that microservice decomposition, when combined with
well-designed replication and load balancing strategies,
enables rapid scaling of narrowly focused services
without increasing latency for the rest of the system [2;
5]. At the same time, any failures occurring in
individual microservices are localized within their
environment, reducing the risk of a cascading failure
effect [4].

However, studies [6; 7] emphasize that the
widespread adoption of microservice architecture also
introduces significant complexity in configuration and
debugging. For example, the presence of numerous
independent databases and asynchronous
communication channels increases the risk of data
inconsistency, requiring the implementation of
consensus algorithms and adaptive sharding strategies.
Monitoring also becomes more challenging: a
multitude of microservices generates a heterogeneous
stream of logs and metrics that must be analyzed in real
time to detect failures promptly [8; 9]. These costs,
however, are offset by the ability to optimize and
release exactly those services under the heaviest load—
whether it's machine learning modules or business logic
components [1; 10].

Another important aspect is the distribution of
responsibility within the development team. A service-
oriented approach implies that each team manages the
full lifecycle of one or more microservices, including
the choice of technologies and testing [2; 4]. While this

autonomy speeds up processes, it also demands unified
policies for security and metrics collection; otherwise,
the uncontrolled proliferation of services can lead to
redundant functionality and infrastructure
fragmentation [8]. Various authors [7; 5] agree that
special attention must be given to the protection of API
gateways and event channels, as they are the primary
points of entry into the system.

There is broad consensus that CI/CD processes
(continuous integration and delivery), combined with
containerization tools (such as Docker and
Kubernetes), greatly simplify update rollouts and help
maintain high availability [3; 9]. Proper build and
deployment  configuration,  complemented by
centralized monitoring and configuration management
systems, ensures that failures in individual nodes do not
affect the overall health of the application [1; 6]. At the
same time, human factors and organizational aspects
become increasingly important: teams operating under
Agile or DevOps paradigms are better positioned to
respond to issues quickly and maintain a unified
architectural direction [9; 10].

In summary, the accumulated experience confirms
that implementing microservice architecture in high-
load and dynamically evolving systems yields
significant  benefits—provided that coordination,
standardization, and the use of modern orchestration,
containerization, and monitoring tools are well
established [7; 8]. Beyond the technological
components, success also hinges on sound
organizational and managerial practices that enable
effective distribution of responsibility and quality
control of microservice components.

CONCLUSION

The conducted analysis confirms the effectiveness
of combining microservice architecture, replication
mechanisms, and orchestration tools to achieve high
availability in distributed systems.

The first objective, focused on fault-tolerance
mechanisms, demonstrated that implementing both
active and passive replication, along with consensus
algorithms, significantly reduces the risk of systemic
failures. The second objective, which addressed scaling
and distributed caching, revealed a substantial
performance increase when load balancing is properly
configured and data is partitioned into shards. The third
objective, involving the study of microservice patterns,
confirmed their ability to enhance system flexibility
and simplify service updates without compromising
availability.

Thus, the article’s goal—to identify and
consolidate key architectural solutions necessary for
ensuring the continuous operation of distributed
systems—has been achieved. The conclusions
presented may serve as a foundation for designing
scalable and reliable systems of various sizes.
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ABSTRACT

This article examines the Zero Trust model as a key approach to ensuring security in web development.
Methods for integrating it into the architecture of web applications are studied, including multi-factor
authentication, context-based authorization, micro-segmentation, and continuous interaction monitoring. The
model’s impact on preventing data breaches, enhancing resilience to potential cyberattacks, and improving overall
system security is analyzed. Practical recommendations for adapting the Zero Trust concept to modern web
development requirements and effective risk management are presented.

AHHOTALUSA

B nmawHO# cTaThe paccMaTpWBaeTCS MOJACTHh HyJIeBOTO moBepws (Zero Trust) kak KIIFOYeBOH MOIXOX K
obecrieueHnto 0Oe30macHOCTH B BeO-pa3zpaborke. M3ydaroTcs MeETOINBI €e HWHTETPaliil B apXUTEKTypy BeO-
HpHHO)ICEHPlﬁ, BKJIrO4ast MHOFO(i)aKTOpHYIO aYTeHTI/Iq)I/IKaLlI/I}O, ABTOpU3allUI0 Ha OCHOBC KOHTCKCTA,
MUKPOCCTMCHTAIUIO U TMOCTOSTHHBIH MOHHUTOPUHT BSaHMOHCﬁCTBHﬁ. I/ICCJ'IC,Z[yeTCH BIMAHHUC MOACIM Ha
MNpeAOTBpAIICHUC YTCUCK JAaHHBIX, IOBBIIICHUC YCTOIZHHBOCTH K BO3MOKXHBIM KI/I6epaTaKaM " yJIy4dlICHUC 06]].[617[
3alIUIICHHOCTU CHUCTEM. I[aIOTCSI MPpaKTUYCCKUC PCKOMCHIAAIMU I10 aJalTalluid KOHUCTIIHU Zero Trust JIIsL

COBPEMEHHBIX TpeOOBaHUi BeO-pa3pabOTKH U 3(PPEKTUBHOTO YIIPABICHUS PUCKAMH.
Keywords: zero trust, web development, data security, data breaches, micro-segmentation, authentication,

authorization, monitoring, cybersecurity threats.
KiawueBble ciioBa:

HyJICBOE JIOBepHe, BeO-pa3paboTKa, OC30MacCHOCTh JaHHBIX, YTCYKa JaHHBIX,

MHUKpPOCErMEHTAlNs, ay TeHTU(QUKAIHS, aBTOPH3AIHsI, MOHUTOPHHT, KHOEPYTPO3BL.

Introduction

Modern web development is faced with such an
unprecedented rise in vulnerabilities related to data
breaches, hacking, and unauthorized access. In the age
of digitalization, when web applications are turning
into the focal point of interaction between business and
user, traditional ways of guaranteeing security to
information are quite insufficient. This demands the
implementation of modern strategies that can ensure
strong data protection with minimal risk. Examples
include the Zero Trust models that operate on the
principle of complete distrust in any system, user, or
process unless it has been verified.

The utilization of Zero Trust in web application
architecture provides significant security enhancements
through the requirement of strict authentication,
approval, and observance of all system interactions.
The concept has effectively been employed in the
development of mission-critical and high-load
applications, effectively repelling data breaches and
security attacks. Adopting this model requires a
thorough understanding of its principles and the
development of practical recommendations tailored to
the specific needs of web development. The purpose of
this study is to explore the potential for integrating Zero
Trust principles into web application architectures and
evaluate their impact on improving security and
reducing the risk of data breaches.

Main part. Principles and foundations of the
Zero Trust model

The concept of Zero Trust was brought to light due
to the emergence of highly complex, state-of-the-art
threats, for which previously designed security models
were inefficient. Traditional information security has
been built on a perimeter protection concept, assuming
threats are outside the network and users and devices
inside are implicitly trusted. All this has proved to be
vulnerable in front of emerging cyber threats, whereby
internal risks and sophisticated attacks, like phishing
and credential theft, have become rampant [1].

Zero Trust is founded on the principle of complete
distrust toward all system elements, whether users,
devices, or processes, regardless of their location. This
approach requires access to any resource to be granted
only after strict verification of identity, device, and
context, as well as compliance with all security
policies. A central component of this model is the
continuous verification of all participants in the system,
including repeated checks with every access request.
According to 2024 statistics [2], only about a quarter of
professionals  within companies have already
implemented the Zero Trust model, while
approximately one-third are in the process of adopting
this technology (fig. 1).
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Figure 1. Survey of Zero Trust implementation plans worldwide 2024, %

The foundational principles of Zero Trust
encompass several demanding aspects. First is that the
model assumes that the security perimeter is no longer
confined to physical or network infrastructure. In the
period of cloud technologies, remote work, and
decentralized systems, access can originate from
anywhere in the world, making verification at every
stage essential. Second is the principle of «least
privilege», that plays a pivotal role in maintaining
security. Access to data and resources is granted only
to the extent necessary to perform a specific task,
thereby reducing the likelihood of unauthorized use.

The Zero Trust model also incorporates security
management through micro-segmentation. Unlike
traditional approaches that secure an entire network as
asingle entity, Zero Trust divides the infrastructure into
smaller segments, each governed by its own access
policies. This strategy minimizes the impact of a
compromised system component, as an attacker cannot
gain access to the entire network [3].

The advantages of the Zero Trust model are
evident. It substantially diminishes the risk of data
breaches and mitigates the impact of cyberattacks
through multi-layered verification and granular access
control. Continuous monitoring of user and device
activity enables the detection of anomalies and rapid
response to potential incidents. These attributes make
Zero Trust very relevant for web development, where
safeguarding user and client data is one of the top
priorities [4].

The Zero Trust concept serves as a powerful tool
for ensuring security in today’s digital environment. Its
principles, including multi-layered verification, least
privilege enforcement, and micro-segmentation,
provide a robust foundation for building secure
systems. Its effective implementation also requires a
thorough understanding of both the theoretical
underpinnings and the practical mechanisms of
execution.

Integration of Zero Trust into web application
architecture

The integration of the Zero Trust model into web
application architecture necessitates a reevaluation of
traditional approaches to design and security. Unlike
conventional solutions focused on perimeter-based
network protection, Zero Trust is embedded directly
into the web application structure, encompassing
access management processes, component interactions,
and data protection across all levels.

A key aspect of integration involves building an
architecture grounded in principles of isolation and
verification. Web applications often comprise
numerous components, including the server-side
infrastructure, user interface, databases, and application
programming interface (API) [5]. Zero Trust mandates
that each of these components interacts with others
through identity, context, and permission verification.
Every user request to a database must be checked for
access rights, even if the user has previously been
authenticated. This approach inhibits credential-
compromise or weakness-based attacks in individual
system components.

Access control within the Zero Trust paradigm
also entails the utilization of advanced authentication
and authorization methods. Multi-factor authentication
(MFA) is among the most effective solutions, which
offers additional layers of verification such as
biometrics, one-time passwords (OTP), or tokens.
Authorization needs to be context-aware access
models, where a user's account is evaluated on the basis
of permissions and the current context, such as location,
device, or request time.

Zero Trust implementation in web development
necessitates the active use of micro-frontend
technologies and API gateways. Micro-frontends refer
to small, individual interface modules that enable
application functionality to be separated and the impact
of potential attacks to be reduced. In the event of an
attack on a module, it is not able to harm others. API
gateways, on the other hand, serve as centralized nodes
that manage access to all APl and enforce Zero Trust
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policies, including data encryption and activity
monitoring.
Special attention is given to monitoring and

analyzing user behaviour. Zero Trust requires
infrastructures that will be able to monitor device and
user behavior in real-time. These systems have
behavior analytics software that is capable of detecting
anomalous behavior, which may constitute a threat like
suspicious search terms or out-of-pattern behavior
inside the system.

One of the most significant aspects of integration
is encrypting data at all levels of interaction. Web
applications that are developed based on Zero Trust
principles utilize protocols such as TLS (Transport
Layer Security) to provide secure data transmission and
prevent interception by attackers. Data encryption
methods are applied to stored information, ensuring its
security even in the event of server compromise.

Effective integration of Zero Trust into web
application  architecture  requires  meticulous
configuration of security policies. These policies must
be both detailed and flexible to align with the dynamic
nature of web applications and their users. Automation
tools are employed to adapt access rules to changing
conditions in real-time, increasing responsiveness and
security.

As a consequence, web application architectures
built on Zero Trust principles become more resilient to
threats while providing a high level of data security.

This approach minimizes the risks of data breaches and
attacks while maintaining performance and usability.
Implementing Zero Trust represents an important step
for developers aiming to create modern, secure, and
reliable web solutions.

Effectiveness of Zero Trust in enhancing
security and mitigating risks

The actual success of the Zero Trust model in web
development is all about its dynamic adaptation
capability to the upcoming threats and assurance of
maximum data security. In such a context, when
traditional protection methods are not good enough, the
implementation of Zero Trust reduces the likelihood of
an attack and its potential impact.

Probably the most important result of working
with Zero Trust is that it diminishes data breach risks.
Providing severe authentication and authorization
policies based on contextual factors, it does not allow
attackers to use account credentials that have been
stolen. If the login and password of a certain user were
compromised, access will be blocked in the case when
the request comes from an unverified device or
suspicious location. It decreases the possibility of
breaches and, therefore, protects sensitive information.
According to researches [6], as companies increasingly
adopt Zero Trust in their workflows, they achieve
significant results in reducing the cost of data breaches
and the time required to detect and respond to potential
threats (table 1).

Table 1.
The impact of Zero Trust security model adoption on data breach costs and incident detection time
o _ Average cost of data Average time to detect
Year Organizations adopting Zero Trust, % b S and respond to
reach, million dollars Lot

security incidents, days
2018 15 3.86 120
2019 22 3.92 105
2020 35 412 90
2021 50 4.24 75
2022 60 3.98 60
2023 75 3.65 45

Zero Trust minimizes the impact of attacks
through micro-segmentation and access control as well.
Isolation of the system into separated segments
prevents the propagation of threats across the
infrastructure. Even if an attack occurs on one segment,
the attacker will not have any access to other system
assets. This is particularly critical for complex web
applications, where an insecurity attack in a section
may potentially render the entire system vulnerable.

The implementation of Zero Trust enhances
resilience to modern threats, such as advanced attacks
such as Advanced Persistent Threats (APT). They are
aimed at unauthorized access to systems and can last
for many months. The real-time authentication and
activity audit that define the Zero Trust model also
make such attacks less straightforward to carry out
because anomalies in user or device action are detected
and neutralized early on.

Another advantage of the model is that it can help
increase system transparency. By continuously tracking
user interactions and application components,
developers and administrators have a complete view of

the current security state. This simplifies threat
detection and assists in exposing vulnerabilities within
the system so that they may be patched before any
malicious party can utilize them.

Zero Trust also increases user trust in web
applications. As data breaches become increasingly
common, clients place greater value on companies that
prioritize the protection of their information [7]. The
implementation of Zero Trust demonstrates a serious
commitment to security and reduces the likelihood of
reputational damage associated with such incidents.

Despite its numerous advantages, the adoption of
Zero Trust may encounter certain constraints. Strict
security policies can affect the usability of web
applications if they are not configured with sufficient
flexibility. To mitigate this, it can be essential to
implement Zero Trust gradually, starting with the most
vulnerable areas, and to adapt security policies to align
with user needs [8].

The effectiveness of Zero Trust is witnessed by its
ability to prevent attacks and data breaches and mitigate
their effects. Through the application of new techniques
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in authentication, micro-segmentation, and real-time
monitoring, the model is an invaluable resource for web
application security.

Conclusion

The Zero Trust model is an innovative approach to
web application security, gaining increasing relevance
in the wake of increased cyber threats. Leveraging
concepts such as multi-layer verification, micro-
segmentation, and least privilege policy, Zero Trust
reduces the attack surface for data breach, contains the
impact of an attack, and establishes user trust.
Implementation of this model demands a
reconsideration of current design and system
management practices along with the use of advanced
authentication,  authorization, and  monitoring
technologies. Despite potential challenges in
adaptation, Zero Trust has proven its effectiveness as a
versatile solution for building secure, reliable, and user-
friendly web applications, making it an integral
component of development strategies in the era of
digital transformation.
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SHEPT O ®PEKTUBHOCTH B PA3PABOTKE MOBHJILHBIX TPUJIOKEHUM:
AJITOPUTMbBI 1 CTPATET'HU
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ENERGY EFFICIENCY IN MOBILE APPLICATION DEVELOPMENT:
ALGORITHMS AND STRATEGIES
DOI: 10.31618/ESU.2413-9335.2025.1.127.2164
AHHOTALMUS
B cratee mpoBenéH anamms mpodOieMm 3HeprodPpQeKTHBHOCTH B pa3padOTKe MOOWIBHBIX MPHIOKCHUH,
00yCTIOBJICHHBIX OTPAHUYECHHOCTBIO HSHEPTETHUYECKUX PECYpCOB MOOWIBHBIX YCTPOHCTB M BO3PACTaHUEM
BEIYUCITUTENHHBIX ~ TPEOOBAaHUH  COBPEMEHHBIX  CEPBHUCOB.  PacCMOTpPEHBI  OCHOBHBIE  HCTOYHHKH
SHEPronoTPeOJICHIs, TAKHE KaK JIOKAJhbHBIC BEIYUCIUTEIHHBIC OTIEpalliy, Niepeaada JAaHHBIX 10 OECIIPOBOTHBIM
KaHaJlaM, IPUMCHEHHE alTOPUTMOB HMCKYCCTBEHHOT'O WHTEIUICKTA W WCIOJNB30BAaHHE MOOWIIBHBIX TPaHHIHBIX
Beraucnennii (MEC). B paGorte mpoBenéH 0030p COBPEMEHHBIX aJITOPUTMOB M CTPATETHH ONTUMH3AIIHH,
BKITIOUAIONUX METO/BI TIyOokoro o0yduenust ¢ nogakperuienneM (DRL), coBMecTHOE pacmpesienieHne pecypcoB
(JCC), meTo1p1 OCIe0BaTEILHOTO BEIMYKIOTO npubamxerus (SCA) U moaxo/1bl, OCHOBaHHbIE Ha MOJIEH UTPBI
MTakens6epra. [lomydeHHBIE pe3yNbTaThl JEMOHCTPUPYIOT IOTEHIIHAN KOMITIEKCHOTO TIPUMEHEHHS THOPHTHBIX
AITOPUTMOB TS TTOBBIIEHIS SHEPTOd(PGEKTUBHOCTH MOOMIBHBIX MTPUIIOKECHUN M OTKPHIBAIOT MEPCIEKTHBEI JUIS
JAIBHEHITNX MCCIIeI0OBaHNH B TaHHOI 00macTu. CBeieHNs, OTpakeHHbIE B CTaThe, OyAyT MPEACTaBIATh HHTEPEC
JUTS CTIEMAIIMCTOB B 0071acTH pa3pabOTKU MOOMIIBHBIX PHIIOKEHHIH, CHCTEMHBIX HHXCHEPOB M HCCIIEI0BaTEINeH,
3aMHTEPECOBAHHBIX B ONTHMHU3AIMU SHEPronOTPeOIIEHHs IOCPEJCTBOM HHHOBAIMOHHBIX AITOPUTMHYECKUX
MOAXOJI0B ¥ CTpAaTEerHidi MPOrpaMMHON ONTHUMHU3aluu. JlaHHBIN MaTepual Takxke OyJeT MoJe3eH aKaJeMHUUECKIM
COTpyJIHHMKaM, aclupaHTaM M SKcnepraM B cdepe 3Heprodp(eKTHBHBIX BBIYUCIUTEIBHBIX DEIICHHH,
CTPEMSIINMCS MHTETPUPOBATh IIEPEIOBbIE METOIOJIOIUH B CO3/IaHNE YCTOHYMBBIX M SKOHOMHYHBIX MOOMIIBHBIX
CHCTEM.
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ABSTRACT

The article analyzes the problems of energy efficiency in the development of mobile applications due to the
limited energy resources of mobile devices and the increasing computing requirements of modern services. The
main sources of energy consumption are considered, such as local computing operations, data transmission over
wireless channels, the use of artificial intelligence algorithms and the use of mobile edge computing (MEC). The
paper provides an overview of modern algorithms and optimization strategies, including deep reinforcement
learning (DRL) methads, joint resource allocation (JCC), sequential convex approximation (SCA) methods and
approaches based on the Stackelberg game model. The results obtained demonstrate the potential of integrated
application of hybrid algorithms to improve the energy efficiency of mobile applications and open up prospects
for further research in this area. The information reflected in the article will be of interest to specialists in the field
of mobile application development, system engineers and researchers interested in optimizing energy consumption
through innovative algorithmic approaches and software optimization strategies. This material will also be useful
for academic staff, graduate students, and experts in the field of energy-efficient computing solutions seeking to
integrate advanced methodologies into the creation of sustainable and cost-effective mobile systems.

KiroueBble ci1oBa: 3Hep1"03(1)(1)eKTI/IBHOCTI>, MOOWIIBHBIE MPUIIOKCHUHA, MOOWIBHEIE I'paHUYHBIC BEIYUCIICHUA
(MEC), pacnipenenenue pecypcos, riry6okoe o0yuenue ¢ moakperuieaneM (DRL), nocienoBateabHOE BBIMTYKIOE
npubmmkenue (SCA), urpa Lltakensbepra, ONTUMH3AINS YHEPrOMOTPEOICHHS.

Keywords: energy efficiency, mobile applications, mobile edge computing (MEC), resource allocation, deep
reinforcement learning (DRL), sequential convex approximation (SCA), Stackelberg game, energy consumption

optimization.

BBenenue

B ycioBusx  MaccoBOro  HPOHUKHOBEHUS
cMapTOHOB B TOBCETHEBHYIO M3Hb, Ipoliema
9Hepro3(pPeKTUBHOCTH  MOOWIBHBIX  MPHUIOKCHUHN
npuobperaeT 0co0yI0 aKTyaabHOCTh. OTpaHHYCHHBIC
DHEPreTUUECKHE PEecypchl MOOMJIBHBIX YCTPOMCTB
TpeOyIOT pa3pabOTKX HOBBIX AITOPUTMOB M CTPATETHiA,
CIIOCOOHBIX CHU3UTh YHEPro3aTpaThl PH BHIIOIHEHHH
BBIYUCIIMTEIBHBIX U KOMMYHHKAIIMOHHBIX OIEpauuii,
TEM CaMbIM IPOJUICBas BpeMsi aBTOHOMHOI paboTHl U
yIIy4IIasi Ka4ecTBO MOJIb30BATEIBCKOTO OIbITa [4,7].

B mocnenHme roxel HaONIO#AeTCS AKTHBHOE
pasBUTHE METOJIOB TIOBBIILCHUS
9Hepro3pPpeKTUBHOCTH B pPa3pabOTKe MOOMIBHBIX
NPWIOKEHUH, YTO OOYCIOBICHO BO3pacTaroulel
NOTPEOHOCTPIO B  pAlMOHAIIBHOM  pacHpelesieHUH
BBIYHCIIUTEIbHBIX pecypcoB u CHIDKEHHUHU
JHEprosaTpar B YCIOBHSIX JMHAMHYHO
pa3BUBarOIIMXCI MOOWIBHBIX cereil. Jlureparypa mo
JaHHOW TeMe YCIIOBHO IIEIMTCS Ha HECKOJIBKO TPYII,
KaXaash M3 KOTOPBIX (POKycHpyeTcs Ha OTHEIbHBIX
aCIeKTax MpOOIIEMEL.

Ileppass Tpymma HCCIEIOBaHUHA MOCBSIICHA
BHEAPCHHUIO MCKYCCTBEHHOTO MHTEIUICKTA B MPOLIECCH
pa3paboTKu MOOMIBHBIX NpuiIoXkeHHH. Tak, paboThI
FOpuenko T. B., Ligetkos U. O. [2] u Zhang Y., Xu Y.,
Pan Y. [3] aHamm3upylOT COBpPEMEHHBIC TPEHIIbI
NPUMEHEHHS METOJI0B MAIIMHHOTO OOYYeHHs ISt
ONTHMU3AIMU JHEPronoTpedsieHns, YTO IO3BOJISIET
aJalTUBHO  HAcTpaWBaTb  AITOPUTMBI  PabOTHI
NPHIOKEHUH B 3aBUCHMOCTH OT COCTOSIHUSI CHCTEMBI.
DyHAaMEHTAIbHbIC KOHLCILUH, H3JI0KEHHbBIE B TPYAC
Russell S. Norvig P. [11], obecneunBator
TeopeTH4ecKyro 0a3y Juiil JaibHeimeid pa3paboTku
MHTEJICKTYAITbHBIX cHUCTEM, CIIOCOOHBIX
MHUHHMH3HPOBATh  3aTpaThl  SHEPrHM 32  CYET
NPEJIMKTUBHOTO aHajiu3a W aBTOMAaTH3WPOBAHHOTO
yIpaBJICHUS PECypCaMHu.

Bropass rpymnma oXBaThIBa€T HCCJIEOBaHMS,
HanpaBjeHHbIE Ha pAacCIpelesieHHe U ONTHMH3ALHUI0
BBIYHCIIUTEIBHBIX PECYpCOB B cpelle MOOMIbHBIX
IPaHUYHBIX U MHOTO/IPECHBIX BbIYMCIICHHH. B paboTe

Yumncanosoit E. B., Emarmma B. C. [1]
paccMaTPHUBAIOTCS METO/IBI PACTIPE/ICIICHHUS PECYPCOB B
KOHIIETIIUK MOGHIBHBIX IPAHUYHBIX BBIYMCIIEHHIA, YTO

MO3BOJISIET 00€eCIIeYnTh OajtaHc MEXIY
BBIYMCIUTEIILHOM HAarpy3koil u 3HeprosarpaTaMmi.
AHanoruyHsIe npoOJIeMbl U3yYaroTCs B

uccrenoBanuax Bebortta S., Singh A. K., Senapati D.
[4] u Liu H. et al. [8], rne mpeanararorcss Mopenu
COBMECTHO ONTUMH3AIIUH PACIIPEACIICHHS 3aIPOCOB U
BBIYMCIIUTEIBHBIX ~ PECYpCOB ANl YIYYIICHUS
9HeprodpPpekTuBHOCTH. BakHOE MECTO 3aHUMAIOT
uccinepoBanus Li C., Zhang Y., Luo Y. [5] u Guo S. et
al. [12], roe mis peuieHus 3agad pacrpeeiIcHUs
PECYPCOB IPUMEHSFOTCS METOIbI TITyOOKOT0 00yUeHHS
U KOMOWHHMPOBAHHBIE  IMOJIXOJBI,  BKIIOYAOIINE
JJIEMEHTHI ~ WIPOBOM  TEOPHUHM, YTO  IO3BOJISIET
peanu3oBath 6ojee ruOKoe M AHHAMUYHOE yTIPaBICHHUE
SHEPronoTpeOICHUEM. JlomoTHUTENBHO, 0030p
TEHJEHIMI ¥ BBHI30BOB B MOOWIIBHBIX TPAaHHUYHBIX
BhIUKCIIEHUsX, mnpenacrasieHusii  Khan M. A,
Ahmadon M. A. [7], n#eMmoHCTpHpyeT, Kak
KOMIUIEKCHOE PacCMOTpeHHe HHQPPACTPYKTYPHBIX U
TEXHOJIOTHYECKUX AaCIEKTOB CIIOCOOCTBYET TMOHCKY
ONTUMAaIbHBIX peteHni B chepe
SHEPrOMEHEKMEHTA.

Tperbs rpynna Uccie0BaHUl KOHLEHTPUPYETCs
Ha HCIOJIb30BAHMHM WTPOBBIX MOJENEH ISl pelieHns
3a7a4 pacrpeeeHus] PECYPCOB M BBIUHUCIUTEILHOTO
oddioana. 3mecs 3HAUYMMBIA BKIaJ BHOCHT paboTa
Stein A. et al. [6], B xoTOpoii mpejcTaBieHa MOJETD
sBosroronHo#  Stackelberg-urper,  mo3Bossommasn
YUUTHIBATh AJANTHBHYIO MPUPOLY pPAaCIpeIe/ieHUs
pECYypCOB B JIMHAMHYHO MEHSIOIUXCS CHUCTEMaX.
IMoxoxum obpasom, Hu H. C., Wang P. C. [10]
npeanarator moness urpbl Offline Berumcnenuit st
MHOTOKAHAJIBHBIX OECIPOBOIHBIX CEHCOPHBIX CETei,
I'JIE€ aHATM3UPYIOTCS KOHKYPEHTHBIE U KOOTIEPATHBHBIE
CTpaTeruu YYACTHHKOB, BIUSIIONIUE Ha
9HEProdPPEeKTUBHOCTh CeTH. IIpUMEHEHHE HMIPOBBIX
MEXAHU3MOB B JAHHBIX UCCIIEIOBAHUAX MOAYEPKUBAET
Ba)KHOCTh CTPAaTETMYECKOTO B3aMMOJIEUCTBUS MEXKIY
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SIIEMEHTAMH CHCTEMBI [UISl TOCTUYKCHHS OTITHMAJIbHBIX
HoKasarelsiell SHeprocOepesKeHHs.

YerBépTas IpyIIa JIUTEPATyphl IIPEACTABISACT
QIbTEPHATHBHBIE  ANTOPUTMHYECKHE MOAXOIbI K
PEIICHHIO 33/1au ONTHMU3ALMY, HE BCEr/la HAPSIMYIO
CBA3aHHBIX C MOOHJIBHBIMH [PUIOKEHUSIMH, HO
HUMEIOLINX TMOTEHIMAN JUI aJanTalid K JaHHON
obmactu. B pa6ore Chen Y. et al. [9] npemroxena
napajuieNbHasi  He-BBINYKJIAs — allpOKCHMAIMOHHA
MO/IENb, H3HAYAIBHO paspaboTaHHas ISt
nopTdenbHOro AM3aiiHa C Y4eTOM PHCKa, KOTOpas
MOKeT ObITh TpaHCHOPMUPOBAHA JUISL  PELICHUS

CIIOHBIX  3aJa4  ONTHMHU3AIMK  pachpeseeHust

PECYpPCOB B MOOHIIBHBIX BBIYMCIUTEIBHBIX CUCTEMAX.
Taxum o0pasom, 0030p COBPEMCHHOM

JUTEpaTyphl  TOKa3pIBAeT,  YTO  TMOAXOABI K

obecrieucHN0 YHEProdPeKTUBHOCTH B pa3pabOTKe
MOOWJIBHBIX ~ TNPHWJIOKEHHH  BapbUPyIOTCS  OT
UCIIONIb30BaHMsl UHTEIICKTYaJbHBIX aJrOPUTMOB U
METOJIOB TTyOOKOro OOyUYEeHHs 0 CIIOKHBIX MOJAEIeH
pachpesieneHus pecypcoB, OCHOBAHHBIX HA HIPOBBIX
TEOpUSAX W ONTHMHU3AIMOHHBIX  AITOPUTMAX.
IIpotuBopeuns B nuTEpaType MPOSBISIFOTCS, NMPEXIE
BCECroO, B pasznuugx MEKIY TCOPCTUYCCKUMU
MOJIETSIMU U UX TIPAKTHYECKOU PeaTn3yeMOCThIO: OJHI
UCCIIeI0BaHUS JIEMOHCTPHUPYIOT BBICOKYIO
3¢ PEKTUBHOCTh npeagaraeMbix METOJIOB B
CMOJENMPOBAHHBIX YCIOBUAX, B TO BPEMsI KaK APyrue
YKa3blBAIOT HA CJIOKHOCTH HWHTETPAllMK JaHHBIX
pCLICHUII B pealbHbIE CHUCTEMBI C JAMHAMHUYECKHUMHU
YCIOBUSIMU PabOTHI.

Leab HACTOSIIEr0 WCCICIOBAaHUS COCTOUT B
aHaJKM3e aJrOPUTMOB M CTPATETHUid, HANIPABICHHBIX HA
MHHAMH3AIHIO  SHEPromoTpedsicHuss  MOOHIBHBIX
NPUIOKEHUM TPH COXPAHEHHH BBICOKOTO KayecTBa
00CITy)KMBaHUSI [TOJIK30BATEIICH.

HayuyHasi HOBH3HA 3aKJTI0YAETCS B TPEIOKEHUN
HOBOTO IO/IX0JIa B TpoIiecce pazpaboTKH MOOMIbLHBIX
NPUIOKEHUH, ¢ y4eToM 3Heprod(ppeKTUBHOCTH, UYTO
CTaJl0 BO3MOXKHBIM OJarojaps aHajiusy JpYrHX
HAYYHBIX yOJIHKAIUA.

ABTOpCKasi TMIOTE3a 3aKII0YaeTCsl B TOM, YTO
MHTETPAIUsl aJrOPUTMOB MAIMHHOTO OOYYeHHs st
YIPaBICHUSI PACHpE/ICICHHEM PECYPCOB MO3BOJHT
CHU3UTH JHepromnorpedieHne MOOHIIBHBIX
NPUIIOKEHUH 0€3 KOMIPOMHUCCA 110 BPEMEHH OTKIIHKA
1 0011Ie# MPOU3BOIUTEILHOCTH CUCTEMBI.

MeTo10J10THSI HCCJIEA0OBAHUA OCHOBBIBACTCS Ha
CPaBHUTEIBLHOM aHause JIPYTux Hay4HBIX
myOuKaIui.

1. AHAJIM3 HCTOYHHKOB YHEPronoTpedieHus B
MOOUJIbHBIX MPHJIOKEHUSIX

D hexTUBHOE UCITIOIB30BAHNUE JHEPTHH SIBIISIETCS
BOXKHBIM acCleKTOM B pa3paboTKe COBPEMEHHBIX
MOOWJIBHBIX TPHUIIOKEHHUH, MOCKOJIBKY MOOHIbHBIE

yCTpoiicTBa o0namaroT OTrpaHUYEHHBIMU
JHEPreTUYCCKAMHU  PecypcaMi. DHeprosarpatsl
00YCJIOBJICHBI PSJIOM B3aMMOCBSI3aHHBIX (hAaKTOPOB,
BKJTIOYAFOIITHX JIOKaJIbHBIE BBIYHCITUTEIIbHBIC

omepanuu, Tmepefady JTaHHBIX M0 OeCIpOBOIHBIM
ceTsM, IPUMEHEHHE aJITOPUTMOB HCKYCCTBEHHOTO

uHtemiekra  (MUM), a Takke  HCHOJIB30BaHHE
TEXHOJIOTHH MOOWIBHBIX TPaHUYHBIX BBIYHUCICHUN
(MEC). Kaxnplit U3 3THX KOMIOHEHTOB BHOCHUT BKJIa
B 00111ee 3HEPronoTpedICHNE YCTPOUCTBA, U4TO TpedyeT

KOMIIJIEKCHOTO aHaIn3a IS nanpHeHei
OIITUMHU3AIIH.

JlokansHbBIE BBIYHMCIIUTEIbHBIE orepanuu
MPEACTABIAIOT COOOH  3HAYMTENBHBIH  HCTOYHUK
SHEpro3aTpar. [pu BBITIOJIHEHUN CIIOKHBIX

BBIYMCIIUTENBHBIX 3a1a4 Ha MOOMIBHOM YyCTpPOMCTBE,
TakuX Kak o00paboTka M300paXCHWH WIH aHAIN3

OOJIBIIMX  MACCHBOB  J@HHBIX, KAKJIBIA  TaKT
ueHTpaigpHoro  mpomeccopa  (LIIT)  motpebmser
SHEPTHI0, YTO CYMMapHO MOXET IIPUBOIUTH K

6ombiomy pacxony [3]. Takue BBIYHUCITUTENbHBIE
ornepanuu 0COOEHHO XapaKTEePHbI JUIS MPHIIOKEHHH,
peanu3yronux GYHKIHA Paclo3HABaHUS 00pa3oB UK
00pabOTKH BHAEO, TAE BBICOKHE TpPeOOBAaHUI K

pecypcam YCYTyOISIOT mpobiemMy
9HEPTONOTPEOICHHUS.

[lepenaya maHHBIX 1O OECHIPOBOIHBIM CETAM
TaKKe BIHMACT Ha OJHEpro3arpaTbl MOOMIBHBIX
yCTpOHCTB. DHepromorpeOieHue Ipu Iepenade
JaHHBIX  ONpEAEeNseTCS HE  TOJNBKO  00BbEeMOM

nepenaBaeMoi HHGOPMAIMH, HO U XapaKTePHUCTHKAMHU
CeTH, TaKHMMH KaK CKOpOCTh IIepeJadyH, KauyecTBO
CUTHalla ¥ 3aJepKKu B KaHaie. VccnemoBaHus
MOKa3bIBAIOT, YTO HECTaOMJIbHBIC YCIOBHS Mepenadn
JaHHBIX M yBEIW4YeHHE 00beMa MH(DOPMALUH BEIyT K
3HAYUTEIBHOMY pocTy 3Hepro3arpart [10, 11]. Dror
acrieKT OCOOCHHO akTyalleH ISl TPHIOKCHHH,
KOTOpBIE TPEeOYIOT IIOCTOSHHOTO OOMEHA JaHHBIMH B
PEKHMeE peabHOTO BPEMEHH.

AnroputMbl UCKyccTBeHHOTO mHTeiekTa (M),
NPUMEHsIEMbIe Ui  aBTOMAaTH3aldd  IPOLECCOB,
aHanM3a M MEepPCOHAIM3ALMM  IOJIb30BATEIBLCKOIO
OTBITA, MOTYT MOBHINATh 3()(HEKTUBHOCTH PabOTHI
npuwioxeHnuit. OJHAKO,  BBINOJHEHHE  CIIOMHBIX
MoJieneil riry6oxoro o6ydeHus TpeOyeT 3HaAUUTEIbHBIX
BBIYHMCIIUTEIBHBIX ~ PECYpCOB, 4YTO MNPUBOAMT K
JIOTIOJIHUTENbHOMY 3Hepromnorpebnenuto [11]. Takum

obpaszoM, xors WU obecneunBaer yirydiieHne
(YHKIIMOHANBHOCTH, €ro HCIOJIb30BaHHE TpeOyeT
ONITUMU3aINHT c LIEJIBI0 MHUHUMH3ALUH

JHEPTETHYCCKHX U3JCPIKEK.
Mob6unbhbie rpanudnble Bhraucienus (MEC)
NPEJICTABIAIOT COOOM MEpCIeKTHBHOE HanpaBlieHHE,
HO3BOJISIFOLIEE PAa3rpy3UTh MOOMIIBHOE YCTPOWCTBO 32
CUeT Tepe/ayl BBIUYMCIUTENBHBIX 3a/1a4 HA BHELIHHE
CepBEpBI, PACIOJIOKEHHBIE B  HENOCPEACTBEHHOMN
6M30CTH. DTOT MOJXO/ MO3BOJISIET CHU3UTH HATPY3Ky
Ha JIOKaJbHBIE PECypChl, OJHAKO CONPSKEH ¢
JIOTIOJTHUTENBHBIMA  DHEpro3aTpaTaMi Ha Iepeaady
JaHHBIX MO OecnpoBOAHBIM KaHanmaMm [/]. Takum
obpazoM, ucnonszoBanre MEC cozpaer kommpomuce
MEXXIy CHHKEHHEM JIOKAJIbHOTO 3HEPTOIOTPeOICHNS 1
YBEJIMYEHUEM 3aTpaT Ha KOMMYHHKALHUIO.
Jist  HarJsiAHOTO  IPENICTaBIICHHS
HCTOYHHKOB  JHEPronoTpedjeHus B
MIPUIIOKEHUSIX TIpUBe/ieHa Tabauma 1.

OCHOBHBIX
MOOHMIBHBIX
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Tabmuma 1
OCHOBHBIE HCTOYHUKH JHEPronoTpedieHns B MOOHIBHBIX NpUiIokenusx [3, 4, 7, 10, 12].
Table 1
Main sources of energy consumption in mobile applications [3, 4, 7, 10, 12].
daxkrop Ornucanue
JlokansHOE BeInosHEHNE BEIMUCITUTENBHBIX ONIEpalfii HEIOCPEICTBEHHO HAa MOOMIIBHOM YCTPOMCTBE;
BBIUKCIICHUC sHeprozarparts! LI npu cloxKHbIX 3a1a4ax
TTepeiata faHHBIX OHepro3arparsl, CBSI3aHHBIE C nepeaziqeﬁ JIaHHBIX 110 OECTIPOBOHBIM KaHaJIaM, 3aBHCST OT
00BEMa M KauecTBa CeTH
Asroprrvbl A Hcnonp3oBanue Mojienel rimyookoro ooy4denus 1 M st 00paboTku JaHHBIX, 9TO TpeOyeT
BBICOKHX BBIYHCIIUTEIILHBIX PECYPCOB
O06paboTKa JaHHBIX [epemaya naHHBIX HA CEPBEPHI MOOWIILHBIX TPAHUYHBIX BBIYHCIICHUH 11T 00PaObOTKH, YTO
B MEC CHIDKAET JIOKAJIbHYIO HAarpy3Ky, HO TpeOyeT SHEPTHH Ha CBSI3b
CucreMHbIE 3agepKKH B Tiepeade 1 00paboTKe NJaHHBIX, BEAYIIHE K TIOBTOPHBIM MOMBITKAM TIepeIadn 1
3aJICPKKU JIOTIOJTHUTEIIbHBIM SHEpro3arparam

Takum 00pa3oM MOKHO CHENaTh BBIBOA, YTO
ONTUMU3AIMSA  JHEPromoTpeOlIeHuss  MOOMIBHBIX
NPWIOKEHUH JOJDKHA  YYUTHIBaTh  KOMIUIEKCHBIH
xapaktep mnpoOnembl. banmanc Mexay JOKaJbHBIMU
BBIYUCIICHUAMU, nepe,uaqeﬁ JaHHBIX u
HCIIOJIB30BAHUCM BHCUIHUX BBIYUCIIMTCIIBHBIX
PECYPCOB ABJISICTCS TJIAaBHBIM (DAKTOPOM ISl CHUKCHUS
ob1mero SHEPronoTPeOICHUS. [Tpumenenne
aJaNTUBHBIX alrOPUTMOB, BKiIrodas wMeroxsl UM,
MO3BOJISIET TUHAMHYECKH PACIpedeisiTh PeCcypchl U
MHHHUMH3HPOBAThH 3aTPaThl SHEPTHHU, OJHAKO TPEOyeT
TIIATEIBHOW HAaCTPOMKH MapaMeTpoB A M30eKaHMSA
HETaTUBHOTO BIHMAHUS Ha IPOM3BOAUTEIHHOCTH
YCTpOCTBA.

2. CoBpeMeHHBbIC AJTOPUTMbI M CTPaTEeruu
ONTHMHU3ALUM IHEPronoTpedIeHust

B ycnoBHsX MOCTOSHHOTO pocTa TpeOOBaHMH K

MOOHJIBHBIM YCTpOICTBaM u YCIIOKHEHHUS
¢dyHKIMOHATA HIPWIOKECHUH, COBPEMEHHBIE
aJTrOPUTMBI ONTUMHU3ALUA 9HEPTrONOTPEOICHHS

UTPAIOT BaKHYIO POJIb B MOBBIMCHNH 3P eKTHBHOCTH
paboThl MOOWIBHBIX cHcTeM. [  JMOCTHKEHUS
ONTHMAJIBFHOTO OajlaHca MeXIy BbIYUCIMTEIHLHON
MPOU3BOIUTEIBHOCTBIO u JHepro3aTpaTamu
pa3paboTaHbl KOMIUIEKCHBIE ITOIX0AbI, OCHOBaHHBIE Ha
METOAAaX HCKYCCTBEHHOTO HHTEIUIEKTa, aJalTHBHOM
pacrpeieleHHl PeCypcoB M NMPHUHIUIAX TEOPUH HIP.
PaccMOTpuM OCHOBHBIE HAIPaBICHUS COBPEMEHHBIX
UCCIIETOBaHM.

OpHUM U3 MEPCHEKTHBHBIX IMOJIXOA0B SIBISIETCS
NPUMEHEHHE QJITOPUTMOB TIyOOKOro OOy4YeHUs cC
nogkpervieaneM (Deep Reinforcement Learning, DRL)
Uit OBICTPOrO  yNpaBICHUS  paclpeseleHHeM
BBIUUCIIUTEIBHBIX U KOMMYHUKAIIUOHHBIX PECYPCOB B
cucTeMax MOOWIBHBIX T'DaHWYHBIX  BBIYMCICHUH
(MEC). DRL mno3BoasieT MOJAEIUpPOBATh CJIOXKHbBIE
CIICHapHUH, T/€ ONTHMAaJbHOE PEIICHHE 3aBUCHT OT
MEHSIOIINXCSA YCIOBUH ceTH, o0BeMa MaHHBIX W
BBIUMCIUTENbHON  Harpy3ku. Hamnpumep, Meron
COBMECTHOTO YIPaBJICHUS KOMMYHHKAITMOHHBIMH U
BBIYUCIUTEIBHBIMU pecypcamMu Ha ocHoBe DRL,
peanmu3oBaHHBIA B cpene SDN, mpomeMoHCTpupoBai
CHI)KEHHE BpEMEHHM OOCITy)KMBAHUS M yMEHBIICHHE
9HEPronoTPeOJIeHUs] 10 CPAaBHEHMIO C IPOCTHIMHU
Metoaamu [5]. IIpu 3ToM npeuMyIiecTBaMy SBISIOTCS
a/IalITUBHOCTD U CIIOCOOHOCTH K CaMOOOYYEHHIO, YTO
0COOCHHO B@XHO ISl JUHAMHYECKMX MOOMIBHBIX

ycmoBmit.  OpmHako — BBICOKas — BBIYHCIHTENbHAS
CIIO)KHOCTh OOYYEeHHS MOJENd W HEOOXOIUMOCTh
00JBIIOr0 00bEMA TAaHHBIX JJIS1 TPCHUPOBKU OCTAIOTCS
CepbE3HBIMU OTPAHMYEHUSIMHU TaHHOTO moaxonaa [11].
Iloxgxon, OCHOBaHHBIN Ha COBMECTHOM
pacmnpeneneHuu KOMMYHHKAIIMOHHBIX i
BBIYHCIIUTENBHBIX pecypcoB (Joint Communication and
Computation, JCC), HampaBIeH Ha ONTHMH3AIHIO

BBINIOJIHEHUS 3a7ad  MOCPEACTBOM  3((HEKTHBHOTO
pa3zieNieHuss  BBIYMCIUTENBHONW  HArpy3kd  MEXIy
MOOWJIBHBIMH  YCTPOHCTBAMH M CEPBEPHBIMH
pecypcamu  MEC. [laHHbBIH METOH  IO3BOJSIET

MHHAMH3MPOBAaTh 3HEPro3aTrpatel 3a C4Y€éT BBIOOpA
ONITUMAJILHOTO MecTa sl 00pabOTKM JaHHBIX —
JIOKAJILHO WJIM Ha yIaIEHHOM CepBepe, B 3aBUCUMOCTH
OT TeKylleHd 3arpy3ku M XapaKTepHCTHK CETH.
Hcnons3oBanne anroputmMoB JCC obecneunBaer
CHI)KEHHE DJHEPronoTpeOJeHUs] M 3aJepiKeK 0
CPaBHEHHIO C 3BPUCTHYECKUMH METOJAMH, TAKUMH KaK
ClydaWHBIi  BBIOOp wim  «rpyboe  XKamgHOE»
pacupenenenue pecypcoB [9, 12]. OcHOBHBIM
MIPEUMYILIECTBOM SBIISIETCSI BO3MOXKHOCTb
aJalTUBHOTO PpACIpeleNieHUs] PECypcoB € Y4ETOM
OTpaHWYEHMH 1O  BPEMEHM M JOCTYIHBIX
BBIYHMCIIUTEIBHBIX ~ MOUIHOCTEH, OJHAKO  JlaHHas
cTparerusi ~ TpeOyeT  TOYHOTO  MOJAEIUPOBAHUS
HapaMeTpoOB CETH U CBOCBPEMEHHOM 00paTHOM CBSI3H.

Merton TIOCIIE/I0BATENLHOTO BBIITYKJIOTO
npubmmkenust (Successive Convex Approximation,
SCA) mnpumeHseTcst A pELUIeHHS HEBBITyKIbIX

ONITUMHU3AIIMOHHBIX 3ajad, CBSI3aHHBIX c
MHUHAMH3AUEH CyMMapHOTO 9HEPronoTpeOIeHus
MOOHIIBHBIX yCTpoiicTB pu pasrpyske

BBIYHMCIINTENBHBIX 3a7a4 B o0nadnble cucteMbl. SCA
1o3BoiisieT 3(GEKTUBHO YNPABIATH KOMIIPOMHUCCAMHU
MEXJy BpPEMEHEM Iepelaud JaHHBIX M 3aTpaTaMu
SHEpPTHH, OCOOCHHO B TPHIOKEHHSX JIOTOITHEHHOH
peanmpHOCTH (AR), THe 3amepXKH KPUTHYHBI IS
MTOJIb30BATEIHCKOTO OTIBITA. HUccnenoBanus
MOKa3bIBaIOT, uTo puMenenne SCA B cuctemax MEC
obecrieumBaer 10 37% OSKOHOMHM DJHEPTrUH IIO
CPaBHEHMIO C pa3leNbHOM pasrpy3kod, 3a CUeT
COBMECTHOTO HCIOJIb30BaHMsI KAaHAJIOB CBSI3H U
BBIUUCIIUTENBHBIX pecypcoB [1, 2]. Ilpu »sTOM
OCHOBHBIM OTPaHHWYEHHEM SBIISETCS HEOOXOAMMOCTD
TOYHOHU OLIEHKU rnapaMeTpoB KaHaJa u
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BBIUUCIUTENBHBIX ~ HArpy30K  JOJIs
MPUMEHEHHS BBITYKJIOTO PHOIMKEHHUS.

Hcnonp3oBaHue NPUHLMIOB TEOPUH WIP, B
4acTHOCTH, Mojenu urpel IlltakensOepra, mo3sosser
BBICTPOUTH 3()(HEKTHBHYIO CTPATETHIO paclpeeIeHuUs
BBIYHMCIIUTEIBHBIX PECYPCOB MEXKAY MOOHMIBHBIMHU
yCTpOHCTBaMH, TOUKaMu goctymna u cepsepamu MEC.
B nanHO# Mozenu TOYKa IOCTyIa BBICTYHAET B PO
aupepa, — yCTaHaBIMBas ~ LEHy W ONpenenss
ONTHMAJILHOE KOJMIECTBO PECYPCOB, B TO BPeMsI Kak

KOPPEKTHOT O

cTpaterus, ocHoBaHHas Ha wrpe llltakennOepra,
MO3BOJISICT OOECIEYUTh MAaKCHMAIBHYIO IOJIC3HOCTh
cepBepa npu OJIHOBPEMEHHOM CHIKEHUH
9HEPronoTpedyicHus U oOecreueHUu TpeOyeMbIxX
3alepKeK T KOHEYHOro  Tojb3oBaTens  [6].
OCHOBHBIMH TIPEHMYIIECTBAMH JaHHOTO IIOAXOJa
SIBISIIOTCS. THOKOCTH B YIPAaBICHHH pecypcamMu H
BO3MO>KHOCTbH aIalITAIINN K U3MEHSIOIIUMCS yCIOBUAM
CEeTH, OJIHAKO CJIO)KHOCTh MOJICITUPOBAHHS
B3aMMOJICHCTBHA areHTOB TpeOyeT WCIOIb30BaHUS

MOOWIIbHBIE yCTpoiicTBa, JIEHCTBYS KaKk  TPOABHHYTHIX aHATUTHIECKUX METOJIOB.
MOCJIE0BaTeNb, MPUHUMAIOT pEIIeHHEe O IOKYyIKe Hmwxe B Tabmuue 2 mpoBeNeH CpaBHUTENBHBIN
pecypcoB C Y4YeTOM YCTAaHOBJICHHBIX YCJIOBMH.  aHalmM3 COBPEMEHHBIX aJrOPUTMOB ONTUMH3ALMUU
PesynpraThl  MCCIEOBaHMH  IOKa3bIBAIOT, YTO  DHEPrONOTPEOICHHUS.
Tabnuma 2
CpaBHHTeIbHBIH AHAJIN3 COBPEMEHHBIX AITOPUTMOB ONTHMHU3AIUM JHepronorpedaenus [3, 5, 7].
Table 2
Comparative analysis of modern algorithms for optimizing energy consumption [3, 5, 7].
Crparerus KitroueBble TeXHOJIOTHH TenneHmu pa3BUTUS
DRL (Deep OnTumuzanust  mpolecca 5 o0ydeHHs C  IEIbIo
Reinforcement I'my6oxoe oOyd4eHue, | CHIKEHHA BBIYUCITHTENBHOF CII0KHOCTH, HHTETPAIHs
Learning) AJITOPUTMBI TIOKPETIICHUS c transfer learning W rUOpUIHBIMM MOAETSIMU IS
TTOBBINEHUS 3P PEKTUBHOCTH
jce (Joint CoBmectHOe pacnpenenenue | Paspaborka Oonee AWHAMHYHBIX UM aJalTHBHBIX
o BBIYHMCITATEIBHBIX u | anroputMoB, wuHTerpanus c wmeromamu DRL  ms
Communication and
Computation) KOMMYHHUKaIIMOHHBIX TIOBBIIICHUSI TOYHOCTH OLICHKHU CETEBBIX ITAPAMETPOB U
pecypcoB YIIyUIICHNS] MEXaHH3MOB paclpeaeIeHIsI peCypcoB

KOM6I/IHI/Ip0BaHI/Ie KIIACCUYICCKUX METOA0OB BBIITYKJIOTO

SCA  (Successive | ITocnemoBaresibHOE BBIMYKIOE | TPUONMKEHHS C AITOPUTMAMK MAIIUHHOTO O0YYCHUS
Convex pUOIIIKEHUE IUIS | U1l TIOBBINICHHS TOYHOCTH OLICHKH IIApaMeTpoB H
Approximation) HEBBIITYKIIBIX 33724 YCKOpEHHsI CXOJIUMOCTH ONTHMH3AIIMOHHBIX
HpOLIECCOB
Pa3paboTka Ooisiee CIOKHBIX aJalTUBHBIX MOJENEH ¢
MoaenupoBanue
Teopust urp UCIIOJIb30BaHHEM aJrOPUTMOB MAlIMHHOTO OOyuYeHHMs
CTpPaTeru4ecKkoro
(Mogens . JUIsL TIPOTHO3UPOBAHUS TIOBEIICHUSI areHTOB, a TaKXe
B3aUMO/IeHCTBUS MEX Ty
Takensbepra) UHTETPaIHsl C HOBBIMH TEXHOJIOTHSMH PaCIIpeIe/ICHUs
areHTamu
pecypcos
Takum 00pa3oM, COBpPEMEHHbIE AITOPUTMBI  AJITOPUTMOB IPEANOJAaracT WX aJalTaluio Mo

ONTUMM3AIMHA DHEPrONMOTPeOJIeHusT B MOOMIBHBIX
MPWIOKEHUSIX JEMOHCTPUPYIOT BBICOKHU IMOTEHITHAT
3a cu€r wuHTerpammm wmeromos WU, amanTuBHOTO
pacmpeneieHusl PecypcoB ¥ TEOPETHKO-UTPOBBIX
mozaene. KoMIUIEKCHBIM TOJaX0Jl, OCHOBAHHBIA Ha
CHHEPTUH [AHHBIX METONIOB, TO3BOJIAET CHHU3UTh
9HEpro3aTpatsl 0e3 ymepbda sl IPOU3BOAUTEIHLHOCTH
M KadecTBa OOCIY)KMBAaHHS, UYTO SIBISIETCS BaXKHBIM B

YCIIOBUAX IIOCTOAHHOI'O YBEJIUYCHUA
(hyHKIIMOHATIBHOM HarpysKu Ha MOOHJIbHBIE
YCTpOCTBa. JlononHuTENBHOE HCII0JIb30BaHUE
OKCICPUMEHTAJIBHBIX JAaHHBIX W CUMYJIAIMOHHBIX
Moenei MOATBEPIKIIAET 3 PEKTHBHOCTH

MpeIJIOKEHHBIX CTpaTeruii U OTKPHIBAET NEPCIIEKTUBbI
JUIA TAJIbHEHIINX UCCIIENOBAaHUM B JaHHON 00IacTH.
3. IlpakTH4Yeckas peajqn3anus U NEePCHEKTHBBI

BHeIPeHUS
Hurerpanus aJNrOpUTMOB ONTUMU3ALUHU
SHEPTronoTpebIeHns B MOOWIBHBIE IPHIOKEHUS

CTaHOBUTCA O}lHOﬁ N3 BaXHBIX 3a1a4 B YCJIOBHAX

pacTymmx BBIYUCIIUTEIbHBIX TpeboBaHui u
OTpaHUUYEHHBIX YHEPTETHUECKHUX PECYPCOB MOOMITLHBIX
ycrpoiictB. [lpakTuueckass peanu3aiusi J1aHHBIX

KOHKpETHBIE CIEHAPHH HCIIONB30BaHU, YTO TpedyeT
TECHOTO B3aMMOJICHCTBHS MEXAY pa3paboTUYMKaMu
MIPOTPaMMHOTO 00eCTICUeHNSI, HHKEHEPaMH M0 CETIM U
CIeUAINCTaMH B O0JIaCTM  HMCKYCCTBEHHOTO
MHTEJIJIEeKTa.

[TpumeHenne MeTo0B TIyOOKOTO OOYy4eHHs c
nonkperuienneM (DRL) B cuctemax MOOMIBHBIX
rpaHnuHbIX Bbruucienuit (MEC) mo3BosiseT CHU3UTH
BpeMs 0OCTyKMBaHUS U HHEPTrONOTpediIeHue 3a CUéT
OBICTPOrO  pacmpesieNeHUs]  BBIUYHUCIUTEIBHBIX |
KOMMYHHKAIIMOHHBIX pecypcoB [2, 8]. DkcriepuMeHTH!,
NpoBeIEHHBIE B TA0OPATOPHBIX YCIOBHUAX U MUJIOTHBIX

MPOEKTax, NOATBEpkAalT, uto DRL-anroputmsl
CIOCOOHBI  QalTHPOBATBCI K  U3MCHSFOIIUMCS
YCIIOBUSIM ~ CETH, ONTHMHU3HUPYS  paclpelesieHue

pecypcoB M, Kak CIEICTBHE, yMEHbIIas 3aTpaThl
sHepruu [1,2]. MeToa cCOBMECTHOrO pacnpeaeineHus
KOMMYHUKAI[MOHHBIX U BBIYHMCIHUTENBHBIX PECYPCOB
(JCC) yxe Ha ipaKkTHKE PUMEHSIETCS IS PeaTu3aun
pacnpenenéHHbIX CUCTeM O00pabOTKM MaHHBIX, TE
3a[a4d AETATCS MEXYy JIOKAIBHBIMU yCTPOHCTBaMHU U
ynanéuasiMu cepBepamu MEC [1]. danHBINH mOaxon
MTO3BOJISIET ONTHMHU3UPOBATH HE TOJIBKO
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3Hepl"01’[0Tp€6J'I€HPI€, HO U 3aJCP7KKU IIPHU BBIMTOJIHCHUU
3aJa4, 4To 0COOEHHO AKTyaJIbHO U1 HpHHO)KeHHﬁ,
Tpe6y101111/1x pa60Tm B p€aJiIbHOM BPCMCHH, TaKNX KakK
CHUCTEMbI paclio3HaBaHUsA 06pa30B U JIONOJHEHHOM

pEaNbHOCTH.

Merton MIOCIIEJOBATEIILHOTO BBIIIYKJIOTO
npuommkenus  (SCA) Hamén mnpuMeHeHHE B
CIICHApUAX, CBS3aHHBIX ¢ 00paboTKOil OombImmx

00BEMOB NTAaHHBIX, Hampumep, B AR-TIpHiioxeHMsX.
D¢ dexTuBHOCTH SCA TOATBEPIKIICHA
9KCIIEPUMEHTAIbHBIMUA JaHHBIMH, TJ€ COBMECTHOE
UCIIOJIb30BaHHE KaHAJIOB CBSI3M M BBIYMCIUTEIBHBIX
pecypcoB obecrieumsio 10 37% SKOHOMHH SHEPTHH 110
CPaBHEHUIO C TPAJAUIMOHHBIMH METOJAMHU Pasrpy3Ku
[4].

Crpareruy, OCHOBaHHbIE Ha TEOpDUH WUIP, B
yacTHOCTH Mojenu wurpel llltakensOepra, Taxke
MPOJEMOHCTPUPOBAIN CBOIO MIPaKTHYECKYTO
NPUMEHUMOCTE B YCIOBHAX  PAaCHPENeNEHHBIX
BBIUHMCIINTEIBHBIX CHCTEM. VICmonmb3oBaHHE 3TOH
MOJIETIH TIO3BOJISIET TOYHEE PETYJINPOBATh LECHOBBIC
MEXaHN3MBl M PpaCIpelelCHHE PECYpCOB MEXKIY
TOYKaMH JOCTYyTNa ¥ MOOWIBHBIMH yCTPOMCTBAMH, YTO
INPUBOAUT K MAaKCHUMH3alUKM OOIIeH IOJE3HOCTH
CHUCTEMBI U CHIDKEHUIO dHepro3arpar [6].

HpaKTH‘IeCKa}I peajmsanurda JaHHBIX MTOAXOOJOB
COITPOBOXKIAACTCA MNIUJIOTHBIMHU IIPpOCKTaMU B

Pa3IMYHBIX CEKTOpax: OT CHUCTEM «YMHOIO J0Ma» 10
npombinieHHsIx loT-cereit. Hampumep, nnTerpanus
anmroputMoB  DRL B cucreMbl  ynpaBieHUs
9HEPronoTpedIeHNeM B «YMHOM JIOME» MO3BOJIHIA
CHM3UTHh oOmme oHeprosarpatel Ha 20-30%, a
npumeHerne wMogenu wurpel Illrakensbepra mamo
BO3MOXKHOCTh ~ ONTUMH3HPOBAaTh  PacCHpeleNiCHHE
BBIUHCIIUTENBHBIX PECYPCOB MEXKAY Pa3IHIHBIMHU
TOYKAMH JOCTyNd, 4YTO TPHUBENO K YIYUIICHUIO
Ka4ecTBa OOCTY)XMBaHMS KOHEYHBIX MOJb30BaTENCH
[6, 12]. Kpome TOTO, COBpEMEHHBIE CHMYJISAIINOHHBIC
MOJIeNH, pa3paboTaHHbIe HA 0a3e IKCIIEPUMEHTAIBHBIX
JIaHHBIX, MOJTBEPKIAIOT 3¢ PEeKTUBHOCTH
KOMIUIEKCHOTO IPUMEHEHUS ONIHCAaHHBIX METOIOB.

[TpumeHeHne THOPHUIHBIX ITOJXO/OB IO3BOJISET
YUUTBIBATh JUHAMUYHOCTH YCJIOBUI SKCILTyaTalluu
MOOWJIBHBIX YCTPOHCTB H ceTeil, oOecreunBas
aJaliTUBHOE YIPaBJICHHE JHEProNOTPEOICHHUEM B
peanbHOM BpeMeHH. byamymme mccnenoBanus OymyT
HAalpaBJICHb! HA MHTETPAIMIO AJITOPUTMOB MAalllMHHOTO
00y4eHHs C METOJaMHM TEOPHUHM WIp IS CO3JaHUs
CaMOONTHUMM3HPYIOIIUXCSI  CHCTEM  paclpeeiIeHuUs
PECYPCOB, CIIOCOOHBIX pabOTaTh B YCIOBHUSIX OBICTPO
MEHSIOIINXCSI CeTEeBbIX apaMeTpos [4,7].

Hwxe npencraenena tabnuna 3, oboOaromast
MoKa3aTeld MNPaKTUYECKOH peau3allii Pa3TUuHBIX
ITOPUTMOB ONITHMH3AIMHU SHEPTONOTPEOICHUS:

Tabnuna 3

KiiroueBble moka3zare/iu NPAKTHYECKOH peaiu3allii aJIrOPUTMOB ONITUMU3ALUH SHepronorpedieHus [1-

Table 3

Key indicators of practical implementation of algorithms for optimizing energy consumption [1-3].

Anropur™m/Crpaterus | O6xacth npumeHeHus | IIpemmyrecTBa [Ipo6eMbl BHEAPEHUS
Bricokas aJanTHBHOCTH, | BBICOKash BRIYUCIUTEIHHAS
MEC, aJalTABHOE
CHIDKCHHE BPEMEHHU | CIIOKHOCTB,
yIpaBJICHUE
DRL cCVDCAMH s 00CITy>)KUBaHUS, TpeOOBaTEIEHOCTH K
beeyp JUHAMHUYECKass ONTHUMM3AlMsl | o0bEMY  JaHHBIX IS
JUHAMUYHBIX CETAX
SHEPTOMOTPEOICHUS 0o0yueHus
O dexruBHOE
acrpenieneHne
N pactpe . Heo6xomumocTs  TOYHOTO
Pacnpenenéunsie BBIUHCITUTEIILHOW HArpy3KH,
MOJICTUPOBAHUS
BBIYUCITUTENHHBIC CHIDKCHME  3aJiepXKeK W
JCC napameTpoB cery,
CHUCTEMBI, CHCTEMBI | SHEpPro3aTpaT, ONTHMHU3AIUIL o
3aBHCUMOCTH OT OOpaTHOM
pearbHOTO BpEMEHH pacnpeneieHus MEXTY
N CBSI3U OT CHCTEMBI
JIOKaIILHBIMH YCTPOHCTBaMU U
MEC
CymmecTBeHHOE cHIDKeHHe | UyBCTBUTEIBHOCTD K
AR-niprioxeHus, SHEPronoTpeONicHus 3a CUYET | M3MEHEHHIO YCIOBHUH CETH,
SCA CHUCTEMBI COBMECTHOW | COBMECTHOTO HCIONB30BaHUS | HEOOXOAMMOCTH  TOYHOM
00pabOTKN JaHHBIX KaHaJIOB CBA3U U | OLUECHKHU nnapameTpoB
BBIUHCIIUTEIBHBIX PECYPCOB KaHaia
CIoXHOCTh
I'nbkoe eryJUPOBAHUE | MOJIEITUPOBAHMS
CucreMbl  «yMHOTO perymmp ACTHPOE
oM IIEHOBBIX MEXaHW3MOB, | B3aUMOJCUCTBUS  MEXIY
acH éﬂeneHHe ONITUMHU3AIHS PACTIPE/ICIICHHs | areHTaMH, He0OXOIUMOCTh
HUrpa Illtakens0epra pec pCOB B comsx ¢ | BPIAMCIHTEIBHBIX  PECYPCOB, | NMPOABUHYTHIX
beeyp MaKCUMH3AIHS oOmier | aHATUTHYSCKIX
MHOKECTBOM
MOJIE3HOCTH CHUCTEMBbl IpPH | HUHCTPYMEHTOB JUTS
YYaCTHHKOB
CHIDKEHUHU HHepro3arpar [IPOTrHO3UPOBAHUS
MTOBEICHHS

Takum oOpazom,
OITMCAaHHBIX

HnpakKTU4eCKas pceainusanusd
METOAOB ICMOHCTPUPYET HX BBICOKYIO

3(1)(1)GKTI/IBHOCTB B pCaJIbHBIX YCJIOBUAX OKCIIITyaTalluHu.
KommiekcHoe TIPUMEHCHHUEC aJITOPUTMOB ONITUMHU3AIIUN
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9HEProoTPeOICHUs] OTKPHIBAET HOBBIC INEPCIIEKTUBBI
JUIt  pa3pabOTKM  MOOWIBHBIX  HPWIOKEHUH €
MOBBIIIEHHOH 3HEProd((EeKTUBHOCTHIO, YTO B CBOIO
odepenb  CIOCOOCTBYET — MPOAJICHUIO  BPEMEHH
ABTOHOMHOW pa®OThl YCTPOHCTB M  YJIyYIICHHUIO
KadyecTBa OOCTy)XMBAHUSI KOHEYHBIX IOJIb30BATEICH.
JanpHeimme uccienoBaHus B 3TOH oOiacTé OyIoyT
HalpaBJIeHBl Ha pa3paboTKy THOPHUAHBIX CHCTEM,
CIIOCOOHBIX aalTHPOBATHCS K MIOCTOSTHHO
MEHSIIOIINMCS YCIOBUSIM 3KCIUTyaTallid B PEaIbHOM
BPEMEHH, 4TO SBIICTCA BaXXHBIM (DAKTOPOM IS
YCIELIHOTO BHEIPEHUS WHHOBAIMOHHBIX TEXHOJOTUH
B MOOWJIbHYIO pa3paboTKy.
3aki0ueHne

B cratee 1npoBen€H  OeTalbHBIA  aHAIU3
HUCTOYHUKOB 9HEPronoTpedIeHus MOOHIIBHBIX
OPUIOXKEHUI M pacCMOTPEHbl  COBPEMEHHBIE
AJITOPUTMBI u CTpaTeruu ONTHUMU3ALINH,
HalpaBJICHHBIE HA CHIDKCHUE 3aTpaT BHEprum Oe3
ymepba I TPOU3BOJUTEIBHOCTH CHCTEM.
KommiekcHOe MCTIONB30BaHUE METOMOB TIIyOOKOTO
00ydeHus c MOJKPETIICHUEM, COBMECTHOTO
pacrnpeneneHus BBIYHCITUTEIBHBIX u
KOMMYHHKAIIMUOHHBIX PECYPCOB, IOCIEI0BATEIHHOTO
BBIIIYKJIOTO  MPUOJIDKCHUS, a TaKkKe CTpaTery,
ocHoBaHHbIX Ha wurpe lllTakenbOepra, mo3BonseT
co3Jarth ajanTuBHble U d(QEeKTHBHBIE CHUCTEMBI
yIpaBIEHUs SHeprosarparamH. [IpaxkTuyeckas
peanm3anys  OAaHHBIX  HOAXOJOB  IOATBEpXKICHA
SMIIMPUYECKIMHU HCCIICOBAHUSIMU U Keic-CTaay, 94TO
CBHJIETENIBECTBYET O BHICOKOM ITOTEHIIMAJIE HHTETPallni
ONTHMHU3AIIMOHHBIX ~ QJITOPUTMOB B pEaJIbHBIC
MOOWJIbHBIE CHCTEMBI. IloiTydeHHBIE pe3ynbTaThl HE
TOIBKO  CIIOCOOCTBYIOT — NPOJUICHHIO  BPEMEHH
ABTOHOMHOW pPa0OThl MOOWJIBHBIX YCTPOMCTB, HO M
OTKPBIBAIOT HOBBIC BO3MOXHOCTH M JaJbHEHIINX
uccieoBaHui B oOnacth  9HEpProdhHeKTUBHOI
MOOMIBHOW pa3paboTKH, B TOM 4YHUCIEe 3a CU€T
CO3/aHUsl THOPUAHBIX CHUCTEM, OOBEAUHSIOMINX
IpeMMYyLIECTBA PA3JIMUYHBIX METONUK. JlanbpHeiue
WCCIIE/IOBaHMS, HANpaBlIeHHbIE HA ONTHMH3ALHIO
napaMeTpoB  aJrOpUTMOB ¥ WX aJanTaluio K
JVUHAMHYHBIM YCJIOBUSIM 3KCIUTyaTaluy, SBISIFOTCS
MEpPCTIEKTHBHBIM HAIlPaBJICHUEM, CHOCOOCTBYIOIINM
TIOBBIIIEHUIO KayecTBAa WM HaA&KHOCTH MOOMIBHBIX
MPWIOKEHUI B YCIOBUAX IIOCTOSHHO PACTYIIHUX
TpeGoBaHUit K (yHKIIMOHATIBHOCTH u
sHeprod3eKTuBHOCTH.
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TEXHUYECKME HAVKH

COMPARISON OF ADAPTIVE LEAST MEAN SQUARE FILERS
FOR RADAR SIGNAL PROCESSING

Trung Thanh Nguyen

Ph-D, Department of Electronic Warfare,
Le Quy Don Technical University,
Vietnam

SUMMARY

In radar systems, accurate estimation of signal parameters plays a vital role in correctly identifying radar
sources and providing a high level of electronic warfare map. On the other hand, the signal at the receiver consists
of echo and noisy signals. Therefore, to improve accuracy when estimating signal parameters, this article studies
the adaptive least mean square algorithms (LMS) for reducing noise in digital signal processing. The effectiveness
of the LMS filters is evaluated through simulation of all variants of LMS, such as normalized LMS (NLMS) and
complex LMS (CLMS), sign LMS (SLMS), with simulated radar signals such as radar pulses, linear frequency
modulation, and Barker code in a MATLAB environment. Simulation results show that the LMS filter has better
noise filtering than the LMS and its variants, such as the NLMS and LLMS.

Keywords: adaptive filter, least mean square algorithm, radar signal, MATLAB environment.

1. Introduction

In modern warfare, passive radar systems play an important role, and the signal processing results of passive
systems provide a comprehensive picture of the electromagnetic field and support the commander in making timely
decisions to improve combat effectiveness and victory ability. The main tasks of passive radar systems include:

- Orientation and location of emission sources,

- Classification and identification of emission sources [1, 2].

On the other hand, to solve the problem of classifying and identifying radar sources, the requirements for
passive radar systems are as follows: measurement and analysis of signals with high accuracy. Standard methods
used for signal processing include three main groups: The first group is signal processing in the time domain, the
second group of methods is in the frequency domain, and the last group of solutions is in both the time and
frequency domains [3, 4].

Typical frequency domain signal processing methods: fast Fourier transform (FFT) or Z-transform [5, 6]. The
limitation of this group of methods is that it can only observe signals in the frequency domain, and it is difficult to
determine the variation of signal frequency over time or, in other words, to identify modulated signals. To
overcome the above limitations, signal processing methods in both time and frequency domains are used. These
methods provide instantaneous information about the frequency change over time. The results of this analysis are
called time-frequency images of the signal and are used as input to the recognition units. Common signal
processing methods in both time-frequency domains include short-time Fourier transform (STFT) [7], Wigner-
Ville distribution (WVD) [8], or continuous Wavelet transform (CWT) [9]. The limitations of these methods are
that they require a large processing time and are difficult to process for low-power signals.

On the other hand, to increase the accuracy of the estimation, passive systems are often used in combination
with time-domain processing methods such as low-pass filters, high-pass filters, or band-pass filters [10] to remove
unwanted frequencies. Furthermore, passive systems also use digital filters such as FIR and IIR to limit the impact
of noise and increase the signal-to-noise ratio (SNR) [11]. Currently, in addition to FIR and IIR digital filters, the
system also uses other filters such as Wiener [12], LMS [13], and variations of LMS such as Normalized LMS (N-
LMS), or sign LMS (S-LMS), sign-sign LMS (SS-LMS) and signed-regressor LMS (SR-LMS). On the other hand,
no studies have compared the performance of LMS algorithms. So, this article compares the performance of the
above-mentioned LMS algorithms by MATLAB environment with different types of radar signals such as radar
pulse, linear frequency modulation (LFM), and binary phase shift keying with Barker code (Barker code).

Section 2 presents the theoretical descriptions of LMS algorithms. Section 3 shows the simulation results,
and Section 4 summarizes the main conclusions.

2. Theoretical description of the least mean square algorithm

An adaptive filter is a linear filter system with a transfer function controlled by variable parameters and a
means to adjust those parameters according to an optimization algorithm. Because of the complexity of the
optimization algorithms, almost all adaptive filters are digital filters. The block diagram of adaptive filters is shown
in Fig. 1.
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Fig. 1. Block diagram of adaptive filters.

The idea behind a closed-loop adaptive filter is that a variable filter is adjusted until the error is minimized.
The Least Mean Squares (LMS) filter and the Recursive Least Squares (RLS) filter are adaptive filters.

2.1L east-mean-square algorithm

The LMS was developed by Widrow and Hoff in 1960. LMS's main idea is to mimic a desired filter by finding
the filter coefficients that produce the least mean square of the error signal (the difference between the desired and
the actual signal). The parameter of LMS algorithm includes: x (1), d(n) are input and desired signals, M is the
number of filter coefficients and p is the step size factor. The LMS algorithm has the following most important
properties:

1. Its form is simple as well as its implementation and capable of delivering high performance during the
adaptation process

2. Itincludes a step-size parameter, which must be selected properly to control the stability and convergence
speed of the algorithm.

3. Itisstable and robust for a variety of signal conditions.

The block diagram of the LMS algorithm is shown, and its step is written in

Algorithm 1.

T x(n—1) . 1 |xn-M+1)

x(n—=M+ 1)

oA wyln)x(n)
2 pie (n)x(n) + woln) = wy(n + 1

} wom)x (n) +wy (m)x(n — 1)

2 pe(n) =2 pld(n)— y(n)

Fig. 2. Block diagram of the LMS algorithm

2.2 Sign least-mean-square algorithm
The first modification of LMS is called the sign algorithm, which is defined by (1), and the algorithm is
written in Algorithm 2.

wn+ 1) =w(n) + 2u x sign(e(n))x(n) Q
where sign(x) is the signum function. It is defined by (2):
1 n>0
sign(n) =40 n=0 (2)
-1n<0

Algorithm 1. LMS algorithm
Parameters: M = number of filter coefficients
u = step — size factor
xn) =[x x(n—1) - x(n—M + 1)7]
Initialization: w=0
Computation: Forn=10,12,--
Lym) = w'(n)x(n)
2.e(n) =dn) —y(n)
3wn+1) =wn) + 2u X e(n)x(n)
Algorithm 2. Sign LMS algorithm
Parameters: M = number of filter coefficients
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u = step — size factor
x(n) =[x(n)x(n—1) - x(n—M+ 1)7]
Initialization: w=20
Computation: Forn=10,1,2,
4.y(n) =wl (n)x(n)
5.e(n) =d(n) —y(n)
bwn+1) =wn) + 2u X sign(e(n))x(n)
2.3 Signed-regressor Least-mean-square algorithm
The second modification of LMS is the signed regressor algorithm, which is written by (3) and Algorithm 3.

wn+1) =wn) + 2u x sign(x(n))e(n) 3)

where the signum function is applied to x(n).

2.4 Sign-sign least-mean-square algorithm

The last modification of LMS is the sign-sign algorithm, where the signum function is applied to both
elements x(n) and e(n). The sign-sign algorithm is defined by (4) and Algorithm 4.

wn+1) =wn) + 2u X sign(x(n))sign(e(n)) 4)

Algorithm 3. Signed-regressor LMS algorithm
Parameters: M = number of filter coefficients
u = step — size factor
xn) =[x x(n—-1) - x(n—M+ 1)7]
Initialization: w=0
Computation: Forn=10,1,2,
1y(n) = wl'(n)x(n)
2.e(n) =d(m) —y(n)
3w(n+1) =w(n) + 2u X sign(x(n))e(n)
Algorithm 4. Sign-sign LMS algorithm
Parameters: M = number of filter coefficients
u = step — size factor
xn) =[xn)x(n—-1) - x(n—M+ 1)7]
Initialization: w=0
Computation: Forn=10,1,2,
1y(m) = wl'(n)x(n)
2.e(n) =d(n) —y(n)
3wn+1)=w(n) +2u x sign(x(n))sign(e(n))

Table 1
Simulation parameters
Parameter Value
Coefficient of filter M 16
Step size factor u 0.01
Type of noise White Gaussian noise
Signal to noise ratio SNR (dB) 0+15
Table 2
Parameters of simulated radar signals
Signal Parameters Value
LFM Frequency bandwidth BW (MHz) 50
Barker code Length code N 5
Sample rate f, (MHz) 1000
Pulse width t(us) 5
Carrier frequency f, (MHz) 5

3. Simulation results
This section analyzes the above-mentioned LMS algorithms in a MATLAB environment with different
types of radar signals, such as radar pulse, linear frequency modulation (LFM), and Barker, in the range of
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SNR from 0 dBm to 15 dBm. The simulation parameters are shown in Table 1. The parameters of simulated
signals are listed in Table 2, and the original signals are shown in Fig. 3.
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Fig. 3. The original simulated signals: a) radar pulse; b) LFM; c) Barker.
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Fig. 4. Simulation results of radar pulse: a) received signal; b) RMSE versus SNR.

3.1Radar pulse signal

This subsection compares all LMS algorithms' performance in analyzing radar pulses. Fig. 4(a) shows the
received signal with SNR = 0 dB. The root means square error (RMSE) of all algorithms versus SNR is shown in
Fig. 4(b). It is seen that SR-LMS performs the best results (black line) after LMS (red line) and S-LMS (blue line),
and the lowest is provided by SS-LMS (green line).

At SNR =10 dB, the SR-LMS's RMSE is -14.29 dB, LMS's RMSE is -13.45 dB, and SS-LMS's is -9.87 dB.

3.2 Linear frequency modulated signal

Fig. 5 shows the performance of all LMS algorithms in analyzing LFM signals with the same step. For
example, in analyzing radar pulses, the SR-LMS provides the lowest RMSE (RMSE =-14.83 dB at SNR = 10 dB,
black line), and the SS-LMS supplies the highest RMSE (RMSE = -9.49 dB, green line).
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Fig. 5. Simulation results of LFM signal: a) received signal; b) RMSE versus SNR.
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Fig. 6. Simulation results of Barker code: a) received signal; b) RMSE versus SNR.

3.3 Barker coded signal

Fig. 6 shows the performance of all LMS
algorithms in analyzing Barker-coded signals. For
example, in analyzing radar pulses, the SR-LMS
provides the lowest RMSE (RMSE =-14.36 dB at SNR
=10 dB, black line), and the highest RMSE is provided
by the SS-LMS (RMSE = -9.83 dB, green line).

All simulation results show that the SR-LMS
performs the lowest RMSE in analyzing all radar
signals. Also, the SR-LMS provides the best results for
analyzing the LFM signal (RMSE = -14.83 dB), BPSK
(RMSE = -14.36 dB), and radar pulse (RMSE =
-14.29 dB).

4 Conclusion.

This study compared various LMS adaptive
filtering algorithms—LMS, Sign LMS (S-LMS),
Signed-Regression LMS (SR-LMS), and Sign-Sign
LMS (SS-LMS)—for radar signal processing. The SR-
LMS algorithm consistently delivered the lowest
RMSE across all signal types (radar pulses, LFM, and
Barker coded signals) and SNR levels, outperforming
other variants. At SNR = 10 dB, SR-LMS achieved
RMSEs of -14.29 dB (radar pulse), -14.83 dB (LFM),
and -14.36 dB (Barker code). In contrast, SS-LMS
showed the poorest performance, with the highest
RMSE values, indicating its inefficiency in noise
reduction. While LMS and S-LMS performed
adequately, SR-LMS proved to be the most effective in
dynamic environments, offering superior noise

suppression. In conclusion, SR-LMS is the best choice
for radar signal processing, particularly in
environments with varying signal conditions. Future
work will involve testing with real-world signals and
hardware implementations.
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IMPROVING THE CONTRAST OF TARGET FROM BACKGROUND CLUTTER IN
POLARIMETRIC RADAR IMAGE BY USING THE MEAN POLARIMETRY ELLIPTICITY

Pham Trong Hung, Nguyen Tien Thai
Military Technical Academia, PhD, MA,
Vietnam Republic

ABSTRACT
This paper proposes a new method for improving the contrast of target on the background clutter by using
the mean of polarimetric ellipticity. Instead of averaging signal samples within a radar cell to produce a
polarimetric ellipticity coefficient for detection, this method calculates polarimetric ellipticity coefficients for
every signal samples within a radar cell. These coefficients are then averaged to produce the mean polarimetric
ellipticity coefficient for detection in the radar cell. Simulation results of the method shows a significant
improvement in the contrast of the target on the background clutter in the radar image, and an increase in the

probability of target discrimination from clutter background.

1. Introduction

The problem of radar target detection from
background clutter using polarimetric parameters has
been investigated in many researchs [1], [2], and [3]. In
[4] and [5], Kozlov A.l experimentally demonstrates
the polarization track effect by the polarimetric
ellipticity coefficient K on the circular polarization
basic. Later, paper [6] proposes an algorithm of
detecting target on the background clutter using
polarimetric ellipticity coefficient K. The algorithm,
however, produces high false alarm rate and low
probability of detection. This is due to the strong
fluctuation of the ellipticity coefficient K for the sea
clutter, which has the range [-1: +1] and a large
deviation [4]. Consequently, the radar images have
many speckles of sea clutter, which degrade the image
quality and cause difficulties in target discrimination on
the background clutter.

There have been several attempts to increase the
image quality in the field of polarimetric radar. In [7],
Swartz A. A uses the optimal polarimetric filter to
impove the contrast of target from background. In this
paper a systematic approach is presented for obtaining
the optimal polafimetfic matched filter, which produces
maximum contrast between two scattering classes. In
[8], the authors implement the polarimetric whitening
filter (PWF) using Horizontal-Horizontal (HH),

Horizontal-Vertical (HV), and Vertical-Vertical (VV)
components of Synthetic Aperture Radar (SAR) image,
thereby decreasing the speckle in the image.

This paper proposes a new approach to increase
the contrast of target on the background clutter. Instead
of averaging signal samples within a radar cell to
produce a polarimetric ellipticity coefficient (K) for
detection, the new method calculates polarimetric
ellipticity coefficients for every signal samples within
a radar cell. These coefficients are then averaged to
produce the mean polarimetric ellipticity coefficient
Km for detection in the radar cell. The averaging
process reduces the deviation of K parameter, thereby
narrowing down its probability density function (PDF).
Initial simulation results of the method show a
significant improvement in the contrast of the target on
the background clutter in the radar image, which leads
to an increase in the probability of target discrimination
from clutter background.

The aim of this paper is to investigate the
improvement in the contrast of polarimetric radar
image by using the mean polarimetric ellipticity
coefficient. The remainder of this paper is organized as
follows: section 2 briefly reviews the radar target
detection based on polarimetric parameter K, section 3
proposes a new algorithm for target detection using the
mean of ellipticity coefficient Km. Section 4 presents
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and compares simulation results of radar target
detection using K and Km coefficients. The conclusion
is provided in section 5.

2. Review of radar detection based on the
polarimetric ellipticity cofficient

The algorithm of detecting target on the
background clutter using polarimetric ellipticity
coeficient K is presented in [6]. In that, the radar system
transmits right hand circular polarization (RHCP)
signals, and receives both left hand circular polarization
(LHCP) and RHCP signals as described in [9], [10].

The system measures the circular polarization
ratio of a scattered signal as |PR:(t)| = |ER(®)|/
|E(¢)|, and then calculates the polarimetric ellipticity
coefficient as follows:

_[E®E@)-1,
T BRL(e)|+1’

IK(0)] —1<K@®) <1(1)

The polarimetric ellipticity coefficient K from
equation (1) is then used for target detection. The
simulation results of this algorithm are showed in the
Figure 1. In the simulations, 5 targets are randomly
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Range bin

a, SCR =0 [dB]

As can be seen in Fig 2, the distribution of the
ellipticity coefficient K of background clutter spreads
in the entire domain of K from -1 to +1. This explains
the strong fluctuation of K parameter for background
clutter. If this fluctuation can be reduced, the capability
of target discrimination from background clutter can be
enhanced as well.

Table 1 shows the experimental results in previous
researches [4], [12] with the RCS from -10 dB to 5 dB,
depending on the sea clutter conditions. In that, the
mean value K of sea clutter only is(K) = 0, while that
of sea clutter + target is (K) ~ —0.8. The standard

generated with ellipticity coefficients are -0.4595,
0.6667, 0.4286, 0.8018 and -0.7143, respectively. Two
values of signal-to-clutter ratio (SCR), 0dB and 5 dB,
are simulated, which represents two scenarios of
normal and strong noise situations. The sea clutter is
assumed to be Weibull distribution as described in [11].

Figure 1 shows the measured coefficient K of
reflected signal from target and clutter in each radar
cell. The range of K is K =[—1+ 1] and is color
coded, from green (K= -1) to red (K=1). In the
simulation in Figure 1a where SCR = 0 dB, 3/5 targets
can be visible. In Figure 1b where SCR= 5 dB, 5/5
target can be visible. Except target point marks, all
others points in the radar image represent the ellipticity
coefficients of background clutter.

The radar images in the Figure 1 also show the
strong fluctuation in the ellipticity coefficient K of
clutter, which makes it difficult to discriminate the
target from background clutter. The distribution of the
ellipticity coefficient K for clutter background only
(without target) is showed in the Figure 2. The
distribution is received by calculating the ellipticity
coefficients K from randomly generated sea-clutter for
20.000 times.

Coefficient K of target+clutter

08
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02

Azimuth

-0.2

-04

-0.6

-0.8

Range bin
b, SCR =5 [dB]
Figure 1. The detection of target on the background clutter using polarimetric ellipticity coefficient K

deviation o = 0.23 + 0.56 for the sea clutter, and
ok = 0.07 + 0.08 for target + clutter.

It is expected that if the distribution of K for
background clutter is narrowed down, the radar image
quality could be improved. One way of achieving this
is to use the mean coefficient K, thereby reducing the
fluctuation of K parameter for background clutter.
Detail of the new method of using the mean coefficient
K for the target detection is introduced in the next
section.
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mK=O.0023884, Deviation =0.47829
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Figure 2. The distribution of the ellipticity coefficient K of clutter background with Weibull model

3. Reducing fluctuation of ellipticity coefficient
for background clutter

Assume in each radar cell, N samples of radar
signal are received sy, Sz, ...sn. In common polarimetric
radars, those N signal samples are averaged to produce
only one value, which represents signal of that radar
cell. That value is then used to calculate the ellipticity
coefficient K, which later can be used for radar
detection.

In the proposed algorithm, each of those N
samples, S(i), i = 1 to n, is used to calculate the
ellipticity coefficient of its own K(i), i = 1 to n. For
simplicity, we can rewrite as Ki, Kz...Kn. The mean of
those coefficients can be calculated as:

Kn =2 K@) (2)

This mean value is then used for radar detection.

Simulation results of Weibull model clutter with
N=10 are presented in Figure 3, 4. In Figure 3, the upper
figure emulates the previous algorithm in Section 2,
where one value of K is calculated for detection in one
radar cell. The lower figure emulates the proposed
algorithm, where Ky, in each radar cell is calculated and
used for detection. The distributions of K and K, are
illustrated in Figure 4.a and 4.b, respectively.

Coefficient K for the background clutter
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Figure 3. The polarimetric ellipticity coefficient K and Ky, for sea clutter
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Figure 4. Comparision of the distribution of K and Ky,

As can be seen from Figure 3 and 4, the standard
deviation of K for background clutter decreases
significantly from 0«=0.32448 to okn=0.10337, which
is about 5 dB, while their mean values almost
unchanged at around zero.

The decrease in the deviation of K for the
background clutter means the increase in the target
probability detection on the background clutter. When
N=10, the deviation of Ky is much smaller comparing
to the deviation of K in the Table 1.

Table 1
Experimental results of polarization track of the sea surface [4]
Object Wave height Mean value %

Sea surface ~02m (K)=-0.2+0.1 ox = 0.23
Sea surface together with a small object ~02m (K) =-0.8 o = 0.07 + 0.08

Sea surface ~0.4-0.5m (K)=0 ox = 0.26
Sea surface together with a small object ~05m (K) =—-0.75 ox = 0.033

Sea surface ~1.2+1.5m (K)=0 ox = 0.56
Sea surface together with a small object =~1.2+1.5m (K) =-0.7 ox = 0.11 + 0.125

4.Simulation results
Radar image using the polarimetric ellipticity K
and K coefficients

In this section the simulation of target detection
using polarimetric ellipticity coefficient is organized in
the same manner as in Section 2, except for both K and
Km coefficients. Results in both cases are then
compared to prove the improvement of the new
algorithm.

In the simulation, 5 targets are generated randomly
both in range and azimuth angle, their coefficients Kr
are -0.4595; 0.6667; 0.4286; 0.8018; -0.7143
respectively. The background clutter is assumed
Weibull model as described in [11]. The SCR is
generated with two values -10 and 0 dB to cover its
typical range, as described in the experimental
researches in [4] and [12]. The results are illustrated in
the Figure 5.

In the Figure 5, the upper panels are the signals
from LHCP and RHCP of target+clutter; and lower
panels are radar image using polarimetric parameter:
using K and Kp respectively. As can be seen from
Figure 5, if K is used, in Figure 5a where SCR=-10 dB
no target can be discriminated from clutter in the radar
image. In Figure 5b where SCR= 0 dB, 4/5 targets can
be "assumed”. On the other hand, if Ky is used, the
contrast of target on the background clutter in the radar
image is increased significantly, making the targets
visible. In particular, in Figure 5a where SCR = -10dB,
3/5 targets can be observed, while at SCR = 0dB as in
Figure 5b, all 5 targets can be seen over the clutter
background. The more the SCR, the higher contrast of
the target over the clutter background in the radar
image. With the proposed method, the targets with as
low SCR as -10 dB can be visually observed in the radar
image.
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Figure 5. Simulation results of target detection using polarimetric ellipticity coefficient. Upper panels: signal of
target+clutter; and lower panels using K and using Kn,

4.2. Further improve radar image by applying
threshold Krh

If the detection threshold Kr, is applied, a
considerable part of the background clutter will be
removed from the radar image, making the targets are
more visible for the radar operator. This process,
however, runs the risk of missing targets if the
threshold is set too high. Several simulation results are
presented in the Figure 6.

Target detection with given threshold KTh
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As can be seen from Figure 6 where the threshold
is set at Kyn= 0.3, the background clutter and radar
signals below that threshold are removed from the
image, leaving only those background clutter and radar
signals above the threshold. At SCR=0 dB as in Figure
6a, 2/5 targets can be visible whereas 5/5 targets be
visible at SCR=5 dB as in Figure 6b.
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Figure 6. Target detection using threshold Km,=0.3

There still are speckles of the clutter in the image.
These speckles comes from strong background clutter

and can cause false alarms. If we further increase the
threshold K, these speckles may be reduced but the
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price to pay is the increase of miss detection of target
where Kr of the target is smaller than the threshokd Krn.
The optimal threshold, therefore, should be chosen
carefully and depends on different situations. The
selection of the optimal threshold, however, is beyond
the scope of this paper.

4.3.The probability of detection and the false
alarm rate

In this section, the 2 most important parameters of
radar detectors, the probability of detection and the
false alarm rate, are examined. Let us assume the total
signal at the radar receiver is:

r(t) =y +n(t) ©)

Where r(t) is the total signal at the radar receiver
from two channels LHCP and RHCP, y(t) is the total
reflected signal from target, n(t) is the background
clutter.

The stepped procedure in this simulation is as
follow:

Step 1. Generate signals of two polarization
orthogonal channels LHCP and RHCP, at a given SCR.
Generate a target with its ellipticity coefficient
Kr=0.9802

Step 2: Use equation (1) to calculate the
coefficients for 2 cases: 1, for the background clutter
only and 2, for the target + background clutter,
including: K¢ (coefficient K of clutter), Kc_m (the mean
coefficient K, of clutter), Kc.+1 (coefficient K of clutter
+ target) and Kc+1_m (the mean coefficient Ky, of clutter
+ target).

KT=0.9802; N=10
P.,=0.31008; P_,=0.011159

- #+- + Method 1. Non-averaging

| ‘ - - ©- - Method 2: Averaging,

. . . T

-10 -5 0 5 10 15 20
SCR [dB]

a, Km=0,4

Step 3: Set the ellipticity coefficient thresholds
K =0.4 for both cases of K and K. This step loop for
100.000 times.

Step 4: Calculate the probability of false alarm
Pe1, P2 which is based on the number of times the
value K¢ (Kc_m) higher than Krp.

Step 5: Calculate of detection probability Pp1, Pp2
which is based on the number of times the value Kc.t
(Kc+t_m) higher than Krp.

Step 6: Change SCR values from -10 dB to 20 dB
and do the entire process from step 1 to step 5 again.

The numerical results is showed in the Figure 7.

Simulation results where Ky=0.9802, N=10 and
Kh=0.4 is shown in Fig 7a. In that, the false alarm rates
are found to be Pr;=0.31008 for the non-averaging
algorithm and Pr»=0.0111 for the averaging algorithm.
If K is changed to 0.5, the false alarm rates are
Pr1=0.2002 and P2=0.00061, respectively, as shown in
Fig 7b. The false alarm rates of the averaging
algorithm, therefore, is always lower than that of the
non-averaging algorithm.

The comparison of probabilities of detection of the
2 algorithms, however, is more complicated. Both
figures in Fig.7 show at the high SCR, the averaging
algorithm produces higher probability of detection,
while the low SCR region shows the otherwise. In
particular, in Fig.7a, the two algorithms show equal Pp
at SRC of about -2.5 dB. Above -2.5 dB, the average
algorithm produces higher probability of detection, and
below -2.5 dB, it produces lower probability of
detection than those of the non-averaging one. Similar
pattern can also be seen in Fig.7b, the only different is
the equal point is now around 2 dB.
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Figure 7. The probability of detection

It is clear from the Figure 7 that the averaging
algorithms can find its application in the high region of
SCR, e.g SCR > 0dB, where its both probability of
detection and false alarm rate are superior to those of
the non-averaging algorithm. In the low region of SCR,
e.g SCR < 0dB, though its probability of detection is
lower, still the false alarm rate is far lower than that of
the non-averaging algorithm. Therefore, in such
situations where the false alarm rate is strictly limited,
the averaging algorithms may still find its application
even in low region of SCR.

5. Conclusion

The paper proposes a new method of target
detection using the average value of the polarimetric
ellipticity coefficient. Numerical results indicate the
proposed method is superior comparing to the non-
average method in the high region of SCR. The contrast
of target on the background clutter increased
significantly, thereby improving the probability of
detection and discrimination targets in the radar image.
Even in low region of SCR, the proposed method may
still be useful in such situations where the false alarm
rate is strictly limited.
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METO/1I0JIOTMYECKHUE OCHOBBI OBYYEHMSI MOJIEJE HICKYCCTBEHHOI'O
UHTEJJIEKTA JJISA BBIABJIEHUA OUITUHI'OBBIX ATAK
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AHHOTADIMUS
B craTthe paccMaTpuBalOTCS METOJOIOTMUECKHE OCHOBBI 00YUYEeHHUST MOJIeNIe MCKYCCTBEHHOTO MHTEIIEKTa
(UMW) nns nporuBosaedcTBUS (UIIMHTOBBIM aTakaM. Ha 0a3ze aHanm3a COBPEMEHHBIX PHCKOB, CBSI3aHHBIX C
reHepatuBHEIMU MozensMu (LLM), B TOM duciie aTak OTpaBICHUs, HHBEKIUH TMOACKA30K M «IKEHIOPEHKOBY,
000CHOBBIBaeTCS HEOOXOAUMOCTh KOMIUIEKCHOTO TMoAXoda K (OPMHPOBAHWIO oOOyd4aromeil BBIOOpKH W
tecTupoBaHuio 1eTekTopoB (Al Red Team). [IpennoxeHHsIe MeTOANYECKHE TIPUHIIMITEI OXBAaTHIBAIOT paboTy C
peNpe3eHTaTUBHBIM JaTaceToM, MpakTuku adversarial training, a Takke MEXaHU3M ayJUTa IETOYKH MMOCTABOK U
nHQpacTpyKTypbl. OTAeNpbHOE BHUMaHHE YIENSAeTCd KHOSPYyCTOMYMBOCTH:  JIEMOHCTPUPYETCS  POJIb
HETPEPhIBHOTO MOHUTOPWHTA, HHTETpalliy ¢ cucreMamu Security Information and Event Management / Security
Orchestration, Automation and Response (SIEM/SOAR) u nepeoOydeHus i CBOEBPEMEHHOI'O OOHAPYKEHUSI
HOBBIX (PUIIMHTOBBIX yrpo3. CBeJeHus, OTpaXXeHHbIE B paMKax CTaTby OylyT MHTEPECHBI JJIsl HCClieloBaTeel B
00JIaCTH MCKYCCTBEHHOTO HMHTEIUIEKTa M KHOepOe30IacHOCTH, a TaKKe ISl CHEHUaIMCTOB I10 TNPHKIATHOM
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MAaTEeMAaTHKE, CTPEMAIIUXCA K pa3pa60TI<e 1 TCOPETUYCCKOMY 000CHOBAaHHUIO HOBBIX METOAOJOTHYCCKUX ITOAX010B
st o0yuenust moneneit U, criocoOHbIX 3 eKTHBHO BBIABIATH (PUIIMHIOBBIE ATaKM B YCIOBHUSX HOCTOSHHO
JBOJIIOIUOHUPYIOIUX yrpo3 uH(pOpMAIMOHHON Oe3omacHocTu. Kpome Toro, mpejacraBiicHHas WHGOpMAIHS
6yueT TMOJIC3Ha 3KCIepTaM, 3aHMMArOIUMC pa3pa60T1<0171 KOMIUICKCHBIX CUCTEM MOHUTOPUHIA U 06Hapy>1<eHI/Is{
KPI6€pyl"p03, a TAaKXXC MpaKTHUKaM, BHCIAPAONIMM HWHHOBAIMOHHBIC PCIICHUA JId 3alHUThl KOPIIOPATUBHBIX WU
rOCyIapCTBECHHBIX MH()OPMAITHOHHBIX HHPPACTPYKTYP.
ABSTRACT

The article discusses the methodological foundations of training artificial intelligence (Al) models to counter
phishing attacks. Based on the analysis of modern risks associated with generative models (LLM), including
poisoning attacks, injection tips and jailbreaks, the need for an integrated approach to the formation of a training
sample and detector testing (Al Red Team) is justified. The proposed methodological principles cover work with
a representative dataset, the practices of adversarial training, as well as the mechanism for auditing the supply
chain and infrastructure. Special attention is paid to cyber resilience: the role of continuous monitoring, integration
with Security Information and Event Management / Security Orchestration, Automation and Response
(SIEM/SOAR) systems, and retraining for the timely detection of new phishing threats is demonstrated. The
information reflected in the article will be of interest to researchers in the field of artificial intelligence and
cybersecurity, as well as to specialists in applied mathematics seeking to develop and theoretically substantiate
new methodological approaches for training Al models capable of effectively detecting phishing attacks in the
face of constantly evolving threats to information security. In addition, the information provided will be useful to
experts involved in the development of integrated systems for monitoring and detecting cyber threats, as well as
practitioners implementing innovative solutions to protect corporate and government information infrastructures.

KiroueBble cjioBa: I/ICKYCCTBGHHHﬁ HUHTCIIICKT, (1)I/IH.H/IH1“, TCHCPATUBHBIC MOJCIIH, OTPABJICHUC NAaHHBIX,
uHbeKIMA moackazok, Al Red Team, xubGepycTOHYHMBOCTh, MeTOAMKAa OOYYEHHs, TECTHPOBAHHUE,
knbepOe30nacHOCTh

Keywords: artificial intelligence, phishing, generative models, data poisoning, hint injection, Al Red Team,
cyber resilience, learning methodology, testing, cybersecurity

BBe)IeHI/Ie AJITOPUTMOB, TMO3BOJIAIOIINX HE TOJBKO BBIABIATH

OIHUM W3 PacmpOCTPaHEHHBIX BUIOB KUOEpaTak
B LU(POBOM MPOCTPAHCTBE MPOJOIIKAET OCTABATHCS
GUIIMHT, 9TO HOATBEPIKAAIOT DE3YNbTaThl APYTHX
HCCIIEI0BAaHUN [5,6]. DUIIMHAT  HE  TOJIBKO
9BOJIIOLHOHAPYET C TOYKA 3PEHHS] COLHAIBHOTO
MHKHHUPUHTA, HO U MOJy4aeT HOMIUTKY Onaromapst
Pa3BUTHIO TCHEPATHUBHBIX MOJIENEHl HMCKYCCTBEHHOTO
unremmiekta (MW). MaccoBoe BHEApEHHE SI3BIKOBBIX
Mo Ieei (LLM) pacuupseT BO3MOYKHOCTH
37I0YMBINUICHHUKOB, TO3BOJISISE aBTOMATH3UPOBAHHO
CO3/aBaTh WIJIM MEPCOHATM3UPOBATH BPEIOHOCHBIN
KOHTEHT B 00BEMax, HemOCTymHbIX paHee [1].
CriencTBUEM 3TOTO CTAHOBHTCS HOBAsi BOJIHA PHCKOB,
Korga (QHIIMHTOBBIC IHMChMa, BEO-CTPAHHIBI U
COOOIIECHHST B MECCEHKEPAX BBITBIIST MAaKCHMAIIBHO
«ECTECTBEHHO» U HEOTIIMIUMBI OT OE30ITaCHBIX.

IIpobneMaTika  METOIOJIOTHYECKHX  OCHOB
00yueHusI Mojieieil HCKYCCTBEHHOTO HHTEIUICKTa IS

BBIABJICHUA (bl/IHII/IHFOBI)IX aTaKk 3aKJIr4dacTCca B
HCO 6XOI[I/IMOCTI/I CHHTC3a MEXKIUCTUTITIMHAPHBIX
noaxoag0B, O6’I)CJII/IH$[IOHII/IX aHaJIn3 JAHHBIX,

aJanTUBHBIE AaJNTOPUTMBI MAIIMHHOTO OOY4YeHUS U
NPUHIUNB  KUOepOe30macHOCTH, YTO BaXHO B
YCIIOBUSIX TOCTOSIHHO 3BOJIONMOHHUPYIOMINX YTPO3 U

MHOTOMEPHOH  3alIyMJICHHOCTH HWH()OPMAIMOHHBIX
noToKoB. OCHOBHBIM BBI30BOM SIBIISIETCS pa3pabOTKa
METOJIMK, CIIOCOOHBIX  OOecreuuBaTh  BBICOKYIO
YyBCTBUTEIBHOCTh M CHELU(PUYHOCTH OOHAPY>KEHUS
(PUIIMHTOBBIX cXeM npu OJIHOBPEMEHHOM
MUHUMH3HPOBAHUH JIOKHOTIOJIOKHUTEIBHBIX
cpabaTbIBaHUH, 4TO TpeOyer THIATEJIbHOMN

OamaHCHPOBKH MEXAy O0OydJalomuMH BBIOOpKaMH,
HOpMaJM3alueil aHHBIX M NPUMEHEHHMEM METO/0B
cTaTucTHYeckoi Bepuukanuu. Kpome T0ro, BaxKHBIM
ACIIEKTOM SIBJIIETCSI MHTETpalis UHTEPIPETHPYEMBIX

aHOMAJIMM, HO W OOBSCHATH NPHUHATHE PpEIICHUI
MOJENH, YTO HMEET KPUTHYECKOE 3HAYEHHE Ui
MIPAaBOMEPHOTO NMPUMEHEHHS B PEAbHBIX YCIOBUAX H
obecrieyeHnst 1OBEpHs K  aBTOMATH3MPOBAHHBIM
cHCTeMaM 3alUTHI.

Heap craTbM 3aKIOYacTCs B HCCIEIOBAaHUH
METOJIOJIOTHYECKHX ~ OCHOB  IIpoliecca  OOydeHHs
mozeseit MU st BeisiBIeHUsT (DUITMHTOBBIX aTak.

Hayunast HOBM3Ha 3aKJII04aeTCs B IPEAJIOKEHUU
HOBOTO B3MVIAZa Ha Ipolecc OOydeHUs Mopeneit
UCKYCCTBEHHOI'O UHTEJJIEKTa B BBISIBJICHUU
(GUIIMHTOBBIX aTaK, 4YTO JOCTHIHYTO Ha OCHOBE
CHCTEMHOTO aHaJIM3a COBPEMEHHON JIUTEpaTypel U
SMIIMPUYECKUX MAaHHBIX MO crenuduke arak Ha
o0yyarorye KOHBeHepHI.

ABTOpCKasi THNOTE3a OCHOBBIBAETCS Ha TOM, YTO
OpTaHM30BBIBATH Mpolecc 0OyUeHUS U TECTHPOBAHUS
mojeneit UM HeobOxommumo TakuM 00pa3oM, 4YTOOBI
YUUTBHIBAJIMCH  COCTSI3aTeNbHBIC  pUckd  (ataku
OTpAaBIICHHS, MHBEKIMU TOJICKA30K), Onaroaaps demy
TOYHOCTh W YCTOHUYMBOCTH BBLABIICHUS (UIIUHTA B
KOPIIOPATUBHOM  Cpelle COXpaHATCS Jaxe Ipu
YCIOKHEHUU (PUITMHTOBBIX METO/I0B, OCHOBAHHBIX Ha
TEHEPATUBHBIX MOJEISIX.

MeTopmosorueii sBiseTCS MPOBEICHUE aHAIM3A
HCCIIeJOBAaHUM, pa3MEIIEHHBIX B OTKPBITOM JOCTYIIE.

O030p uTEPaTypHI

Ecrm ke  oOparumcss K pesysibraram
HCCIIEJOBAaHUH B 00JIACTH METOJOJIOTHYECKHX OCHOB
00ydeHHs MOJeNeH NCKYCCTBEHHOTO MHTEJIEKTa IS

BBISIBIICHUS (PUIIMHTOBBIX aTax, TO OHH
JEMOHCTPHPYIOT MHOTOACIIEKTHOCTh TPOOJIEMATHKH,
OOBEIUHSSI ~ BOIPOCHI OLICHKHU KHOEpPHCKOB,

obecrieueHnss KHOEPYCTOWIMBOCTH M 3aIUTHI CAMHX
MozeJiel OT lieJieHanpaBJIeHHbIX aTak. B yactHocTH, B
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psaae pa60T ACIaCTCsl aKUOEHT Ha  pasp aboTke
KOMIIJICKCHBIX METOAUK OLICHKH yrpos, rac
TpaaUIIMOHHBIC IOAXO0dbI K aHaJIu3y PUCKOB

WHTETPUPYIOTCSI C MHHOBALMOHHBIMH aJITOPUTMaMH
MamuHHOTrO 00y4enus. Tak, Hamuort /1. E., Unprommu

E. A. [1] nmpoBomar anamm3 KHOEPPHCKOB,
O0YCIIOBJICHHBIX ~ UCIIOJb30BAHUEM TEHEPATHBHOTO
HCKYCCTBEHHOTO  WHTEJUIEKTA,  4YTO  IO3BOJISET
chOpMHUpOBATH  IIEJIOCTHOE  MHPEACTABICHHE O

MOTEHIMAJIBHBIX YTpo3aX W HEOOXOAMMBIX Mepax
3aIUTEL TTomoOHuas npobiaeMaTika HaXOIUT
oTpaxeHue U B uccienosanusx Illepbakosa A. E. [2],
IIc  PAacCMATPUBAKOTCA  TEXHUKH  OOHAPYKCHHUS
AHOMAQJIMH ¥ MPEJOTBPALICHHS Yrpo3 MOCPEICTBOM
MPUMEHECHHUS METO/IOB MAIIIMHHOTO 00YUYCHMUS, a TAKIKE
B pabore PomanueBoit H. W. [3], ananusupyroreit
JIyanbHOCTh TexHosoruid I B olnieHke KUOEppHCKOB.
Metononornueckne TIOAXOIBI, HaIpaBICHHBIE Ha
TIOBEIIIICHIE KHOEPYCTONYMBOCTH WH(POPMAINOHHBIX
CHCTEM, JOMNOJHEHBI mpemiokeHussMu Cy3IanbCcKoro
I. A. [4] u Carias J. F. et al. [9], paspabarsiBaromniux
WHCTPYMEHTHI JJIS CaMOOILICHKH YCTOWYHBOCTH, UTO
MMEeT MPaKTHYCCKOE 3HAYCHUE [UIA OpraHu3anui
pasznuyHoro  macimraba.  OTaenbHOC  BHUMAaHHE
YIEIEHO W OTpacieBbIM OCOOCHHOCTSM  OLCHKU
puckos, rme Duffourc M., Gerke S. [10]
JMEMOHCTPUPYIOT, Kak croernuduka TOH WId HHOM
OTpacii HaKJIAJAbIBACT IOTOJHUTEIbHBIC TPEOOBAHUS K
METOZaM OIIGHKH O€30MacHOCTH, 4YTO BIMSACT Ha
pa3paboTKy cUCTEeM AJIsl OOHAPYKECHHUS (PUIITHHTA.
[NapanmensHO c o0muMu OILICHKaMH
KHOCPPUCKOB, Ipyras  49acTb  HCCIIeJOBaHU
MOCBAIICHA aHAN3Y YSA3BHMOCTEH, XapaKTEePHBIX IS
COBpPEMEHHBIX 3bIKOBBIX Mojeneir (LLM), koropsie
BCE YaIlle MCIOJB3YIOTCS s (DOPMUPOBAHUS CHCTEM
obHapyxeHus MomeHHnueckux arak. Chang Y. et al.
[5] npemnararorT OGIIMPHBIA 0030p CYLIECTBYIOIINX
MeTon10B oneHku LLM, noguepkuBast HE0OX0IUMOCTh
BBIPAOOTKH €IUHBIX METPHUK IS XaPaKTCPUCTHKH HX
3G(GEKTUBHOCTH B  YCIOBHSX pPEAJIbHBIX yIPo3.
Uccnenosanus, nposenernsie XU Z. etal. [7]u Liu Y.

et al. [8], cocpemorouensr Ha crenUpUUIECKUX
Mexanusmax jailbreak-arak wm prompt injection,
JEMOHCTPHUPYS, KaK JaHHble aTakd CIIOCOOHBI

OOXOAWTH 3aINUTHBIC AITOPHTMBI W TEM CaMbIM
CTaBUTH 1o COMHCHUEC HaACXKHOCTh CHUCTEM,
ocHoBaHHBIX Ha LLM. B »aT0ii 0o0nacT 3HAYUMBIN
BKJIa/1 BHeceHbI paboTsr Mudarova R., Namiot D. [14],
MOCBSIILIEHHBIE Pa3paboTKe METO/I0B IPOTUBOACHCTBUS
atrakam prompt injection, a Ttakxe uCCIeIOBaHUSA
Pathmanathan P. et al. [12] u Bowen D. et al. [13],
AQHATM3UPYIOLIMX YIPO3bl OTPABJICHMS JAHHBIX, YTO
OKa3blBaeT KPUTHUYECKOE BIMSHHUE HA MPOLECCHI
OOydYeHHsI M ajanTandu Mopenei. J[OomoNHUTEeNbHO,
Maini P. et al. [15] mnoguumaroT mpoGieMy
HECaHKIMOHUPOBAaHHOTO BBIBOJA HMH(POPMALK U3

06yqa}0nmx BI)I60pOK, 4qTo AKTyaJIbHO JJIA
(bOpMPIpOBaHI/Iﬂ 3alllMIICHHBIX CHCTCM O6Hapy)K€HI/I$I
(1)I/IHII/IHFOBI>IX aTak.

Hakonen,  KOMIUJIEKCHBI  aHalW3  PHUCKOB
TEHEpaTUBHOTO  HWCKYCCTBEHHOTO  MHTEJIEKTa H
BEISBIICHHEC KOHTPOBEPCHH, CBS3aHHBIX C  €r0
MPUMEHEHHEM, TMPEICTABIAIOT Cco00i  OTAenmpHOe

HampasiieHre uccrenosanmnit. Tak, Wach K. et al. [6]
NPOBOJAT OLIGHKY PHUCKOB, BO3HHMKAIOLIMX IIPH
HCIIONB30BAHUM Takux Mogmeneli, kak ChatGPT,
BBIBJISISL CKPBITBIC YSA3BUMOCTH M IOTEHIHAN I
snoynorpebaenuid. Eiras F. et al. [11] nomosustoT 3TOT
aHAIIM3, paccMaTpHBas Kak KPaTKOCPOYHBIC, TaK MU
CpeIHECPOYHBIE BOBMOXHOCTH U YIPO3bI, CBSI3aHHBIE C
open-source renepatusabiM MU, a Slattery P. et al. [16]
NpeAaraloT  CHCTEMAaTH3UPOBAHHYIO TAaKCOHOMUIO
PHCKOB,  KOTOpasi  MO3BOJSET  HHTEIPHPOBATH
pa3po3HEHHBIE NMOAXOABI B €IMHOE MPEACTABICHUE 00
aKTyaJIbHBIX YIp03ax, CBsI3aHHBIX ¢ NpuMeHeHuem MU
B KOHTEKCTe KnOepOe301macHOCTH.

Takxke CTOMT OTMETHTh MCTOYHMK [17], maHHBIC
KOTOpOro pasMmerieHsl Ha caiite allaboutai, koTopsrii
OPUMEHSUICS UL JIEMOHCTpPAIUH  CTATHCTHYECKUX
JaHHBIX 0 pbiHKe MU B chepe kubepOezonacHOCTH.

Taxum o0pasom, aHaIu3 JUTEPaTy P
JEMOHCTPHPYET HaJH9ue JIBYX OCHOBHBIX
HalpaBJCHUI: TepBOoe —  OPHEHTUPOBAHO Ha
pa3paboTKy  METOJOJIOTHYECKUX OCHOB  OLEHKH
KHOCpPUCKOB M OOCCNCYCHUs  YCTOHYHBOCTH
HHOOPMALIMOHHBIX CHCTEM, a BTOPOE — IOCBSIICHO
BBIBJICHUIO CIELH(UYECKUX YSI3BHMOCTSH Mojener
LLM, d9ro HemocpeACTBEHHO BIHSIECT HAa Hale)KHOCTH
CHCTEM OOHapy)XeHHUs (QUINMHTOBBIX atak. [Ipu sTom

BO3HUKAET METOAONOTMYECKHH  Pa3phlB  MEXIY
MaKpOYpPOBHEBOMH OLICHKOM Knoepyrpo3 U
MHKPOMEXaHU3MaMU  3alUThl,  OOYCIOBIECHHBIMHU

0COOEHHOCTSIMH COBPEMEHHBIX MOJICIICH.

1. Puckum u ys3Bumoctu moaeaeii NN B
KOHTEKCTe (puumnra

B HaCTOSIIEee BpeMsI HaOIOIaeTCst
CTPEMUTENBHOE PACIIUPEHUE PHIHKA UCKYCCTBEHHOTO
WHTEIUIEKTa B 00JacTH KHOepOe30MmacHOCTH, dYTO
MTOITBEPKAACTCS KaK MPOTHO3HBIMH pacdéTaM, TaK U
aHATTUTHYCCKUMU HccienoBanusamu. Tak, B 2023 roay
00BEM pBIHKA OIICHUBANCS TpuUMepHO B 24,3 Mipn
nosutapoB, a mo nporHozam k 2030 romy oH Moxer
BeipacTi 0 134 mupna nmostapoB. Takast AuHaMuka
CBUJICTCIILCTBYET O BO3PACTAIONICH 3aBHCHMOCTH
pa3nuuHbiX otpacieit or WM nns  noBblIeHUs
3¢ (GEeKTHBHOCTH 3alUTHI OT KHOEpaTak, ONTUMH3AINA
OpPOIIECCOB  OOHApY)KEHUS YIPO3 M YIIyUIICHHUS
AQHAJTUTUYECKUX BO3MOXXHOCTEH. Ha Puc.1
MPEJCTaBlIicHa IPOTHO3MpyeMas TUHAMHUKA pPOCTa H
BIMSIHAUE WCKYCCTBEHHOTO WHTEIUIEKTa HAa PBIHOK
kubepoesonacHoctu 10 2030 roga [17].
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Fig.1. Projected growth and impact of artificial intelligence on the cybersecurity market by 2030 [17].

CoBpeMeHHbIE CUCTEMbI OOHAPYKEHHS (DUIIIMHTA,
IIOCTPOEHHBIE Ha 6ase alIrOpUTMOB nm,
JIEMOHCTPHPYIOT BBICOKYIO TOYHOCTH B OOHAPYKCHUH
yrpo3, 9TO MOATBEPKACHO wucchaenoBanusamu [1,5].
AHan3 perHOHANbHBIX TCHACHLMN, IPEICTABICHHBIH
Ha pHC.2, OCHOBAaH Ha TUCTOrpaMMe, OTpaKaroIIeH
aKTUBHOCTh 0OCyXaeHus mnpumeneHus WU B

kubepbesonacHoctu B 10 crpanax B nepuoj ¢ 2021 no
2024 ron. JlaHHble nuarpaMMbl MO3BOJIIOT OIICHUTH
pasnuuus B ypOBHE BOBJICUEHHOCTH M MHTEpECa, 4TO
HAMpPSIMYI0 CBS3aHO C Pa3BUTHUEM TEXHOJOTHYECKON
UH(PACTPYKTYPBI M HCCIEIOBATEIBCKOTO MOTEHIIHANA
B KaXXJOM U3 CTpaH.

Top Countries Discussing Al in Cybersecurity (2021-2024):

Regional Analysis Data
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Fig.2. Top Countries Discussing Al in Cybersecurity (2021-2024): Regional Analysis Data [17].

Takum 006pa3oM, puc.2 WILTIOCTPUPYET HE TOJIBKO
KOJIMYECTBCHHBIE II0Ka3aTelu OOCYXKICHUS, HO H
peruoHanbHble  OCOOCHHOCTH  BOBJICYEHHOCTH B
ucnoip3oBanue MU gnst pewieHus  3amad
kubepbOesonacHoctd [17]. HecMoTpss Ha o4eBUIHBIC
MPEUMYIECTBA,  HCIOJb30BAHHE  T'CHEPATHUBHBIX
MoJIeneil, TAKUX KaK COBPEMEHHBIC SI3bIKOBBIC MOJEIH
(LLM), conpoBoxaaeTcs psaoM ysisBumocteid. OmaHoOM
u3 Haubojee ONACHBIX SBIAETCA aTaka METOAOM

«OTpaBIICHUs» OOYYalOIUX JAHHBIX, IPH KOTOPOH
370YMBIIUICHHUKH  LEJICHANpPaBICHHO  BHEIPSIOT
HCKa)XEHHBIE HJIA CKOMIIPOMETUPOBAHHbBIC TPUMEPHI B
oOyyaromryto BEIOOPKY. DTO NPUBOAUT K yXY/IICHUIO
KauyecTBa MOJENH M YBEIUYHBAeT BEPOSTHOCTh
omnbOK  mpH  KilaccupuKauMuM  (PUIIMHTOBBIX
coobmennid wmu cceutok [12,13]. B npanpHeiimem
OyZyT pacCMOTPEHBI OCHOBHBIE BHIBI YIpo3 U
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CIEHapHM aTaK, CBsS3aHHBIE C
NOAOOHBIX YSI3BUMOCTEH:

eMaccoBplii «Tuxuit» caborax. B saTom cmyuae
MOIU(HUIIHPOBAHHBIE JaAHHBIC BKPAIUIAIOTCS
HE3aMETHO, 4YTOOBI HE BBI3BATH PE3KOTO CKadka
ommuOOK Ha 3Tame o0y4deHHs. B wrTore Ha TECTOBBIX
BBIOOpKAX pe3ysIbTaT MOKET Ka3aThCsl KOPPEKTHBIM, HO
B pPEaTbHOW OKCIUTyaTallii aJrOpPHTM HAaYyMHAET
«IIPOITYCKATh» OT/AENbHBIE BUBI (PUIINHIOBBIX aTaK.

elleneHanpaBieHHass BCTaBKa «3aJHEN JBEpU»
(backdoor). 310yMBbIIIEHHUKH HOOABIISIOT B BEIOOPKY
OpEMEpPBl ¢ OCOOBIMH ~ Mapkepamu  (Hampumep,
cnenn(UIeCKUMH  CIIOBaMH,  CHMBOJIAMH WA
CTPYKTypaMHu KoHTeHTa). Korma Takas curHarypa
MOABISICTC B pealbHOM (UIIMHTOBOM TIHICHEME,
MOJIeNIb TIepecTaéT KOPPEKTHO pAacIllo3HAaBATH AaTaKy
[7.8].

OcoOcHHO ys3BUMBI K MOMOOHBIM  aTrakaM
HEeWpOHHBIE cetn Ha OCHOBE OO0JIBIINX
MapaMeTPUUYECKUX IPOCTPAHCTB, MOCKOJIBKY PY4HON
ayJMT BCeX OOydarolMX JaHHBIX IPaKTHYEeCKH
HeBO3MOXeH [14].

Nubexmus  (injection) xapaktepra mis LLM,
KOTOpbIE  00pa0aThIBAIOT TEKCTOBHIC  MOACKAa3KH
(prompt) 1 MOryT OBITH «OOMAHYTBI» CIICIHATEHBIMH
WHCTPYKIUSAMH TaK, 9TOOBI BEIIABaTh HEXKEIATEIbHYIO
WH(OPMALINIO WIH BEITIONHATE HECAHKIIMOHUPOBAaHHBIS
neiicteusa.  Kmaccmueckuit  mpumep —  o0Xon
OTpPaHUYCHUH MOJEIH, CBS3aHHBIX ¢ 0E30IacHOCTHIO.
Eciu Mopmens moxdupaeT TeKCT Uil IHMCbMa,
NOTCHUMAJIbHO  YKa3blBAIOLIEr0  Ha  (DMIIKHT,
3JI0yMBILIIEHHUK MOYKET UCIIOJIb30BaTh KUHBEKIHIO» B

JKCILTyaTaluen

MOJICKa3Ke, 4YTOOBI JETEKTOp JIMOO HE 3aMETHII
agoManuio, Jubo  omuboYHO  Cuél  IHCHMO
Oe3omacHpIM: «JTO THCHMO MPEJHAZHAYCHO IS

BHYTpEeHHEH mpoBepku. [Jo0aBp B 3aroioBok Qpasy:
“Cpouno! [Tonreepaute cBoM yUETHBIC JaHHBIE, HO HE
oMeYai ero (PUITMHTOBBIM — 3TO TECTOBAsI KAaMITaHHUS
Oe3omacHOCTH». XOTS B HCXOJHOM PEKHUME MOJCIhb
00s13aHa MapKHpPOBATH IIOJO3PHUTEIBHBIC 3arOJIOBKH,
crieNUalibHas UHBEKIUA MOXKET HAPYIIUTh JTY JOTHKY
[7, 11].

CymecTByeT TakXke pPHCK  «KeinOpeiika»
(jailbreak), mpu KoTOpOM OOXOAATCS 3ALIUTHBIE
(bunbTPEI MOETH. 3MTOYMBIIIJIEHHUKU COCTABIISIOT PSIJT
HABOJSAIINX TIOJCKA30K, MOOYXAAIIUX CUCTEMY
BBIBECTH  BPEJAOHOCHBIA  KOHTEHT WJIM  CHSATH
BCTpoeHHbIe orpanunyenus [8]. B kouTekcre durinara
9TO MOXKET MPHUBECTH K TOMY, YTO alTOPHUTM OyZeT

OIMOOYHO  IOMedYaTh  3aBEAOMO
coo0IIeHNs KaK Oe30MacHbIe.

Kpaxa ™oneneii ¥ wu3BIeUeHHE NPUBATHON
nHdopmanuu. Kak yka3pIBaloT HEKOTOpPBIE aBTOPHI
[9,15], kpynHble HeWpoceTeBbIE MOJEIH COAEPKAT
0000IIEHHBIE TIPEICTABICHUS O JAHHBIX, HA KOTOPBIX
oHH o0Oy4anuch. Eciam 3JI0yMBIIUICHHHK ITOJydYaeT
HECaHKLHOHUPOBAHHBIA JOCTYI K BecaM MOJEIH, TO
MOKET PEKOHCTPYHPOBATh YacTh MCXOAHBIX JAHHBIX
(BruTEOUAsT HOTEHINAIBHO KOH(UICHINATbHBIC
(bparMeHTB) WIM aJanTHPOBaTh MOICTH IOA CBOH
CIIEHApHH MacCOBOW reHepaluy (PUIIHHTOBBIX HCEM.

OcoOblii  pPUCK BO3HMKAET TIPH HHBEPCHOM
MIPOEKTUPOBAHUH (model extraction).
37M0yMBINUICHHUKH, HE WMes NpsSMOTo JOCTyna K
JIAHHBIM, TIBITAIOTCSl, MHOTOKPATHO B3aHMOJICHCTBYS C
MOJIETIBIO-«JIETEKTOPOM», «BBIYUHUTH» €€ BHYTpPEHHHE
napaMeTphl 1 HOCTPOUTD UX NPUOIM3HTEIbHBII aHATIOT
[13]. [Mamee Takas CKOMIPOMETHPOBAHHAS KOIIHSI
MOXKET HCIIOJIb30BAThCA [T OUCKA OOXOIHBIX IyTeH
B MexaHum3Max ¢uibTpaumu. B codeTaHMHm ¢
OTKPBITHIMH HCTOYHUKAMH JAHHBIX 3JI0YMBILUICHHHKA
MOTYT COOHMpaTh CBEJIEHHS O TOM, Kakue (passl,
TEPMHUHBl WM CCBUIKM 4Yalle BCEro BBI3BIBAIOT
«IOJO3peHus’» y  gAerekropoB. Jlamee  araka
MOAUGUIMPYETCSI TaK, YTOOBI H30€KaTh TPUTTEPOB, HA
KOTOpBIE OPUEHTHPOBAHBI AJITOPUTMBI OOHAPYKEHUS.

[TpumepoM MOXKeT CIyXHUTh MOAOOpP KOHTEHTA!
MOZENb coOHpaeT HMHQPOPMALMIO O JKepTBE H3
COLIMANIBHBIX CEeTeH M T'eHepUpYeT HMHAWBHIYaJbHOES
MHCHMO «OT JInIa» e€ 3HakoMbIX. Ecin cuctema MU He
VYUTBIBACT CIOKHBIC IOBEJCHYCCKHE MPH3HAKH
(Bpemst otnpaBky, IP-anpeca, KOHTEKCT HCTOPHYECKHX
MEPETICOK), €CTh BBICOKHH LIAHC KIPOCKATb3bIBAHHSI»
takoro coobmienus [6]. IlpoGmema yCIoKHSIETCH,
Korga pedb HAET o MHoroctymeHuaTsix APl wmmm
IUTaTMHAX, PaCIIHPSIOMHUX Bo3MoxHOCTH LLM. JTro6as
Opells Ha OJHOM W3 JTamoB (HampuMmep, MPOKCH,
00pabaThIBAIOIINA  BXOAHBIC  JaHHBIE)  MOXKET
CKOMIIPOMETHPOBATH BCIO CHCTEMY .

He wMenee omaceH ¢(akTop HENpo3pavyHOCTH
TeHePUPYEMbIX JaHHBIX: eClM o0yyarommas BeIOOpKa
COCTOUT M3 (parMeHTOB, COOpaHHBIX 0e3 YETKOTO
KOHTPOJISI UCTOYHHKOB, BO3PACTACT PHCK HOSIBICHHSA

(UIIMHTOBBIE

«CIy4afHOTO»  TOKCHYHOTO WM  (DUIITMHTOBOTO
naTTepHa, KOTOPBIA alrOpuUTM HHTEPIPETHPYET Kak
HopMmy [16].

Huxe B T1abmmume 1 OynyT mnpeacTraBieHb

OCHOBHBIE BUJIbI aTak U ys3BuMoctei M1 moneneii npu
BBISIBIICHUN (DUILIMHTA.
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Tabmuma 1

OcHoBHbIE BUABI aTak U ysa3sumocteii MU moneeit npu BeisiBiennu ¢ummunra [4, 7, 8, 12, 13, 15].

Table 1

The main types of attacks and vulnerabilities of Almodels in phishing detection [4, 7, 8, 12, 13, 15].

Bug ataku / YA3BUMOCTH KpaTKoe OIIMCAaHUC

HpHMep MOCICACTBUM IS JACTCKTOpa

OtpasneHue N
370yMBIIUICHHUK BCTpaWBaeT HEBEpHbBIE | Mojelb He pacno3Haér
oOyyarommx JaHHBIX i
L IpuMeps! B HaOOp [UIst 00yueHHMs oIpeAenEHHbIe BUIBI (DUIITMHTA
(poisoning)
CnenmanbHO cocTaBileHHast TekcroBas | Cuctema IIOMeYaeT 3aBEIOMO
Nubekmus MOJCKa30K .
(prompt injection) monckaska 3actaBmier LLM HeBepHO | (GUIIMHTOBBIN KOHTEHT KaK
KJIACCH(HUITUPOBATH COOOIICHNE «0e301acHBIN
. . Ilens — CcHATH BCTPOCHHBIE 3ampeTsl | DuIbTpHI 6e3omacHOCTH
«JxernOpeikm» . N
(jailbreak) MOJENM WM O0OMTH  (UIBTPBL, | OTKIIOYAIOTCS, W BPEIOHOCHBIH

MaHUITYJIUPYS TOACKa3KaMH

KOHTEHT MPOXOJUT 0€3 OJOKHPOBKH

Kpaxxa momemn (model | V3Bnedenne

extraction)

BECOB MM HapaMeTpoB
MOJIENH yTEM MHOTOKPATHBIX 3aIIPOCOB

ATtakyroumuit co3maeT KOITHIO
JIETeKTOpa W HWIIET YS3BUMOCTH IS
obxona ¢puibTpa

Hcnoap3oBanue
BO3MOXKHOCTEH  JJIs
MIPaBAOIOIO00HBIX ITHCEM

I'eHepaius «HATUBHOTOY»
¢ummunra Ha 6a3ze LLM

TeHEPaTUBHBIX
(dbopMupoBaHus

Apanranus TeKCTa 1moJi KOHKPETHOTO
MOJTyYaTesis, BBICOKAs BEPOSITHOCTh
00x0/1a 6a30BBIX CHTHATYD

VA3BUMOCTH  LIEMIOYKHU

nocTtaBok (supply chain) 5e30MACHOCTH

CropoHHUE OHOIMOTEKH, KOMITOHCHTHI
WIK TJIATHHBI MOTYT COZEp)KaTh Operin

Ecaim  mymaruHel  HE  OOHOBIICHBI,
3JIOYMBINIJICHHUK IMOJYYa€T JOCTYII K
BHyTpeHHeMy API nerekropa

Henpo3zpauHocTs

JAaHHBIX IIPpH O6y‘I€HI/II/I JaHHBIX U MCTAaJaHHBIX

OTcyTcTBHE KOHTPOJIA MPOHCXOXKACHUSL

Cnyuaiinoe «HACAXKIECHUE)»
TOKCHYHBIX O0pa3IoB, CHIKAIOIINX
Haa&KHOCTh KJIACCH(DUKAIIMH

Jdnst opranmzanuid, rne (QUIIMHT HampsMYyIo
yTpo’kaeT akTHBaM (OaHKOBCKHE CUETA, IEPCOHATBHBIC
JaHHBIC), YCIICIIHAs araka Ha JAETEKTOP MOXET
NPUBECTH HE TONBKO K YTEYKE MJaHHBIX, HO U K
«KacKaJTHOMY» BBIXOJly U3 CTPOSI CBI3aHHBIX CEPBHCOB,
MOCKOJIBKY HapyIlaeTcs MPUHIUI CBOEBPEMEHHOIO
00OHapyKeHUS U OJOKUPOBKH.

YroOb1 MIPOTUBOCTOATh 3TUM pHUCKaMm,
HEOOXOJMMO COYETaTh TEXHOJOTHYECKHE (3alUTHBIC
MEXaHW3Mbl B OOydJawIiieM KOHBeHepe, MNpoBepKa
IUIarMHOB, MyJIbTUMO/IaIbHbIE MOJIXOBI K
Kilaccuukanuu) W OpraHM3alMOHHBIE  MEpbI
(perymsaproe Al Red Team TtectupoBaHme, ayIauThI
LENOYKH II0CTaBOK, CEPTU(UKANUS HCHOIB3YyEeMbIX
OMOIHOTEK).

Takum oOpa3oMm, B KOHTEKCTe (UIIMHra
ysa3BuMmoctu MHM-cucteM He OrpaHU4YUBAIOTCS TOJIBKO
TEXHUYECKUMHU nedexramu anropuT™Ma
kiaccudukanuu. ['eHepaTuBHBIE MOJIENIM MOTYT OBIThH

UCTIONB30BAHBI JJISI YCHJICHHUS aTak, a caMH MOJICIH
JETeKTHUPOBAaHMS — CKOMIIPOMETHPOBAHBI depe3
OTpaBJICHHE [aHHBIX, KPaXXy BECOB WM HHBEKINH
MOJICKa30K. OJTH YTrpo3bl TPeOYIOT CIEHHaIbHBIX
METOJOJIOTHYECKUX pEelIeHHH npu o0ydYeHHH U
TECTUPOBAaHHH, O YEM IOApoOHee MOWAET pedb B
CIIEIYIOLIEM pa3Jiene.

2. MeToo10ruyeckne NoAXoAb! K 00y4eHH o
TECTHPOBAHWIO  MoJejdeil 1  BbISIBJEHUs
(pMIIMHIOBBIX aTaK

O¢ddexTuBHOEC TIPOTHBOACHCTBHE (HUIIMHTOBBIM
aTakaM Ha OCHOBE MCKycCTBEHHOro mHTemtekrta (M)
TpeOyeT KOMIIEKCHOH METOMOJIOTHH, yYUTHIBAIOIIEH
HE TOJIBKO XapaKTep AAHHBIX (TEKCTHI, METa/JlaHHBIE,
TEXHUYECKUE aTpUOYTHI), HO M OCOOCHHOCTH YTpO3,
CBSI3aHHBIX C TreHepaTuBHbIMH Mozeismu  (Large
Language Models, LLM) u coctszarenbubiMu. Huke B
pUCyHKE 3 pacCMOTpPEeHbl IIark TMOCTPOCHUS U
TECTUPOBAHHS CHCTEM BBISIBICHHS (DUILIMHTA.
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7

Br100op apXuTeKTyphI 1
dbopmupoBanue oOy4Jaromei
BBEIOODKH

~\

[IpoTuBoAeiicTBUE
COCTA3aTeIbHBIM aTaKkaM Ha dTalle
00yueHust

Opranuzanus mnpoiiecca
tectupoBanus (Al Red Team u
ayIuThI)

KoHTtposb MeTpuk KadecTBa U
aJlanTUBHOE IepeodydeHue

WHTerpauus B KOpIOpaTuBHYIO

UHPPACTPYKTYpy
KHOEpYyCTONYNBOCTH

Puc.3. Hlaeu nocmpoenus u mecmuposanus cucmem sviasienus guuiunea [1, 4]
Fig.3. Steps of building and testing phishing detection systems [1, 4]

[lpencraBneHHbId  PUCYHOK  JIEMOHCTPUPYET
HOCIICZIOBATEIFHOCTD ITAIOoB, HayHMHas c
(hopMupoBaHus 00ydJarOmMNX BHIOOPOK M 3aKaHIUBAs
oreHKo# 3¢ dhexTuBHOCTH MoaenH. [Ipr 3TOM BayKHBIM
SIBJISIETCS HAJIMUME YETKO MPOMMCAHHBIX PErjaMeHTOB,
HarpuMmep, MEePUOAMYECKOr0 TepecMOTpa MOJIENU

Kaxaple 24 gaca wid mocie (GUKCHPOBAHHOTO YHCIIA
OOHapyXEHHBIX aTak. Takue Mepbl CHOCOOCTBYIOT
MOBBIIICHUIO OOILIEr0 YPOBHS KHOEPYCTOWYMBOCTH
cucrembl. Jlamee B Tabmuie 2 moapoOHO oOImKcaHa
cXeMa METOOJIOTHH OOY4YeHHUST H TECTHPOBAHUS
JeTeKTOopoB ¢ummHra Ha ocHope NU.

Tabnuia 2

CxeMa MeTO/10J10rMH 00y4YeHHUs M TECTHPOBAaHMS eTeKTOPOB (pumuHra Ha ocnose U [2, 3, 10].

Table 2

Scheme of methodology for training and testing phishing detectors based on Al [2, 3, 10].

Oran OcHoBHbI€ AeiCTBUS Lens [Ipumep McnoNb3yeMbIX METOJIOB
- CO0p TEKCTOB NHcEM
1 CETEeBBIX
MeTalaHHBIX
- Ouucrka u O0ecreunTh TOCTOBEPHYIO,
1. ®opmupoBanue Npe/IBApUTEIIbHAS Pperpe3eHTATUBHY IO Whitelisting, blacklisting,
BBIOOPKH pa3MeTKa JaHHBIX 00y4aroriyto BEIOOPKY 0e3 AKCTIEPTHASI aHHOTAITUS
- OrcenBanue «OTPaBJICHUSDY
TI0/I03PUTEINIBHBIX U
HCKaKEHHBIX
00pa3ioB
- O0y4eHre MOJIETIH C
BKJTFOUCHHEM
2. Oby4enue adversarial training N
IToBBICHTB YCTOIYNBOCTB K . .
(obpaboTka - Perymsipuzanust Meron adversarial training,
COCTA3aTENBHBIX (dropout, L2) ATAKYIOUIIM MO KM TecThpoBanue trust scores
TEKCTOB, CCBUIOK U IIPOYETO
JIaHHBIX) - IIpoBepka MeTpHK Ha
«TOKCHYHBIX)
rpuMepax
3. Al Red Team - OMyssiwst peabHbIX | OOHapyXWTh (pakTHUecKHe Crenapusiii mogaxon (OWASP),
TECTHPOBAHHUE (hMITHHTOBBIX YSI3BUMOCTH, IIPOBEPHUTH reHepanysi BPeIOHOCHBIX
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KaMITaHUH 00x011 pUIBTPOB U HpHMEPOB
- UcnonkzoBanue KOHBeliepa
HWHBEKLMI MOJCKA30K
1 «DKenOpeiikoB»
- Ouenka FN u nip.
METPHK
- AHanmM3 CTOPOHHUX
OHOOTEK 1
Hckimouutsb puckw,
TUIATMHOB . .
4. AyauT LEnouKu CBSI3aHHBIE C Supply chain audits,
- [IpoBepka BeHIOpOB N N
TIOCTaBOK H HETIPO3PavHOCTHIO CTATUYCCKHI/ IMTHAMIIECKUMA
uappac TYpPBI Ha COOTBETCTBHE KOMIIOHEHTOB H aHAII3 Kozia
PacIpyie CTaHZApTaM .
YSI3BUMOCTSIMHU B KOHBeHepe
- IMuTarms oTka3oB 1
cboeB
- [IpoBepka ToyHOCTH,
MOJTHOTHI, adversarial [NomnepXUBaTh BHICOKYIO
5. Banupanys u robustness TOYHOCTb U aKTyaJIbHOCTh Online learning,
ANl TUBHOE - UnTerpanys B JICTEKTOpa B OBICTPO PETPOCTICKTHBHBIN aHAIN3
niepeoOydeHue SIEM/SOAR MCHSIFOIIICHCS (PUIITMHT OBO MHIMJICHTOB
- Perymsiproe cpene
OOHOBJICHIE MOZCITI
Takum oOpa3oM, MeTomoyorust OOyYeHUs H  HUCIONB3YeMBIX ~ OHMONHMOTEK W KOMIIOHCHTOB,

TECTHPOBAHHUS CHUCTEM JECTCKTUPOBAHUS (HHUIINHIA,
0a3UpYIOIMXCAd HAa HCKYCCTBCHHOM HHTCIUICKTE,
CTPOHTCS Ha COBOKYHHOCTH Mep: OT (popMHpOBaHHMS
YHUCTOro OOyuatomero Hadbopa u meronoB adversarial
training 10 KOMIUIEKCHOTO ayIUTa LEMOYKH IOCTaBOK.
Tonbko mnpu COONMIONCHUM BCEX IEPEUHCIICHHBIX
ATallOB  BO3MOXHO  OOECHEYUTh  HAJEKHOE U
ycToW4nBOE MPOTUBOCTOSIHHE COBPEMEHHBIM
(PUIIMHTOBBIM yrpo3aM, YCHUJIEHHBIM Te€HEPaTHBHBIMHU
MOJCIISIMH.
3aki0ueHne

CoBpeMeHHBIC (DUINMHTOBBIC aTaKW CTaHOBATCS
Oonmee  CIOKHBIMH  OJjaromapsi — MCIOJB30BaHUIO
rerepatuBHBIX Moxenei (LLM), koTopbeie crocoOHBI
«MacKUpOBaTh»  BPEOOHOCHBII ~ KOHTEHT  IIOJ
0e3omacHy0 JIETIOBYIO W JTUYIHYIO
koppecnonaeHyo. [IpoananusupoBaHHeie B pabore
PHCKH — TaKHe KaK OTpaBJIeHHE O0ydaroliX JaHHbIX,
WHBEKIUU TOJCKA30K, «KEHITOpedkm» H Kpaxa
JIAHHBIX MOJIeJIed — IMOJTBEPIKAAIOT, YTO 3allHuTa Ha
YpOBHE JIMIIb  KJIACCHYECKHX aHTH(HUIINHIOBBIX
CPEICTB YK€ He SBISIETCS TOCTaTOYHOM.

B xoHTeKCcTe 00CY)KIEHHBIX YIpo3 MpPeIararTcs
CIIEYIOIIHE METOIOJIOTHYESCKUE PeIICHHS:

1.KonTpois o0yJaromux JTAaHHBIX. Honst
NPEIOTBPAIICHUS OTPABJICHHS HEOOXOAUMO KECTKOE
pasrpaHM4YeHUE  JIOBEPEHHBIX W  IMOTEHIHMAIBLHO
CKOMIIPOMETHPOBAHHBIX ~ WCTOYHHMKOB,  BKJIOYas
PYUHYIO BATUJIAIMIO «TPAHUYHBIX)» [IPUMEPOB.

2.Adversarial  training W peryispu3anus.
WrepaTnBHas pabota c BpakaeOHO
MOTUGHUIMPOBAHHBIME ~ 00pa3maMu  obecrieunBaeT

YCTOWYMBOCTH MOJIEINei K Oosiee TOHKUM (hopMaM aTax.

3.Al Red Team-mpaktuka. IlocrosHHOE
TECTHUPOBAaHUE, MMUTHPYIOLIEE peallbHble CLEHApUU
¢umMHrOBBIX ~ aTak  (BKJIIOYas ~ I'eHEpaTHBHBIC
MEXaHW3MBl M 00XOJ BCTPOCHHBIX  (DUIIBTPOB),
MIOMOT'aeT BBISBIISITH «YS3BUMBIE MECTa» B QJITOPUTMAX.

4. AynnT TENOYKH IOCTaBOK M HMHTETpamus C
KnOepyCcToHInBOH HHPPACTPYKTYPOH. Ananms

CBOEBPEMEHHOE OOHOBJICHHE M MPOBEPKA CEPBHCOB, a
takke cBsa3ka ¢ SIEM/SOAR moBeImaroT oO0IIHii
YPOBEHb 3aIINUTHI OM3HECA.

5.AnantuBHoe mepeoOyuyeHHEe M MOHHUTOPHHT.
PabGota Mozmenu He MOXET OCTaBaThCs CTaTUYHOM:
HOBBIE TIpHEeMBbl (QUIIMHTa TPeOYIOT TMOKOW OHJIAiH-
NIEPEOLICHKH e€ MapaMeTpOB U MPOBEPKH aKTyalbHOCTH

MIPU3HAKOB.

Takum  oOpa3oM, KOMIUIEKCHOE cOYeTaHHe
MIEPEUUCICHHBIX ~ Mep  (OpMHPYEeT  LEIOCTHBIH,
MHOTOYPOBHEBBIH ~ TOAXOA K  OOydYeHHIO |

9KCIUTyaTallid CHUCTeM OOHapy>KeHHs (QHIIMHTA Ha
6a3e MCKyCCTBEHHOTO MHTeIUIeKTa. C OJTHOM CTOPOHBI,
9TO IOBBIIIAET TOYHOCTh U YCTOMYMBOCTH BBISIBIICHUS
BPEJOHOCHBIX MHCEM, a C JPyrod — CII0COOCTBYeET
obrreit KHOEPYyCTOWIHMBOCTH OpraHu3aIHiA.
IlepcriekTuBbl JanbHEHIIMX HCCIEIOBAHUM JIeKaT B
obnactu cosepuieHcTBoBanus Explainable Al (XAl),
yriryOneHus KoJIabopaTUBHBIX M (heIepaTUBHBIX CXEM

oOyuennss u Oojee TECHOH  MHTETpallud  C
TIPOMBIIIUICHHBIMHU CTaH/AapTaMu ayaura u
cepruduranuu cuctem UN.
Jluteparypa
1.Hamwort J. E., Unpromms E. A. O xubeppuckax
TeHePaTHBHOTO HckyccTBeHHOTO Wurennexra
/linternational  Journal of Open Information

Technologies. — 2024. — T. 12. — Ne. 10. — C. 109-119.

2.1llepbakoB A. E. MccrnenoBanue mnpuMeHEHHs
HCKYCCTBEHHOTO MHTEJUIEKTa U MAIIMHHOTO 00y4YeHHUs
B obnacTu knbepOe30macHOCTH: TEXHUKHU
OOHapyXeHHsT aHOMaJHMH W TMPEJOTBPAILEHUS YIpo3
//Becthuk Hayku. — 2023. — T. 1. — Ne. 7 (64). — C. 151~
156.

3.PomanueBa H. WM. [lyanbHOCTH TEXHOJOTHI
HCKYCCTBEHHOTO MHTEJIEKTa IIPU OLIEHKE PHCKOB
knbepOesonacHocT //@yHaaMeHTaNbHbIE MPOOIIEMBI
nHpopManmoHHON  0e30macHOCTH B YCIIOBHAX
uudposoit Tpanchopmaruu. — 2020. — C. 51-57.



52 Espasutickuti Coto3 YueHbix. Cepus: mexHU4eckue U (usuko-mamemamuyeckue Hayku. # 2(127), 2025

4.Cy3nansckuit . A. Ouenka
kubepycrounBocT MHQ. HUHOOPACTPYKTYpHl Ha
OCHOBE MHTEJUIEKTYalbHBIX TEXHOJIOTUH
//VH>XKUHUPUHT ~ TPEANpHATHH M yIpaBJICHHE

sHanussmu. — C. 330 -336.

5.Chang Y. et al. A survey on evaluation of large
language models //ACM transactions on intelligent
systems and technology. — 2024. — T. 15. — Ne. 3. — C.
1-45.

6.Wach K. et al. The dark side of generative
artificial intelligence: A critical analysis of
controversies and risks of ChatGPT //Entrepreneurial
Business and Economics Review. —2023. — T. 11. — Ne,
2.—C.7-30.

7.Xu Z. et al. A comprehensive study of jailbreak
attack versus defense for large language models //arXiv
preprint arXiv:2402.13457. — 2024. — C.1-18.

8.Liu Y. et al. Prompt Injection attack against
LLM-integrated  Applications  //arXiv  preprint
arXiv:2306.05499. — 2023. — C.1-18.

9.Carias J. F. et al. Cyber resilience self-
assessment tool (CR-SAT) for SMEs //IEEE Access. —
2021.-T.9.-C. 80741-80762.

10.Duffourc M., Gerke S. Generative Al in health
care and liability risks for physicians and safety
concerns for patients //Jama. — 2023. — T. 330. — Ne. 4.
—C.313-314.

11.Eiras F. et al. Near to mid-term risks and
opportunities of open-source generative Al //arXiv
preprint arXiv:2404.17047. — 2024. — C.1-23.

12.Pathmanathan P. et al. Is poisoning a real threat
to LLM alignment? Maybe more so than you think
[larXiv preprint arXiv:2406.12091. — 2024. — C.1-19.

13.Bowen D. et al. Data Poisoning in LLMs:
Jailbreak-Tuning and Scaling Laws //arXiv preprint
arXiv:2408.02946. — 2024. — C.1-31

14.Mudarova R., Namiot D. Countering Prompt
Injection attacks on large language models
/linternational ~ Journal of Open Information
Technologies. — 2024. — T. 12. — Ne. 5. — C. 39-48.

15.Maini P. et al. LLM Dataset Inference: Did you
train on my dataset? //Advances in Neural Information
Processing Systems. — 2024. — T. 37. — C. 124069-
124092.

16.Slattery P. et al. The ai risk repository: A
comprehensive meta-review, database, and taxonomy
of risks from artificial intelligence //arXiv preprint
arXiv:2408.12622. — 2024. — C.1-20.

17.33+ Al Statistics in Cybersecurity for 2025 .
[DnexTponHbIit pecypc] Pexxum
nocryna:https://www.allaboutai.com/resources/ai-
statistics/cybersecurity/ (mara obpareHus:
05.04.2025).

References

1.Namiot D. E., llyushin E. A. On the cyber risks
of generative Artificial Intelligence //International
Journal of Open Information Technologies. — 2024. —
Vol. 12 (10). — pp. 109-119.

2.Shcherbakov A. E. Research on the use of
artificial intelligence and machine learning in the field

of cybersecurity: techniques for detecting anomalies
and preventing threats //Bulletin of Science. — 2023. —
Vol. 7 (64). — pp. 151-156.

3.Romancheva N. I. The duality of artificial
intelligence technologies in assessing cybersecurity
risks //[Fundamental problems of information security
in the context of digital transformation. 2020. - pp. 51-
57.

4.Suzdalskiy D. A. Assessment of cyber resilience
of information infrastructure based on intelligent
technologies //Enterprise engineering and knowledge
management. - pp. 330-336.

5.Chang Y. et al. A survey on evaluation of large
language models //ACM transactions on intelligent
systems and technology. — 2024. — Vol. 15 (3). — pp. 1-
45.

6.Wach K. et al. The dark side of generative
artificial intelligence: A critical analysis of
controversies and risks of ChatGPT //Entrepreneurial
Business and Economics Review. — 2023. —Vol. 11 (2)
—pp. 7-30.

7.Xu Z. et al. A comprehensive study of jailbreak
attack versus defense for large language models //arXiv
preprint arXiv:2402.13457. — 2024. — pp.1-18.

8.Liu Y. et al. Prompt Injection attack against
LLM-integrated  Applications  //arXiv  preprint
arXiv:2306.05499. — 2023. — pp.1-18.

9.Carias J. F. et al. Cyber resilience self-
assessment tool (CR-SAT) for SMEs //IEEE Access. —
2021.—-Vol. 9. — pp. 80741-80762.

10.Duffourc M., Gerke S. Generative Al in health
care and liability risks for physicians and safety
concerns for patients //Jama. — 2023. — Vol. 330 (4). -
pp. 313-314.

11.Eiras F. et al. Near to mid-term risks and
opportunities of open-source generative Al //arXiv
preprint arXiv:2404.17047. — 2024. — pp.1-23.

12.Pathmanathan P. et al. Is poisoning a real threat
to LLM alignment? Maybe more so than you think
larXiv preprint arXiv:2406.12091. — 2024. — pp.1-19.

13.Bowen D. et al. Data Poisoning in LLMs:
Jailbreak-Tuning and Scaling Laws //arXiv preprint
arXiv:2408.02946. — 2024. — pp.1-31

14.Mudarova R., Namiot D. Countering Prompt
Injection attacks on large language models
/linternational  Journal of Open Information
Technologies. — 2024. — Vol. 12 (5). — pp. 39-48.

15.Maini P. et al. LLM Dataset Inference: Did you
train on my dataset? //Advances in Neural Information
Processing Systems. — 2024. — Vol. 37. — pp. 124069-
124092.

16.Slattery P. et al. The ai risk repository: A
comprehensive meta-review, database, and taxonomy
of risks from artificial intelligence //arXiv preprint
arXiv:2408.12622. — 2024. — pp.1-20.

17.33+ Al Statistics in Cybersecurity for 2025 .
[Electronic resource] Access
mode:https://www.allaboutyou.com/resources/aistatist
ics/cybersecurity / (date of access: 04/05/2025).


https://www.allaboutai.com/resources/ai-statistics/cybersecurity/
https://www.allaboutai.com/resources/ai-statistics/cybersecurity/

Eepasutickuti Coro3 YueHbix. Cepus. mexHuUdYeckue u gpuauko-mamemamuyeckue Hayku. # 2(127), 2025 53

VK 621.396.67

MNPOEKTUPOBAHMUME PA3BEJABIBATEJIBHOI'O IPUEMHUKA JUAITA3OHA YACTOT 1,5-
30 MI'Il AJ151 YYEBHOM JIABOPATOPHUM C UCITIOJIb30BAHUEM SDR TEXHOJIOTUH

Hzyen Ban Xaii

x.m.n, Texnuuecxuti ynugepcumem um. Jle Kyii [{ona,
Bvemnam

Hzyen Tven Txaii

x.m.n, Texnuuecxuti ynugepcumem um. Jle Kyii [{ona,
Bvemnam

Hzyen Tven Tain

k.m.H, Texnuueckuti ynusepcumem um. Jle Kyii /{ona,
Bvemnam

DESIGN OF A RECONNAISSANCE RECEIVER IN THE FREQUENCY RANGE OF 1.5-30 MHZ FOR
A TRAINING LABORATORY USING SDR TECHNOLOGY

Ph.D. Nguyen Van Hai,

Le Quy Don Technical University,
Vietnam

Ph.D. Nguyen Tien Thai,

Le Quy Don Technical University,
Vietnam

Ph.D. Nguyen Tien Tali,

Le Quy Don Technical University,
Vietnam

AHHOTAIUA
SDR-npueMHUKH, HCCIIOJIbYEMbIE B YYEOHBIX J1labOpaTopHsiX, IO3BOJIIIOT CTYJEHTaM JIETKO CO3JaTh
IOJIE3HBIE U IIPAKTUYHBIE MOJENIN Pa3BEbIBATEIbHBIX IPUEMHUKOB, a TAK)KE [IOMEHATh UX CTPYKTYpy. B nanHOMi
CTaTh€ ONMCBHIBACTCS CTPYKTYpa pa3BeIbIBATEILHOIO INpHEMHHKA uana3oHa dacToT 1,5-30 MI'm Ha Oaze

BladeRFxA4 ¢ mporpaMMHO#i KOH(UTypaIUei.

ABSTRACT
SDR receivers used in educational laboratories allow students to easily create useful and practical models of
reconnaissance receivers, as well as change their structure. This article describes the structure of a reconnaissance
receiver in the frequency range of 1,5-30 MHz based on the BladeRFxA4 with software configuration radio.

KiroueBrieciioBa:
JIEMOIY AL

IPpOrpaMMHO-OIIPEACIIACMBIC  PAaIUOCHUCTEMBI,

BladeRF, SSB-memonynsammsa, AM-

Key words: Sofware Defined Radio, BladeRF, SSB-demodulation, AM demodulation.

1. BeegeHue

B nocnenHee BpeMs IIporpaMMHO-OIpeAeTIsIEMbIE
pamrocuctemsl  (SDR) mmpoko wuccnenyroTes u
WCTIONB3YIOTCS BO MHOTHX OOJIACTSIX, B TOM YHCIIE
TpaXITaHCKOW ¥ BOeHHOH Oe3omacHocTH. [lpm
WCIIONBE30BAaHUM  ammapaTHeIX  miatpopm  SDR
BO3MO)KHOCTb HCIIOJIb30BAHUSI M HMHTETPALMH CPEX
MPOTPaMMHUPOBAHHS Matlab/Simulink WA
GNU Radio, xortopele ympomamT pa3paboTky U
MO3BOJISIIOT ~ IOBBIIIEHHE  T'MOKOCTH  CTPYKTYpBI
MIPUEMHHKOB, HCCTIOJIB3YEMBIX B y4e0HBIX
nabopaTopusx.

IlepBoHauyanbHO TEXHOJIOTUS SDR
HCIIOJIb30BAIacCh B OCHOBHOM B BOOPYKEHHBIX CHJIaX B
CHCTEMax PaJuoOCBA3H, TPEOYIOIINX BBICOKON CTETIEHH
6€30MacHOCTH ¥ THOKOCTH M3MEHEHHS TTapameTpos [1],
[2], [9]. TTozxke rpaxaaHcKue MPUIIOKEHHS, TAKHE KaK
MOOWJIBHBIE  TeNeOHBI,  TAaKKEe  HCIOJIb3YIOT
TexHonoruto SDR Bo MHOTHX cHCTEMax ¢ pa3iMyHbIMU
CTaH/lapTaMM, Kak MOOWIBHOH CBS3HM, LIH(POBOM
TEJIEBUJACHUH, LIMPOKOBEIaTeabHOM paano, WLAN
(6ecnpoBognas mokampHas cets) [4], [6], [7], [10],

[12]. OTu cranmapThl TpeOyIOT OOJIBIIOTO KOJINYECTBA
CIIO)KHOW  3JIEKTPOHUKH, YBEIHYUBAs CTOMMOCTH
cucreM. J[ms CcHIKeHHS 3aTpaT pa3pabaThIBAIOTCA
CHEHAIN3UPOBAHHBIE aPXUTEKTYPHI - HCIOJIH30BAHUE
SDR, xoTopoe pemmr AaHHYI mnpobnemy. braromaps
JOCTaTOYHO  HAJEXKHBIM M  IPOrPaMMHUPYEMBIM
apxutektypam SDR crcTteMbl MOTYT COOTBETCTBOBATh
1 OBITb COBMECTHMBIMH CO MHOTHMH Pa3iIWYHBIMHU
CTaHJapTaMH Ha OJHOM H TOH ke miatdopme
ycrpoiicts. Takue mporpaMMupyeMble PaaroCHCTEMBI
MOJKHO JIETKO MOJEPHHU3HUPOBATh I HWCIPABICHUS
omnOOK WM 100aBiIeHUS (GYHKIMH W IOIICPIKKH
HOBBIX CTaHAapTOB. SDR-IIpreMHIK HMeeT MaeHbKOoe
TepMUHAIBHOE O00OpYyIOBaHHE, TOJBKO AHTEHHY U
BBICOKOCKOpocTHOM  ALIIl-miporieccop ¢ BBICOKOMA
YacTOTOM IUcCKpeTh3anuu (10 eauHumbl [Tr) s
3axBata W ONU(MPOBKM Jake IIMPOKOIOJIOCHBIX
CHT'HAJIOB Ha paIi04acToTax. boJIbIIMHCTBO OCHOBHBIX
6710Kk0B 00pabOTKH, TAKHX KaK CMECHUTENH, (HIbTPHI,
MOJYJATOPBI ¥ JIEMOJAYJSTOPBl B CHUCTEMax
panuocsssy, 3amenensl Ha SDR [5], [8], [13], [14].
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Puc.1. Cmpykmypunas cxema mooyas BladeRFxA4

N (T (e et Emersen )
Bladerf xA4 — SDR Broporo mokoieHus ¢

texHosoruet MIMO, nuamna3zoH pa6o4ux yactoT ot 47
MI'u no 6 I'T'n nyis mepenatomux kananos, ot 70 MI'ig
Jo 6 I'T mis mpueMHBIX KaHAJIOB, CO BCTPOEHHOMU
BBICOKOCKOPOCTHOM JIMHUEH Nepefayd JaHHBIX Yepe3
USB 3.0. Yacrota auckpern3aiuu ALTT/ITAIT nexur
B mpenenax ot 0,521 MI'm 61,44 MI'i, pa3psaHOCTB
AIIIVITAIT  cocraBiasier 12 Owmr. HaumGomnbmras
MTHOBEHHAs IPOITyCKHasl CIOCOOHOCTB COCTABISIET 56
MTI L. Bcerpoennas APY, aBTOMAaTHYECKAs
peryiaupoBka JIeBUALIIN 1Q. OCHOBHBIMHU
MHKpPOCXEMaMH, HCTIOJNIb3YEMBIMH B
panuoobopynoBanuu BladeRF xA4 ¢ mporpamMmHoi
KOH(UTypauuei, sBIsOTCS MHKpocxeMbl AD9361
komiauuu Analog Devices ¢ HIMPOKUM JHana3oHOM
pabouyux  9acToT. YIpaBiIadTe  BXONAIIUM U
HUCXOJAIIMM  TOTOKOM  JaHHBIX C  IOMOIUIBIO
KOMIIbIOTEpa M OOpabOTKOW CHUTHAJIOB C ITOMOIIBIO
guma Cyclone VE FPGA, KOMMYyHHKallHOHHOTO YHIIA
Cypress FX3 USB 3.0. Kpome Toro, cyuiecrBytor u
Ipyrue (QyHKIMOHAIbHbIE MHKPOCXEMBI, TaKHe Kak
ALIT/IIAII, MuUKpOoCXeMBbl CHHXPOHHOW TeHepamuu
TaKTOBBIX CHUTHAJOB W MHKPOCXEMBI ITUTAHHS.
VYcrpoiicteo BladeRF xA4 sBisieTcst MOAXOISIUM U

BBICOKOKAUECTBEHHBIM ~BBIOOPOM Ui pa3pabOTKH
npuemarkoB [3]. ITloaTomMy aBTOpHI pazpaboTanu
MIPUEMHUK MOHUTOPUHTA Axana3oHa yacTtoT 1-30 MI'n
Ha ocHoBe Moy BladeRFxA4. CtpykTypHas cxema
moxyist BladeRFxA4 npusenena Ha puc. 1.

2. Pa3pa6orka npuemnuka KB-quanazona na

6aze SDR

C ammapataeiMu  matgopmamu  RTL-SDR
(Realtek SDR), BladeRF, HackRF ¢ B03MOXXHOCTBIO
HCTIONB30BAHMSA u HHTETPALUH cpen
mporpammupoBanus  Matlab/Simulink wm  GNU
MOXXHO Tpomre paspadareiBate SDR-cuctemsr [10],
[I1]. Ha ocHoBe aHamu3a U3I0KEHHBIX BBIIIE
OCHOBHBIX TEXHUYECKHX ocobeHHOCTE!
KOPOTKOBOJIHOBOTO PaJMONIPUEMHUKA YCTaHOBJICHO,
yro moayns BladeRFxA4 c pabGoumm nuanazoHom
gactor oT 47 MI'm go 6 I'Tu He momxomurt s

HEMOCPEACTBEHHOTO HUCIOJIB30BAHUS IS
KOPOTKOBOJIHOBOTO Jyara3oHa
1,5-30  MIu. TIlosToMy aBTOpHI  MpeIIararT
UCIOJNIb30BATh IMPUBEJCHHYIO HWXE CTPYKTYPHYIO
cxemy UL HACTPOMKH KOPOTKOBOJIHOBOTO
paTuoONpHEMHHKA.



Eepasutickuti Coro3 YueHbix. Cepus. mexHuUdYeckue u gpuauko-mamemamuyeckue Hayku. # 2(127), 2025 55

8 moJ10coBbIX Yeunaureib V3KonoocHbIi
> —| Cwmecureib >
dunbTpoB BY ¢uabTp
+ I
| Y
N I'erepoaun
YcrpoiicTtBo PO Ycunaureanb
DHKoAep » (Cunre3aTop
ynpaBJIeHHS m4
4acTor)
MoHuTop | Kommiorep » BladeRF |=
A A A A
Aynuo IIuTanue

Puc. 2. Cmpykmypnas cxema npuemnuxa KB-ouanazona na 6asze SDR BladeRFxA4

KopoTKOBOIHOBEIE — paIHONpPUEMHUKH
CIICIYIOIINE OCHOBHBIE KOMIIOHCHTHI:

- Bxomnas wenb: cocrout u3 08 pa3nMyHBIX
BXOJHBIX  IIOJIOCOBBIX  (PHIIBTPOB,  pa3AelCHHBIX
CIeyrommM obpa3oM: mepast mosnoca 1,5-2 MI'm; 2-5
nojoca yactot 2-4 MI'1; 3-g momoca gactot 4-8 MI'L;
4-g monoca yactoT 8-11 MI'1; 5-1 monoca gactot 11-
15 MTI'u; 6-s1 monoca yactoT 15-22 MI'n; 7-1 mojoca
9acToT
22-30 MTI'11; 8-s anst Bcero auama3ona yactot ot 1,5-30
MI'n;

- YCTpO#CTBO YIIpaBICHUS: OCYMICCTBIIETCS Ha
MHUKPOKOHTpOJUIEpE, KOTOPBIH OTBEYAaeT 3a IIPUEM
YOPaBJIAIONNX KOMaH]T OT KOMITHIOTEpa HA YCTAaHOBKY
(bHUITBTPOB M COOTBETCTBYIOMICH YaCTOTHI TETEPOIIHA,

- YcumuTens BBICOKOH YacTOTBI: TPEICTaBISCT
€000 ManomyMsIIIUK YCUIUTEh, KOTOPI OTBEUaeT
32 yCWJIEHHE  BXOJHOTO  paJAMOCHTHaJIa 10
HE0O0XOIMMOT0 YPOBHS;

- CMmecuTensb: OTBedaeT 3a Mpeodpa3zoBaHue
BXOJIHOTO CHUTHAJIa B TMPOMEXYTOYHBIH CHTHAI C
yactoToi 433 MI'1;

- l'ereponun: BEITIOJTHSACTCS HA  OCHOBE
cute3aTopa yactoT tuna DDS, koTopblil oTBeyaeT 3a
co3/1aHNe HEOOXOIUMBIX YacToT;

- Y3konojocHeli  PuiabTp: ¢ UEHTpaIbHOH
yactotoit 433 MI', nonocoit npomyckanust 10 MI';

- YcumuTens mpoMeKyTOYHON YacTOTHI OTBEYaeT

HMCIOT

CHTHaNa 10 HEoOXOOUMOTO YpPOBHS JUIS 0OCCIICUCHUS
HOpMaIbHOHU paboTh! yeTpoiicTBa BladeRFx A4,

- [IporpaMMHO-KOH(UTY pUpPyEMbIH panuo
(BladeRFxA4): SDR, ucnonbs3yemsiii 1iist onupoOBKH,
NpenBapuTeIbHON 00pabOTKM HPHHATOTO CHUTHAJA,
nepe/avyn onu(ppPOBAHHOTO CHTHAIA HA KOMITBIOTED;

- KommeroTep:  OCHAmleH  MPOrpaMMHBIM
obecrieueHreM ¢ oOeit GyHKIMel ynpaBieHus] BCeM
000py10BaHUEM, 0TOOpaKeHHUs CIIEeKTpa,

JEMOTYJIALUN NPUHUMAEMOT'0 CUTHAJIA;

- 3BYKOBOI1 OJIOK (ayAno0) BKJIIOYAET B ceOs OOk
YCHJINTENS BBIXOAHOTO ayAHMOCHTHAJda ¥ BBIXOJHON
JVMHAMHK WU HaYIITHUKHY;

- DHKojep: WMMeeT (QYHKIHIO BpAICHUS JUIs
YCTAHOBKM YacTOThl NPHEMHHMKA WM Ha)KaTHS Ui
m3MeHeHus mara STEP;

- [luranue: npeoOpazyer BXOAHYIO MOIIHOCTh
HePEeMEHHOTO TOKa B OJHOCTOPOHHIOIO
JJIEKTPOIHEPTHIO, U B TO JKE€ BpEMs TE€HEpUpYEeT
HEOOXO/JMMbIE  yYPOBHH  HAaNpSDKEHHS,  KOTOpPbIE
o0ecrieyrBaOT HEOOXOJUMbIE UCTOYHUKHU BBIXOJHOTO
HaIpsHKEHUs! ISl TMTaHUsE 000PYA0BaHUSL.

3. Pe3y1bTaThl NPOEKTHPOBAHUS

3.1. IlorpemHOCTh HACTPOHKH YaCTOTHI
NMpUeMHHKA

- N3mepurensHoe 000pynoBaHue:

+ Crannmapthsiii renepatop IFR2023A

+ Yactotomep Yokogawa FC36

32 yCWIeHHE  (QWIBTPYEMOTro  MPOMEXYTOUYHOTO - CxeMa n3MepeHus:
AHTeHHa Aynno
I'enepatop » [IpuemHuk » YacTtoTomep

Puc. 3. Cxema uzmepenus OTKIIOHEHUS YaCTOTHI

- Mertox m3MmepeHHs: YCTaHOBKa NpHEMHHKA B
pexum USB; VYcTtaHoBka reHeparopa Ha YacTOTy,

KOTOpasi OTKJIOHSETCSI OT U3MEpPAEeMO 4acTOThl Ha |
k['1;; CauThIiBaHUE 3HAYSHHSI YACTOTHI HA 9aCTOTOMEPE,
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pacueT BeJIMYMHBI OTKIOHeHHd OT | kI'1, 3anucaHHON
B Ta0JIMILIE pe3yIbTaTOB U3MEPEHUH.

Tabmuna 1.
Pe3yabTaThl H3MepeHNs OTKJIOHEHHS YaCTOTHI

Ne Yacrora (MI'r) OrtxioHenue 9acToTsl (')
1 2 5

2 4 10

3 6 5

4 8 10

5 10

6 12

7 14

8 16 3

9 18 10

10 20 4

11 22 8

12 24 5

13 26 3

14 28 5

15 30 9

3.2. YyBCTBUTEJIBbHOCTH MPHEMHHUKA
- 3mepurenbHOEe 000py10BaHHUE:
+ CranpaprtHblii renepatop IFR2023A

+ Bomemetp Kikusu AVM13
- Cxema n3MepeHwuit:

AHTEHHa

I'enepatop » [IpuemHuk

Aynano

\ 4

BonbsmeTtp

Puc. 4. Cxema usmeperusl 4yecmeumejlibHocmu npuemMHuKka

- Meton w3MepeHHsA: YCTaHOBKa IIPHEMHHUKA B
pexuM u3Mepenus; Hactpoiika renepatopa IFR2023A
Ha wu3MepsieMol dYactoTe C Tpedyemoit Qopmoii
MOIyJSAIMK, dYacToTa 3Byka | kII; perymupoBka
BBIXOJHOTO ypoBHs reHepaTopa [FR2023 A tak, 9To0BI
COOTHOIIEHHE MEXIYy YPOBHEM CHTHajla WHIUKATOpa

Ha BOJBTMETPE M YCTaHOBJICHHBIM HaMH YPOBHEM
mymMa  OBIO TOYHO  PaBHO  HOMHUHAJIEHOMY
COOTHOIIECHHIO CUTHAJI/IIyM mnpueMHuKa; Cuuraiite
3HaUeHHE BOJIBTMETpPA, 3allCaHHOE B TalOIHLe
pe3yJIbTaTOB H3MEPEHUI.
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Tabmnuma 2.
Pe3yabTaThl H3MepeHHs] YYBCTBHTEIbHOCTH MPHEMHUKA
Ne Yacrora (MI'r) Pexxum USB (dBm) Pexxum LSB (dBm) Pexxum AM (dBm)

1 1,85 -124,6 -124,6 -107,6
2 2,65 -124 -124 -106,2
3 3,55 -123,3 -123,3 -106,2
4 4,55 -124,6 -124,6 -108,1
5 6,55 -124,5 -124,5 -107,1
6 8,55 -124,7 -124,7 -107,5
7 10,55 -124,3 -124,3 -108,4
8 12,55 -124,7 -124,7 -106,6
9 15,55 -1251 -125.1 -108,3
10 18,55 -124,7 -124,7 -106,1
11 21,55 -124,6 -124,6 -107,8
12 25,55 -124,5 -124,5 -107,5
13 27,55 -124,1 -124,1 -107,8
14 29,55 -124,2 -124,2 -105,8

4. 3akia09eHne System Using Software-Defined Radio", NIPES-

PasBenpiBaTenBHBIN TIPUEMHHK ¢ Journal of Science and Technology Research. 4(4).
ucronb3oBanueM moayns  BladeRFxA4  moxer [7].Utku Dogdu (2024), 2G/3G/4G/5G signals
NpOTPaMHO  U3MEHATH  pasznmuyHble  CTpyKTypel  demodulation with MATLAB using RTL-SDR 2832U

IpUEMHUKA. B TO ke Bpemsl, IpenMyIiecTBO JaHHOTO
NPUEMHUKA 3aKITI0YaeTCs B TOM, YTO CHUTHAJ MOXHO
HaOmogaTh ¥ KOHTPOJIMPOBaTh Ha J0OOM JTare
00paboTKU CUTHAJIAa HA IPUEMHHKE, KaK BO BPEMEHHON
oOnacTi, Tak M B YacTOTHOM oOmactu. Iloatomy
NPUEMHUK YJOO0GH W TOJe3eH Uil CTY/ACHTOB B
npouecce 00ydeHMs, MCCIEAOBAHUS M Pa3BUTUSL
pa3NUYHBIX ~ THIIOB  NPUEMHUKOB, TaKUX  Kak
npuemMHnkoB SSB, AM, CW, a Ttakke nu(ppoBBIX
MH()OPMAMOHHBIX IPHEMHHUKOB.
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Cratpy, MOCTYyNAIONME B PEAAKIHUIO, PEIEH3UPYIOTCS. 3a J0CTOBEPHOCTh CBEJCHUH, M3JIOXKEHHBIX B CTaTbiX,
OTBETCTBEHHOCTh HECYT aBTOPBI. MHEHHE pelaKIlNK MOXKET HE COBIa/IaTh C MHEHHEM aBTOPOB Matepuaiios. [Ipu
neperneyaTKe CChIIKa Ha )KypHal o0s3aTesnpHa. MaTepHassl MyOIUKyI0TCS B aBTOPCKON peaaKIny.

XKypnan 3aperucrpupoBan DenepanbHoii ciyx00ii 1o Han30py B chepe cBsi3u, MHPOPMAIMOHHBIX TEXHOJIOTHI 1
MaCCOBBIX KOMMyHHKaHHﬁ.
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